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About This Manual

This Technical Reference Manual (TRM) details the integration, the environment, the functional
description, and the programming models for each peripheral and subsystem in the device.

The TRM should not be considered a substitute for the data manual, rather a companion guide that should
be used alongside the device-specific data manual to understand the details to program the device. The
primary purpose of the TRM is to abstract the programming details of the device from the data manual.
This allows the data manual to outline the high-level features of the device without unnecessary
information about register descriptions or programming models.

Notational Conventions

This document uses the following conventions.

» Hexadecimal numbers may be shown with the suffix h or the prefix Ox. For example, the following
number is 40 hexadecimal (decimal 64): 40h or 0x40.

» Registers in this document are shown in figures and described in tables.

— Each register figure shows a rectangle divided into fields that represent the fields of the register.
Each field is labeled with its bit name, its beginning and ending bit numbers above, and its
read/write properties with default reset value below. A legend explains the notation used for the
properties.

— Reserved bits in a register figure can have one of multiple meanings:
* Not implemented on the device
» Reserved for future device expansion
» Reserved for Tl testing
» Reserved configurations of the device that are not supported

— Writing nondefault values to the Reserved bits could cause unexpected behavior and should be
avoided.

Glossary
Tl Glossary —This glossary lists and explains terms, acronyms, and definitions.

Related Documentation From Texas Instruments

For a complete listing of related documentation and development-support tools for these devices, visit the
Texas Instruments website at http://www.ti.com. Additionally, the TMS320C28x CPU and Instruction Set
Reference Guide (SPRU430) and TMS320C28x Floating Point Unit and Instruction Set Reference Guide
(SPRUEO2) must be used in conjunction with this TRM.

DEEAE)

@ Concerto, Code Composer Studio, controlSUITE are trademarks of Texas Instruments.
@ Cortex is a trademark of ARM Limited.

©®  ARM, Thumb, AMBA, ARMA are registered trademarks of ARM Limited.

@ XDS is a trademark of XDS.

® is a trademark of ~ Texas Instruments.
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This chapter explains system control and interrupts for this device. The system control module configures
and manages the overall operation of the device and provides information about the device operation.
Configurable features in system control include reset control, NMI operation, power control, clock control,

Chapter 1

System Control and Interrupts

and low-power modes.

For more information on the Viterbi, Complex Math, CRC Unit (VCU), please refer to TMS320C28x

Extended Instruction Sets Technical Reference Manual.
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Signal Description

1.1

Signal Description

Table 1-1 lists the external signals of the system control module and describes the function of each.

The NMI signal is one of the peripheral functions for the PB7_GPIO15 signal, and functions as a GPIO
after reset. PB7_GPIO15 is under commit protection and requires a special process to be configured as
any alternate function or to subsequently return to the GPIO function. The Pin Mux/ Pin Assignment
column in Table 1-1 lists the GPIO options for the NMI signal. When the PJ7_GPIO63 pin is configured, it
can be used as an XCLKIN pin to provide a clock source to the CAN and USB modules on this device.
The PF2_GPIO34 pin can be used as XCLKOUT to monitor the PLL output clock when configured for
either the master subsystem or control subsystem as shown in Table 1-1. For more information on
configuring GPIOs, see the General-Purpose Input/Outputs (GPIOs) chapter.

The remaining signals (fixed) have a fixed pin assignment and function. Please refer to the device data
manual for more details on the pin numbers.

Table 1-1. Signals for System Control and Clocks

Pin Functional | Pin Name(refer Pin Mux/ Pin Assignment Description
el o _datasheet for Peripheral Alternate Mode Core Select
D DYTOES) Mode Select
NMI PB7_GPIO15 4 0 (default) Master (default) | Non-maskable interrupt
External oscillator input. This pin
feeds a clock from an external 3.3-V
XCLKIN PJ7_GPIO63 0 (default) 0 (default) Master (default) oscillator to the internal USB PLL
module and to the CAN peripherals.
0 15 Master External oscillator output. This pin
outputs a clock divided-down from
XCLKOUT PF2_GPIO34 , the internal PLL System Clock. The
Don't Care 3 Control divide ratio is defined in the
XPLLCLKCFG register.
On-chip crystal-oscillator input. To
use this oscillator, a quartz crystal or
Refer to the data a ceramic resonator must be
) . ) : connected across X1 and X2. In this
X1 manuﬁlofor pin Fixed Fixed Fixed case, the XCLKIN path must be
: disabled by bit 13 in the CLKCTL
register. If this pin is not used, it
must be tied to GND.
On-chip crystal-oscillator output. A
Refer to the data quartz crystal or a ceramic resonator
X2 manual for pin Fixed Fixed Fixed must be connected across X1 and
no. X2. If X2 is not used, it must be left
unconnected.
Digital Subsystem Reset (in) and
Refer to the data Watchdog/Power-on Reset (out). In
XRS manual for pin Fixed Fixed Fixed most applications, it is recommended
no. that the XRS pin be tied with the
ARS pin.
Analog subsystem Reset (in) and
Refer to the data Power-on Reset (out). In most
ARS manual for pin Fixed Fixed Fixed applications, it is recommended that
no. the ARS pin be tied with the XRS
pin.
Refer to the data L
TRST manual for pin Fixed Fixed Fixed JTAG test reset with internal
o pulldown
Internal 1.8-V VREG Enable/Disable
Refer to the data for VDD18. Pull low to enable the
VREG18EN manual for pin Fixed Fixed Fixed internal 1.8-V voltage regulator
no. (VREG18), pull high to disable
VREG18.
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Table 1-1. Signals for System Control and Clocks (continued)

Pin Functional | Pin Name(refer Pin Mux/ Pin Assignment Description
M to datasheet for 5050 o™ Alternate Mode  Core Select
pin numbers) Mode Select
Internal 1.2-V VREG Enable/Disable
Refer to the data for VDD12. Pull low to enable the
VREG12EN manual for pin Fixed Fixed Fixed internal 1.2-V voltage regulator
no. (VREG12), pull high to disable
VREG12.
Refer to the data
Vssosc manual for pin Fixed Fixed Fixed Clock Oscillator Ground Pin
no.
Emulator pin 0. When TRST is
Refer to the data driven high, this pin is used as an
EMUO manual for pin Fixed Fixed Fixed interrupt to or from the emulator
no. system and is defined as
input/output through the JTAG scan.
Emulator pin 1. When TRST is
Refer to the data driven high, this pin is used as an
EMU1 manual for pin Fixed Fixed Fixed interrupt to or from the emulator
no. system and is defined as
input/output through the JTAG scan.

1.2

System Control Functional Description

The system control module provides the following capabilities:
Device identification and configuration registers

Reset control

Device WIR mode control
Exceptions and Interrupt control
Safety and error handling features of the device
Power control
Clock control

Low Power modes
Security module
Inter-Processor Communication (IPC)

121

Device ldentification

Device identification registers provide information on device class, device family, revision, part number, pin
count, operating temperature range, package type, pin count and device qualification status.

All of the information is readable by master subsystem applications, and part number, part type and
revision information is readable by both the master subsystem and control subsystem. Please refer to the
System Control Registers section for more details on these registers.

1.2.1.1 Master Subsystem and Control Subsystem Device Identification

The master subsystem device identification registers are: DIDO and DID1. The control subsystem device
identification registers are: PARTID, REVID, and CDID.

82
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1.2.2

Device Configuration Registers

Several registers provide users with configuration information for debug/identification purposes on this
device. This information provides the peripheral's features and indicates how much RAM and FLASH
memory are available on this part. Both master and control subsystems have their own device
configuration registers. The master subsystem can access the device configuration of both the master and
control subsystems, whereas the control subsystem can only access its own device configuration
registers. All device configuration registers are read-only in both systems.

1.2.2.1 Master Subsystem Device Configuration

Table 1-2 provides a description of the master subsystem device configuration.

Table 1-2. Master Subsystem Device Configuration

Name Registers Description
Device configuration or DC1, DC2, DC4, DC6, DC7, If a particular bit in these registers is set to "1" then the
capabilities registers DC10,PPGPPIO associated feature or module is available in the device.
Shared memory configuration If a particular bit is set to "1" then that particular shared memory
; MEMCNF h
register is enabled.
M3 configuration register MCNF Flash bank size and uCRC configuration

1.2.2.2 Control Subsystem Device Configuration

13

13.1

The control subsystem core configuration registers are: CCNF0, CCNF1, CCNF2, CCNF3, and CCNF4.
All these registers are defined in the Device Identification and Device Configuration registers subsection in
the System Control Registers section.

Reset Control

This section describes the reset sources for the device and hardware functions during reset. How system
software should handle the reset cause and what Boot ROM does to handle the reset cause is also
discussed.

This device has two external reset pins: XRS for the digital subsystem and ARS for the analog subsystem
of the chip. It is recommended that these two pins be externally tied together with a board signal trace.
The XRS pin responds to an external reset signal and an internal power-on signal to reset the entire chip.
The XRS pin also drives the reset signal out of the chip to external circuitry when the master watchdog
timers (WDTO0, WDT1) and master NMI watchdog timer (MNMIWD) expires. The XRS signal is internally
gated with other internal reset signals to drive individual resets to the master subsystem, control
subsystem, analog subsystem and the shared resources.

For all reset causes which reset the master subsystem, both the control subsystem and analog subsystem
are also reset, and are held in reset until software running on the master subsystem brings them out of
reset. The master subsystem boot ROM software, which gets executed each time the device is reset, will
bring both the control and analog subsystems out of reset by setting the respective bits in the CRESCNF
register.

Device Level Reset Sources

Table 1-3 shows various reset signals in this device and how it affects different hardware modules in the
device.
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Table 1-3. Device Level Reset Sources

No. Reset M3 Core C28 Core JTAG / Master Control Analog Flash 10s XRSn
Source Reset Reset Debug subsystem | subsystem | subsystem Pump output
Logic Reset Reset Reset
Reset
POR reset Yes Yes Yes Yes Yes Yes Yes Hiz Yes
XRS input Yes Yes Yes Yes Yes Yes Yes Hiz
3 WDTO Yes Yes No Yes Yes Yes No Hiz Yes
reset
4 WDT1 Yes Yes No Yes Yes Yes No Hiz Yes
reset
5 MNMIWD Yes Yes No Yes Yes Yes No Hiz Yes
M3
software
6 reset / Yes Yes No Yes Yes No No Hiz No
debugger
reset
Cc28
ngfg; C28 GPIOs
7 M3(CRESC No Yes No No Yes No No msgipeut No
NF[M3RSnlI
NI)
8 TRST No No Yes No No No No No No
Deguzs er C28 GPIOs
9 Resge% No Yes No No Yes No No in input No
(SYSRS) state
C28 GPIOs
10 CNMIWD No Yes No No Yes No No in input No
Reset
state
Analog 10s
11 | ACIB Reset No No No No No Yes No in GPIO No
input state

As shown in Table 1-3, because the Cortex-M3 core belongs to the master subsystem, whenever it is
reset, the entire device is reset, including control and analog subsystems. Software on the master
subsystem can choose to reset the control subsystem and analog subsystem by writing a "1" to M3RsnIN
(bit 16) and bit ACIBRESET (bit 17) of the CRESCNF register.

Also note that whenever the ACIB reset is activated, the analog subsystem is reset. Whenever the analog
subsystem is reset, the ACIB is also reset and vice-versa. On power-up or after every master subsystem
reset, the analog subsystem is held in reset. This also means that ACIB is held in reset.

After a reset, the reset cause register (RESC) is updated with the reset cause. The bits in the reset cause
register are sticky and maintain their state across multiple resets except when a Power-on Reset (POR) is
the reset cause, in which case all the bits in the RESC register are cleared. For the master subsystem on
this device, this register is called the MRESC register.

After any reset that resets the master core, boot ROM code on the master subsystem will run, which
brings the control system and ACIB out of reset and starts the application software as per the boot mode
configured. Please refer to the Boot ROM chapter for more details.

Table 1-4 provides information for the device bring up time-line on power-up.
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Table 1-4. Device Bring-Up Time Line

Time Line

Master Subsystem Control Subsystem Analog Subsystem/ACIB

POR indicates that device is not yet
fully powered and is in reset

POR indicates that device is not yet
fully powered and is in reset

POR indicates that device is not yet

o fully powered and is in reset

Master subsystem out of reset. Device
T1 Specific initialization as mentioned in
the Boot ROM guide.

Control subsystem held in reset Analog subsystem/ACIB held in reset

Control subsystem starts executing C-

T2 Bring control subsystem out of reset Boot ROM

Analog subsystem/ACIB held in reset

T3 Bring ACIB out of reset

Analog subsystem/ACIB out of reset

Master bootROM boots the device ) :
and analog peripherals are accessible

After system initialization, the C28x

T4 basgd on 'the boot mode GPIO CPU' goes to IDLE mode; wakes up on for both master and control
configuration. IPC interrupts
subsystems.
ACIB and analog peripherals ready to
. I Master Application decides how to run be c_onfigured, controlled and
T5 Running application on master monitored by control subsystem

application on control subsystem. application and master subsystem

application.

Below are the details on each reset source.

1.3.1.1 Power-on Reset (POR):

The Analog and Digital Subsystems' each have a Power-On-Reset (POR) circuit that creates a clean reset
throughout the device enabling glitchless GP1Os during the power-on procedure. The POR function keeps
both ARS and XRS driven low during device power up. Whenever the device is reset by a POR condition,
bit 1 of the MRESC register is set indicating that the POR has caused a reset, and because a POR reset
pulls the XRS pin low, bit 0 is also set.

NOTE: The power-on reset also resets the JTAG controller.

While in most applications, the POR generated reset has a long enough duration to also reset other
system ICs, some applications may require a longer lasting pulse. In these cases, the ARS and XRS reset
pins (which are open-drain) can also be driven low to match the time the device is held in a reset state
with the rest of the system.

When the device is reset by a POR condition, the master subsystem begins executing the master Boot
ROM and brings the control subsystem and analog subsystem out of reset. Once out of reset, the control
subsystem starts executing its code in C-Boot ROM. Please refer to the Boot ROM chapter for how both
the master subsystem boot ROM and control subsystem boot ROM handle this reset cause.

1.3.1.2 External Reset Input

There are two external reset input pins on the device: XRS and ARS.

The XRS and ARS pins both respond to an external reset signal (active low), and can also drive the reset
signal out of the chip to external circuitry whenever any of the internal digital or analog subsystem resets
become active, as shown in the Table 1-3. The internal resets which pull XRS low are caused by the
master subsystem watchdog modules (WDTO, WDT1 and MNMIWD). Whenever the master subsystem is
reset by an XRS condition, it will hold both control and analog subsystems in reset and bit O of the
MRESC register will be set to indicate an XRS caused the reset. When the device is out of reset, the
master subsystem Boot ROM will start executing and it will bring both control and analog systems out of
reset. Once out of reset, the control subsystem will start executing its own Boot ROM. Please refer to the
Boot ROM chapter for how both the master and control boot ROMs handle an XRS reset.

It is recommended to connect both XRS and ARS pins together externally using a single trace.

The internal reset which can pull ARS low is caused by the power-on reset (POR).
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1.3.1.3 TRST

TRST is a JTAG test reset with an internal pulldown, and when driven high, gives the scan system control
of the operations of the device. If this signal is not connected or driven low, the device operates in
functional mode, and the test reset signals are ignored. TRST resets the JTAG TAPs of both the master
subsystem CPU and control subsystem CPU.

NOTE: TRST is an active-high test pin and must be maintained low during normal device operation.

The TRST reset does not show up on XRS. Note that TRST is different from a debugger reset. The
debugger reset on the Cortex-M3 is realized by writing to the NVIC registers and on the C28x CPU it is
realized by writing to Tl-internal hidden registers.

1.3.1.4 Watchdog Timer 0,1 Reset

This device has two watchdog timer modules on the master subsystem in case one watchdog clock
source fails. Watchdog Timer 0 is run off the system clock and Watchdog Timer 1 is run off the main
oscillator. Each module operates in the same manner except that because the Watchdog Timer 1 module
is in a different clock domain, register accesses must have a time delay between them. The watchdog
timer can be configured to generate an interrupt to the microcontroller on its first time-out and to generate
a reset on its second time-out.

After the watchdog's first time-out event, the 32-bit watchdog counter is reloaded with the value of the
Watchdog Timer Load (WDTLOAD) register and resumes counting down from that value. If the timer

counts down to zero again before the first time-out interrupt is cleared, and the reset signal has been
enabled, the watchdog timer asserts its reset signal to the microcontroller. The watchdog timer reset

sequence is as follows:

1. The watchdog timer times out for the second time without being serviced.

2. An internal reset is asserted which pulls XRS low and this resets the whole device and appropriate bits
in the MRESC register are set.

Note that on this device, the watchdogs are available only on the master subsystem. The control
subsystem does not have its own watchdog, but when the master subsystem watchdogs generate a reset,
it will reset the entire device.

When the device is out of reset, the master subsystem boot ROM will start executing and it will bring both
the control and analog subsystems out of reset. Once out of reset, the control subsystem will start
executing its own boot ROM. Refer to the Boot ROM chapter for more details on how the master
subsystem and control subsystem boot ROM handles watchdog timer resets.

1.3.1.5 Master NMI Watchdog Timer Reset

This device has a watchdog timer associated with its NMI logic, which when an enabled non-maskable
interrupt is generated to the CPU, the NMIWD timer starts counting. The NMIWD will then generate a
reset if the MNMIWDCNT counter register value reaches the value programmed in the MNMIWDPRD
period register. Once the MNMIWD counter starts counting, it will stop and reset to 0 only if all the flags in
the MNMIFLG register are cleared.

Note that the ACIBERR NMI is disabled on reset, and if the application software does not enable this NMI
by setting bit 9 in the MNMICFG register, no NMI will be triggered to the CPU if these error conditions
occur. Any other NMI condition will trigger an NMI to the CPU and the NMIWD counter will start counting.

Refer to the MNMI section in this document for more details on MNMI sources, and refer to the Boot ROM
chapter for more details on how the master boot ROM software handles different NMls.

Whenever an MNMIWD reset is generated, it will pull the XRS pin low. This will cause the entire device to
reset and both the analog and control subsystems will be held in reset. Once out of reset, the master
subsystem will start executing boot ROM and bring the analog and control subsystems out of reset. Once
out of reset, the control subsystem will start executing its boot ROM. Refer to the Boot ROM chapter for
more details on how boot ROM handles this reset.
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1.3.1.6 Master Software Reset and Master Debugger Reset

The master software reset is a software-generated reset output by the NVIC (using
SYSRESETREQ/VECTRESET of the Cortex-M3 NVIC Application Interrupt and Reset Control Register).
The master debugger reset is a debugger-generated reset that is also an output of the NVIC.

In addition to resetting the master subsystem, these two resets can propagate to the control subsystem.

Note that while debugging or developing code when the debug probe is connected to the device, it has to
be in RUN state for the control subsystem to see the software reset and/or debugger reset from the
master subsystem. If the control subsystem is in DEBUG HALT mode, it will not see this reset input.

As shown in Table 1-3, this reset does not pull the XRS signal low, but if both the cores are reset, when
coming out of reset, each core will start executing its own boot ROM. On the master subsystem, bit 4 of
the MRESC register will be set to inform the application software that the device was reset by software.

1.3.1.7 Control Subsystem Software Reset (from Master)

The control subsystem can be reset by software running on the master subsystem by writing to the
M3RSnIN bit (bit 16) of the CRESCNF register. When the control subsystem is reset by the master
subsystem by writing to the CRESCNF register, all the GP1Os which were previously owned by the control
subsystem CPU will still be owned by the control subsystem CPU, and all the GPIOs will be configured as
inputs.

The control subsystem will start executing C-Boot ROM when out of reset.

1.3.1.8 Control Subsystem Debugger Reset

This reset is driven by the debugger only to the control subsystem. As shown in Table 1-3, a control
system debugger reset, resets the C28x CPU core and control subsystem. All the GPIOs which were
configured for the control subsystem will remain with the control subsystem and will be reset to their
default state (input, GPIO mode). Please refer to GPIO chapter of this document for more details on the
reset state of the control subsystem GPIOs.

The control subsystem will start executing C-Boot ROM when out of reset.

1.3.1.9 Control Subsystem NMIWD Reset

This device has no general-purpose watchdog timer associated with the control subsystem but there is an
NMI watchdog timer associated with the control subsystem's NMI logic. This timer will start counting as
soon as an enabled non-maskable interrupt is triggered to the control subsystem CPU. It will reset the
subsystem if the triggered NMI is not acknowledged, by clearing the respective bits in CNMIFLG register.

All of the GPIOs configured for the control subsystem will still be owned by the control subsystem and put
to their default reset state after a control subsystem NMIWD reset. The CNMIWDRST bit (bit 16) of the
CRESSTS register will be set for the master subsystem to know when the control subsystem is reset by
the CNMIWD timer. Also, an NMl is triggered to the master subsystem indicating that the control
subsystem was reset by the NMIWD.

Note that the master subsystem is not reset when the control subsystem is reset by the CNMIWD, but if
the master subsystem is reset by a MNMIWD it will also reset the control subsystem. Refer to the CNMI
and MNMI sections for more details on NMI logic.

1.3.1.10 ACIB Reset

The analog common interface bus reset resets the analog subsystem and analog common interface bus
(ACIB). This reset signal can only be generated by software running on the master subsystem by setting
the ACIBRST bit in the CRESCNF register.

This reset puts all the analog subsystem GPIOs in input mode. The master subsystem and the control
subsystem are not reset by this signal, and the control subsystem can learn about the status of this signal
by looking at the ACIBRESET bit (bit 30) of the DEVICECNF register. Refer to the DEVICECNF register
for details.
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1.3.1.11 Shared Resources Reset

Shared resources between the master and control subsystems, (IPC registers, MTOC and CTOM
message RAM) configurable shared RAMs, and the ACIB interface, are reset by the shared reset signal
defined as SRXRST. SRXRST is triggered by a master software reset or by a master debugger reset.
SRXRST is also triggered by an XRS.

Figure 1-1 shows reset connectivity on the device.

88 System Control and Interrupts SPRUHES8E—October 2012—Revised November 2019

Submit Documentation Feedback
Copyright © 2012-2019, Texas Instruments Incorporated


http://www.ti.com
http://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUHE8E

13 TEXAS
INSTRUMENTS

www.ti.com

Reset Control

Figure 1-1. Resets Connectivity
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1.3.2 Handling of Resets at System Level

This section explains resets at the subsystem level. It discusses how the master subsystem boot ROM
and the control subsystem boot ROM handles the reset causes after a reset.

1.3.2.1 Master Subsystem Reset Handling

The master subsystem, the Cortex-M3 CPU, and the Nested Vectored Interrupt Controller (NVIC) are all
reset by the Power-On Reset (POR) or the M3SYSRST reset signal. In both cases, the Cortex-M3 CPU
restarts program execution from the address provided by the reset entry in the vector table.

A register can later be referenced to determine the source of the reset. The M3SYSRST signal also
propagates to the Cortex-M3 peripherals and the rest of the Cortex-M3 subsystem. As shown in Figure 1-
1, the M3SYSRST bit has four possible sources: XRS, M3WDOGS, M3SWRST, and M3DBGRST. The
M3WDOGS is set in response to time-out conditions of the two Cortex-M3 watchdogs or the Cortex-M3
NMI Watchdog. The M3SWRST is a software-generated reset output by the NVIC. The M3DBGRST is a
debugger-generated reset that is also output by the NVIC. In addition to driving M3SYSRST, these two
resets also propagate to the control subsystem and the analog subsystem. The M3RSnIN bit can be set in
the CRESCNEF register to selectively reset the control subsystem from the master subsystem, and the
ACIBRST bit of the same register selectively resets the analog common interface bus. In addition to
driving reset signals to other parts of the chip, the master subsystem can also detect a C28SYSRST reset
being set in the control subsystem by reading the CRES bit of the CRESSTS register.

The master subsystem can also set bits in the SRCR register to selectively reset individual Cortex-M3
peripherals, provided they are enabled inside the respective device configuration (DC) register.

For all the reset causes shown in Table 1-5, except for master software reset and master debugger reset,
both analog and control subsystems are also reset and held in reset. The master subsystem will be first
out of reset and starts executing software in master subsystem boot ROM. The master boot ROM brings
the control subsystem and analog subsystem out of reset. The control subsystem starts executing
software in the control subsystem boot ROM after it is out of reset. Refer to Section 1.3.2.1.1 and
Section 1.3.2.1.2 for more details on how each boot ROM handles each reset cause.

Table 1-5 provides summary of results of various reset operations on the master subsystem.

Table 1-5. Master Subsystem Rests, Signals and Effects

No. Reset Device Reset | Cortex-M3 JTAG Master Control Analog Shared ACIB reset
Source Signals CPU Core Reset Subsystem | Subsystem | Subsystem | Resources
Asserted Reset Reset Reset Reset Reset
POR, XRS,
M3SYSRST,
M3PORRST,
1 POR ACIBRST, Yes Yes Yes Yes Yes Yes Yes
SRXRST,
C28RSTIN,
C28SYSRTS
XRS,
M3SYSRST,
2 XRS ACIBRST, Yes Yes Yes Yes Yes Yes Yes
SRXRST,
C28RSTIN
3 | WDTO reset Same as Yes Yes Yes Yes Yes Yes Yes
above
Same as
4 | WDT1 reset above Yes Yes Yes Yes Yes Yes Yes
5 MNMIWD Same as Yes Yes Yes Yes Yes Yes Yes
above
Master csvse=
SRXRST,
6 Software C78RSTIN Yes Yes Yes Yes No Yes Yes
reset
Master csvse=
SRXRST,
7 Debugger C78RSTIN Yes Yes Yes Yes No Yes Yes
Reset
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1.3.2.1.1 Reset Handling in Master System Boot ROM

ROM is mapped to address 0x0000 0000 on the master subsystem; this ROM will be referred to as M-
Boot ROM in this document and all the supporting documents of this device. M-Boot ROM has an
exception vector table with an initial stack pointer address, reset vector, and other exception/interrupt
vectors located starting at 0x0000 0000, which is the default NVIC base address. Refer to the Cortex-M3
manual for the NVIC exception table location and contents.

Whenever the master subsystem is reset, the Cortex M3 CPU fetches the reset vector address from the
NVIC exception table and starts executing code in M-Boot ROM. This section gives an overview of how M-
Boot ROM handles different reset causes.

Since the Cortex-M3 subsystem on this device is the master subsystem, it is brought out of reset first and
will start executing code in M-Boot ROM while the analog and control subsystem are held under reset. M-
Boot ROM software eventually brings both control and analog subsystems out of reset.

After a reset, the M-Boot ROM looks at the MRESC register to identify the reset cause. The following
sections explain M-Boot ROM actions for each reset cause.

1.3.2.1.2 POR Reset Cause:

» M-Boot ROM initializes all master subsystem RAM(s) to 0x0000 0000. This will also zero-initialize RAM
ECC and RAM PARITY bits for respective memories. Refer to the Internal Memory chapter for more
details on RAM initialization.

 The PLL is left at its default state and M-Boot ROM modifies SYSDIVSEL to /1 and M3SSDIVSEL to /1
S0 PLLSYSCLK = M3SSCLK = OSCCLK.

— Note that this means both the master subsystem and control subsystem are configured to run at the
same frequency on power-up, so users have to be careful of this while selecting an OSCCLK
frequency.

» Brings control and analog subsystems out of reset.

+ Since a POR reset also causes an XRS reset, M-Boot ROM clears both the POR and XRS bits (bits 1
and 0 respectively) in the MRESC register and continues to boot. All the resets which come out on
XRS as shown in Table 1-5 will set the XRS bit in the MRESC register. M-Boot ROM clears this bit if it
was set, and continues execution as per the boot procedure detailed in the Boot ROM chapter.

— The reason M-Boot ROM clears bit 0 and 1 in the MRESC register for this reset cause is because if
there was a second reset for any other reason after the XRS reset, then boot ROM should not clear
out the RAM contents or reset the clock dividers to default (for example, a debugger reset by the
user while developing code on bench).

1.3.2.1.3 XRS Reset Cause

* M-Boot ROM will zero-initialize the stack memory needed for boot ROM execution, which is part of C2
RAM (0x2000 4004 - 0x2000 4900).

— Note that location 0x2000 4000 on C2 RAM is not ZERO-initialized by M-Boot ROM except when a
POR reset occurs because this location contains the boot status of the device for applications to
read and handle different events that might occur during boot. More details on the boot status are
given in the Boot ROM chapter.

« The PLL is left at its default state and M-Boot ROM modifies SYSDIVSEL to /1 and M3SSDIVSEL to /1
so PLLSYSCLK = M3SSCLK = OSCCLK.

— Note that this means both the master subsystem and control subsystem are configured to run at the
same frequency on power up, so users need to be careful of this while selecting an OSCCLK
frequency.

» Brings control and analog subsystems out of reset.

» All the resets which come out on XRS as shown in Table 1-5 will set the XRS bit in the MRESC
register. M-Boot ROM clears this bit if it was set, and continues execution as per the boot procedure
detailed in the Boot ROM chapter.

— The reason for M-Boot ROM to clear bit 0 in the MRESC register for this reset cause is that if there
was a second reset for any other reason after the XRS reset, then boot ROM should not set clock
dividers to default (for example, a debugger reset by the user while developing code on bench).
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1.3.2.1.4 Watchdog Timers Reset Cause (WDTO, WDT1, MNMIWD)

Watchdog Timer 0, Watchdog Timer 1, and the Master NMI WD timer resets will cause a low pulse on
XRS, which will reset the entire device. These resets are handled the same way as an XRS reset. Note
that M-Boot ROM only clears the XRS bit (bit 0 in the MRESC register). It will not clear any other bits in
the MRESC register to allow the user application to handle the actual reset cause if it occurred because of
any WD timers.

1.3.2.1.5 Master Software Reset Cause

For a software reset cause, M-Boot ROM will zero initialize the stack memory for boot ROM execution and
continues to boot. Clock settings are not changed by boot ROM for this reset cause.

1.3.2.1.6 Master Debugger Reset Cause

The master subsystem, the control subsystem, and shared resources are reset for this reset type. If M-
BootROM is executed after this reset, the clock settings are not changed.

1.3.2.2 Control Subsystem Reset Handling

The C28x CPU is reset by the C28RSTIN signal and the C28x CPU, in turn, resets the rest of the control
subsystem with the C28SYSRST signal.

The C28RSTIN signal has five possible sources: XRS, C28NMIWD, M3SWRST, M3DBGRST, and
M3RSNIN. The C28NMIWD is set in response to time-out conditions of the C28x NMI Watchdog. The
M3SWRST is a software-generated reset output by the NVIC. The M3DBGRS is a debugger-generated
reset that is also output by the NVIC. The M3RSNIN reset comes from the Cortex-M3 subsystem to
selectively reset the control subsystem from Cortex-M3 software. The C28x processor can learn the status
of the internal ACIBRST reset signal and the external XRS pin by reading the DEVICECNF register.

As shown in Table 1-6, for the POR, XRS, MWDTO, MWDT1, and MNMIWD resets, both the master and
control subsystems are reset and the control subsystem is held in reset. Also, M-Boot ROM will bring the
control subsystem out of reset and it will start executing code in its ROM when out of reset.

Master software and master debugger resets propagate to the control subsystem. The control subsystem
will not be held in reset. Instead, it will restart executing software in the control subsystem boot ROM.

Note: For the control subsystem to see the master software and debugger resets, it should be in the RUN
state. If the control subsystem is under DEBUG HALT and the master subsystem sends a debugger reset,
the control subsystem will miss this reset.

The control subsystem core and control subsystem peripherals are only reset by the C28 (control
subsystem) debugger and NMIWD resets. When the control subsystem is reset by CNMIWD reset, it will
reset and restart running software code in the control subsystem ROM. In addition, an NMI is generated to
the master subsystem indicating that the control subsystem is reset by an NMI. If the master subsystem
does not handle or acknowledge this NMI, the master subsystem is also reset, and a bit is set in the
MRESC register which tells which C28NMI was unserviced that caused a reset.

Unlike the master subsystem which has a reset cause register, the control subsystem does not.
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Table 1-6. Control Subsystem Resets, Signals and Effects
No. Reset Source C28x Core Reset JTAG Reset Control Subsystem Control Subsystem
Reset Held in Reset
1 POR Yes Yes Yes Yes
2 XRS Yes Yes Yes Yes
3 MWDTO reset Yes Yes Yes Yes
4 MWDT1 reset Yes Yes Yes Yes
5 MNMIWD Yes Yes Yes Yes
6 Master Software reset Yes Yes Yes No
7 Master Debugger Reset Yes Yes Yes No
C28 Debugger Reset
8 (SYSRS) Yes No Yes No
9 C28 NMIWD Reset Yes No Yes No

1.3.2.2.1 Reset Handling in Control Subsystem Boot ROM

1.4

The C28x CPU core of the control subsystem starts executing code from the reset vector located at
0x3FFFCO0. ROM is mapped to this location of the memory map, and this location points to the reset
vector located in ROM. The ROM associated with the control subsystem will be referred to as C-Boot
ROM in this document.

Whenever the control subsystem is reset because of any of the reset sources as mentioned in Table 1-6,
the CPU will start executing code from C-Boot ROM. C-Boot ROM uses the first 0x180 locations of MO
RAM for its execution stack so on start up, C-Boot ROM will ZERO-INIT the entire MO RAM. This is done
to clear unwanted RAM ECC errors which might pop-up by default on a reset or power-up. It is up to the
application to reset other RAM(s) of the control subsystem. C-Boot ROM then enables the PIE and installs
interrupt handlers for handling IPC communication from the master subsystem and enters IDLE mode. C-
Boot ROM wakes up if there is an IPC interrupt from the master subsystem, handles the IPC
communication, and goes back to IDLE mode. Please refer to the Boot ROM chapter for more details on
the C-Boot ROM procedure and supported IPC communication.

If there is an NMI during the execution time of C-Boot ROM (except for a Missing Clock NMI), C-Boot
ROM acknowledges the NMI, sends an IPC to the master subsystem, updates the status in
CTOMBOOTSTS register, and enters a while(1) loop waiting for the master subsystem to handle the NMI
error condition. A missing clock NMlI is triggered to both the master and control subsystems, but in this
event, the control subsystem will acknowledge this NMI and return back to what it was doing before the
interrupt.

Refer to Section 1.5.6.1 for more details on CNMI sources and how C-Boot ROM handles each NMI.

In short, the control subsystem acts as a slave to the master subsystem by going to IDLE mode and
waiting for the master subsystem's command on how to proceed further.

WIR Mode

This device supports a wait-in-reset mode which is primarily used to hold the master and control
subsystem CPU cores in a known active state prior to initiating a Flash programming procedure. This is
especially important on "fresh" devices where the Flash is not programmed. This mode is also important in
avoiding accidently tripping security mechanisms before the debugger has had a chance to connect to the
CPUs.

Both the master and control subsystems each have a WIR mode register; MWIR for the master subsystem
WIR mode register and CWIR for the control subsystem WIR mode register. These registers are read by
M-Boot ROM and C-Boot ROM respectively, each time boot ROM is run after any kind of reset.

Both MWIR and CWIR registers are latched in with the state of the same EMUO and EMU1 pins on XRS,
or whenever the SAMPLE bit (bit 2) is set in the respective WIR mode register. See the MWIR and CWIR
register descriptions in the System Control Registers section for more details.

Table 1-7 shows which of the different possible values on EMUO and EMUL1 pins can put the device in
WIR mode.
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Table 1-7. EMUO/1 Pin Values for WIR Mode

EMUO EMU1 WIR mode
0 0 NO
0 1 WIR_MODE_YES
1 0 NO
1 1 NO

1.4.1 Entering WIR Mode

In the boot procedure, M-Boot ROM (after releasing the control subsystem and ACIB out of reset), reads
EMUO (bit 0) and EMUL (bit 1) bits of the MWIR register. If the values match the WIR_MODE_YES value
as per Table 1-7 then M-Boot ROM enters a wait forever loop as shown in Figure 1-2.

C-Boot ROM is executed after the control subsystem is out of reset. C-Boot ROM reads EMUO and EMU1
bits of the CWIR register. If the values match the WIR_MODE_YES values as per the Table 1-7, then C-
Boot ROM enters a wait forever loop as shown in Figure 1-2.

There is more than one way to put the master subsystem and/or control subsystem in WIR mode. The
user has to make sure that EMUO and EMUL1 bits in the MWIR register and/or the CWIR register are set to
the WIR_MODE_YES value and run the boot ROM. To achieve this, the user can:

Set EMUO and EMUL1 pins on the device to the WIR_MODE_YES value and give an XRS reset to the
device. This will latch the state of EMUO and EMUL pins in the WIR registers and execute the boot
ROM(s) in each subsystem. Please see the device-specific data manual for more details on the pin
locations.

Directly write the WIR_MODE_YES value to the EMUO and EMUL1 bits in the MWIR and CWIR
registers. This will put both the master and control subsystems in WIR mode when boot ROM(s) are
run after reset. Both EMUO and EMU1 are R/W type bits and are reset to the actual state of EMUO and
EMUL1 pins on XRS reset or whenever the sample bit is set in the respective WIR registers to re-
sample these pins. So, it is not necessary to set the sample bit and force a software reset or debugger
reset.

Set EMUO and EMUL1 pins to the WIR_MODE_YES values and set the sample bit in each WIR mode
register and give a software reset or debugger reset to the device.

Figure 1-2 shows how each boot ROM puts respective CPU in WIR mode.
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Figure 1-2. Master and Control Subsystem WIR Mode Flow
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C28 Boot Procedure

1.4.2 Exiting WIR Mode

As explained earlier, after the master subsystem and/or control subsystem enter WIR mode, they stay in
this mode as long as the EMUO and EMUL1 bits in the respective WIR register are set to match the
WIR_MODE_YES value. If they do not match the WIR_MODE_YES value, then the boot ROM continues
its execution by exiting the WIR mode. Although both the boot ROMs in the master subsystem and control
subsystem continue to read the WIR mode register, they do not force the EMUO and EMU1 bits to re-latch
the EMUO and EMUL1 pin status by setting the sample bits. So in order to force re-latching of the EMUO
and EMUL bits of WIR mode registers, the user has to give an XRS reset or has to set the re-sample bit
from the debugger.

Below are different options for bringing the device out of WIR mode after it enters the mode.

e Set EMUO and EMUL pins on the device to a value other than the WIR_MODE_YES value as shown
in Table 1-7 and give an XRS reset to the device. Refer to the device-specific data manual for more
details on the pin locations.

EMUO and EMUL1 bits in MWIR and CWIR registers are R/W type bits and are reset to the actual state
of EMUO and EMUL pins on XRS reset or whenever the sample bit is set in the respective WIR
registers to re-sample these pins. The user can then directly write a value other than the
WIR_MODE_YES value (refer to Table 1-7) to these bits, and not set the sample bit. Therefore, when
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each boot ROM reads their respective WIR mode register it will exit WIR mode and continue to boot or
give a software or debugger reset to the subsystem.

» Set EMUO and EMUL1 pins to a value other than the WIR_MODE_YES value and set the sample bit in
each WIR mode register. The next time boot ROM reads this register, it will exit the WIR mode and
continue to boot or give a software reset or debugger reset to the device and restart boot ROM
execution.

Exceptions and Interrupts Control

This device has exception capturing and handling ability which enables the device to be used in many
safety critical applications. Device run-time exceptions that can be detected and acted upon include clock
failure detection, memory access errors detection, bus fault detection, and interrupt handler address
mismatch errors. This device also supports back-to-back non-maskable interrupt handling capability along
with highly configurable peripheral interrupt handling.

The master subsystem is built around the Cortex-M3 ARM core and has the Nested Vectored Interrupt
Controller (NVIC) module, while the control subsystem is built around the C28x core and has the
peripheral interrupt expansion (PIE) module. This enables the user to configure, handle, and serve
interrupt requests from different subsystem peripherals and handle various exceptions that can occur in
the device during its operation. The master subsystem is capable of handling exceptions on the control
subsystem and ACIB, whereas the control subsystem is capable of handling exceptions related to control
peripherals. Exception handling on the master subsystem is built such that, it will be able to identify and
handle the errors even if the control subsystem fails to handle its exceptions.

This section provides details about interrupts and exception handling supported by both the master and
control subsystems. Both the master and control subsystems each have an independent NMI module
which captures various exceptions that can occur in the system and trigger an NMI to the respective CPU
core.

Master Subsystem Nested Vectored Interrupt Controller

Refer to the NVIC section of the Cortex-M3 Peripherals chapter of this document for more details on
exceptions and interrupts supported by the NVIC in the master subsystem.

As part of the master subsystem, the Cortex-M3 NVIC handles exceptions that can occur on the control
subsystem and ACIB. The Cortex-M3 NVIC module supports a non-maskable interrupt, which has higher
priority than all other NVIC supported interrupts or exceptions. The master subsystem's non-maskable
interrupt module (MNMI) is responsible for generating this non-maskable interrupt to the Cortex-M3 CPU
core in the master subsystem. Refer to Section 1.5.3 and Section 1.5.6 for more details on NMI handling.

The NVIC supports a HARDFAULT exception interrupt which has higher priority than any programmable
interrupts but less priority than an NMI. Other programmable exceptions supported by the NVIC are
memory management faults, bus faults, and usage fault programmable exceptions. These programmable
exceptions are disabled by default and the system errors which can cause these exception events end up
triggering a HARDFAULT exception. Section 1.5.2 provides details on the events that cause these
exceptions.

On power-up and any reset that resets the master CPU, the NVIC is mapped to the address of 0x0000
0000 in ROM. The M-Boot ROM installs pre-defined interrupt handlers in the default NVIC table as
needed for the boot ROM execution and control. Once the user application is started by boot ROM, they
should have their own NVIC vector table and map the NVIC base address to user locations. If users fail to
re-map the NVIC to their application needs, any interrupt that occurs while the application is executing
ends up calling interrupt and exception handlers installed by boot ROM. Refer to the Boot ROM chapter
for more details on boot ROM handlers in the NVIC.

NOTE: NVIC Interrupt No. 89 (System/USB PLL OutOfLock) is generated whenever the system
PLL or USB PLL is no longer locked. The interrupt handler should check the status bits to
find out which PLL is no longer locked, and the master subsystem should indicate out-of-lock
status to the control subsystem using an IPC. This has to be taken care of by the user as per
the application requirements.
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1.5.2 Master Subsystem Exceptions Handling
Table 1-8 provides information on different exceptions supported by NVIC on the master subsystem.

Table 1-8. Master Subsystem Exceptions

Exception Type

Vector Number

Priority

Description

Reset

-3 (highest)

This exception is invoked on power up and on any other
reset. On the first instruction, Reset drops to the lowest
priority and then is called the base level of activation.
This exception is asynchronous.

Non-Maskable
Interrupt(NMI)

-2

This exception is caused by the assertion of the NMI
signal or by using the NVIC Interrupt Control State
register and cannot be stopped or pre-empted by any
exception but Reset. This exception is asynchronous.
Used for clock fail condition, and external M3 side GPIO
NMI input.

Hard Fault

This exception is caused by all classes of Fault when
the fault cannot activate due to priority or the
configurable fault handler has been disabled. This
exception is synchronous.

Memory Management

Programmable

This exception is caused by an MPU mismatch,
including access violation and no match. This exception
is synchronous.

Bus Fault

Programmable

This exception is caused by a pre-fetch fault, memory
access fault, or other address/memory related faults.
This exception is synchronous when precise and
asynchronous when imprecise. This fault can be
enabled or disabled. Generated for memory access
errors and RAM and flash uncorrectable data errors in
the device.

Usage Fault

Programmable

This exception is caused by a usage fault, such as an
undefined instruction executed or an illegal state
transition attempt. This exception is synchronous.

From the above exceptions, the NMI and bus faults are generated by the digital subsystem, whereas
memory management errors are generated internally by the M3 MPU.

Bus Fault Exceptions:

For all uncorrectable memory errors during M3 CPU reads or writes (address, parity or double data error),
HRESP-based, and HREADY-based error responses will be generated by the memory control logic.

Write Accesses:

When an HRESP-error is generated for write accesses, if the intended write was a stack push, STKERR
status will get set by the NVIC upon seeing the bus fault indication for the stack push operation. If the
application so prefers, it can treat a STKERR as a low priority exception and pend the same, except when

stacking for an exception.
Read Accesses:

For all uncorrectable errors during reads, the same HRESP-error indication will be generated. The M3

core will use this error indication in the following manner:

e For bus errors during normal data reads, the M3 would bus fault, but the application can treat this as a
lower priority, thereby enabling a higher priority exception to be serviced by the CPU. As an example,
there may be a bus fault in a user thread and still the CPU could service an interrupt to handle critical
interrupts - the bus fault can be handled afterwards. But if the read occurs during an ISR bus fault, it
will be treated as a hard fault, since it is in code for an exception that should never fault.

» For bus errors during stack pops, the NVIC will set the UNSTKERR status indication and the M3 will

bus fault

e For bus errors during vector table reads, the NVIC will set VECTTBL and the M3 will bus fault. If there
is a double fault when the bus fault handler tries to read the vector, the M3 CPU will enter a LOCKUP
condition. In this condition, the M3 WDT timers will time out and issue a reset to the system.

» For bus errors during fetches, even if the M3 sees an error response, it will not internally bus fault
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unless the CPU is decoding the erroneous instruction fetched

For more details on how the remaining exceptions are generated by the Cortex-M3 CPU, refer to the NVIC
section of the Cortex-M3 Peripherals chapter.

Refer to the Boot ROM chapter for more details on how boot ROM handles HARDFAULT exceptions if it
occurs during boot ROM execution.
On the master subsystem all the below errors generate a BUSFAULT.

* RAMUNCERR - RAM Uncorrectable error. This is a double bit error generated by the RAM wrapper
logic as a bus error. Refer to the Internal Memory chapter of this document for more details.

* RAMACCVIOL - Ram Access violation. Refer to the Internal Memory chapter for more details on what
can generate this error.

 FLASHUNCERR - Flash Uncorrectable error. Refer to the Internal Memory chapter for more details on
this error.

Master Subsystem Non-Maskable Interrupt (MNMI) Module

The master subsystem has the capability of detecting all serious errors that could occur in the entire
system including all the subsystems, and inform the main CPU core about the error. An NMI exception to
the M3 CPU on the master subsystem will be generated only when at least one or more of the below NMI
error sources become active. More details on each of the sources is given in Section 1.5.3.1.

1. Clock fail condition detected

External GPIO input signal is requesting an NMI

Error condition is generated on a C28 PIE NMI vector fetch
CNMIWD timed out and issued a reset to the C28 CPU

Stuck condition is detected on the ACIB INTS or READY signals (referred to as ACIBERR in this
section of this spec)

6. Voltage Regulator warning NMI

All these NMI sources are "OR-ed" to generate the NMI input to the M3 NVIC. The NMI triggers a
MNMIWD counter running at the master subsystem frequency. The MNMIWD counter will stop counting
only if all the pending NMis are acknowledged by clearing the pending flags in the MNMIFLG register. If
the pending NMI is not acknowledged before the MNMIWD counter reaches the value programmed in the
NMI WatchDog period register (MNMIWDPRD), an NMIWD reset is generated to the master subsystem,
which will reset the entire device.

ok~ wn

Figure 1-3 shows different sources that can trigger an NMI to the Cortex-M3 on the master subsystem and
the registers associated with them.
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Figure 1-3. Master Subsystem NMI Sources and MNMIWD
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All the NMI sources except for the ACIBERR NMI shown in Figure 1-3 are enabled by default on reset.
There is no provision for the user to disable NMI sources that are enabled by default. The ACIBERR NMI
can be enabled by setting the ACIBERRE (bit 9) bit in the MNMICFG register. Once this bit is set in the
MNMICFG register, it cannot be cleared by the user, and only a master subsystem reset can clear it. See
the MNMICFG register for more details.

Whenever an NMI signal is generated, the respective bit in the MNMIFLG register is set. To aid in debug,
development, and testing, an MNMIFLGFRC register is provided. Setting these bits in this register will
force the NMI to the CPU core as shown in Figure 1-3. Refer to the MNMIFLGFRC register for more
details. When an NMl is triggered to the master CPU, an MNMIWD counter is triggered and begins
counting. It will reset the device when the MNMIWD counter reaches a programmed MNMIWD period
value. The MNMIWD counter will stop counting and reset back to zero once all the set MNMIFLG bits and
the NMIINT flag bit in the MNMIFLG register are cleared.

SPRUHEBE —-October 2012—-Revised November 2019
Submit Documentation Feedback

Copyright © 2012-2019, Texas Instruments Incorporated

System Control and Interrupts 99


http://www.ti.com
http://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUHE8E

13 TEXAS
INSTRUMENTS

Exceptions and Interrupts Control www.ti.com

1.5.3.1 Master Subsystem NMI Sources

This section explains all the possible NMI sources on the master subsystem.

1.5.3.1.1 Clock Fail Condition

A main oscillator verification circuit is provided that generates an error condition if the oscillator is running
too fast or too slow or goes missing. This logic is referred to as Missing Clock Detection logic and is
explained in detail in Section 1.6.2. When a missing clock error is generated, the CLOCKFAIL bit (bit 1) of
the MNMIFLG register is set, the clock source is switched to the 10 MHz internal oscillator, and the PLL is
bypassed.

The CLOCKFAIL NMI is triggered to both the master and control subsystems. Since this NMI is enabled
by default on power up, it makes it necessary for boot ROM to handle this NMI. Refer to the Boot ROM
chapter of this document for more details on how boot ROM handles this NMI.

1.5.3.1.2 External GPIO Input Signal is Requesting an NMI

The NMI signal is the alternate function for GPIO port pin, PB7. The alternate function must be enabled in
the GPIO register for the signal to be used as an interrupt, as described in the GPIOs chapter of this
document. Note that enabling the NMI alternate function requires the use of the GPIO lock and commit
function. The NMI signal is active high and asserts the enabled NMI signal above VIH to initiate the NMI
interrupt sequence.

Since this NMI is enabled by default on power-up, it is necessary for boot ROM to handle this NMI. The
M-Boot ROM does not configure GPIO PB7 for this NMI function on power-up, so it is not possible for this
NMI to occur while boot ROM is executing after a POR or XRS reset. However, the user application can
configure PB7 for NMI operation, give a warm reset, and execute through boot ROM. In which case this
NMI could occur while M-Boot ROM is executing. However, the boot ROM simply ignores this NMI by
clearing the required NMI flags and continues the boot process. Refer to the Boot ROM chapter for more
details.

1.5.3.1.3 Error Condition Generated on PIE NMI Vector Fetch in the Control Subsystem

Please refer to Section 1.6.4 for more details on how this NMI can be generated.

This NMI is enabled by default on power up and the user cannot disable this NMI. Please refer to the Boot
ROM chapter for more details on how boot ROM handles this NMI.

1.5.3.1.4 CNMIWD Timed Out and Issued a Reset to C28 CPU

The Cortex-M3 CPU on the master subsystem can detect if the control subsystem is reset by CNMIWD
using this NMI. The control subsystem is not held in reset when CNMIWD causes a reset, and will reset
and continue executing C-Boot ROM. However, the master subsystem can choose to reset the control
subsystem and hold the control subsystem in reset using the CRESCNF register. The master subsystem
will only know that the control subsystem was reset because it was not able to handle an NMI. It will not
know specific details on which NMI was unserviced and why, but considering any NMI on the control
subsystem is serious, effective action can be taken by the user on the master subsystem.

This NMI is enabled by default on the master subsystem. Refer to the Boot ROM chapter on how boot
ROM handles this NMI if it occurrs during the execution time of boot ROM.

1.5.3.1.5 ACIBERR NMI

This NMI is disabled by default and the user can enable this NMI by setting the ACIBERRE bit in the
MNMICFG register. However, even when this NMI is disabled (ACIBERRE bit in MNMICFG register is
"0"), if the error condition that triggers this NMI occurs, the ACIBERR bit is set in the MNMIFLG register.
This error is generated if a stuck condition is detected on the ACIB INTS or READY signals.

100

System Control and Interrupts SPRUHESBE-October 2012—-Revised November 2019

Submit Documentation Feedback
Copyright © 2012-2019, Texas Instruments Incorporated


http://www.ti.com
http://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUHE8E

13 TEXAS

INSTRUMENTS

www.ti.com Exceptions and Interrupts Control

First, whenever a READ or WRITE strobe is generated, the READY signal is sampled on the very first
cycle. The READY signal should be low. If it is not low, then the ACIBERR NMI is triggered to both the
master and control subsystems irrespective of which subsystem issued the current READ or WRITE.
Second, if a read or write access is generated and the active cycle is not completed by a specified
timeout, then this indicates either READY was not generated or that READY is stuck high. The timeout
starts whenever a READ or WRITE access is activated across the ACIB. This time-out check is internally
implemented in ACIB hardware.

The INTS strobe signal is pulsed high for only one cycle. If this is not the case, this is an error and a pulse
is generated on ACIBERRNMI that is fed to both the master and control subsystems' NMI modules.

Apart from READ/WRITE and interrupts that pass through the ACIB, there are some trigger signals that
could get stuck high. In this case, triggers will get continually exported on the ACIB. If this happens, ACIB
accesses will get stalled which will then eventually cause the READY time-out to occur. Hence, the
READY timeout mechanism will capture this case.

The status of the READY and INTS signals' state can be read by both the master subsystem and control
subsystem by reading the MCIBSTATUS and CCIBSTATUS read-only registers.

An NMI is generated to both the master subsystem and control subsystem on this error condition.

1.5.3.2 Master Subsystem NMIWD Module

As explained previously, the master subsystem is equipped with an NMI Watchdog module whose function
is to make sure that a triggered non-maskable interrupt is handled by user software. This can be achieved
by clearing the error conditions and clearing the respective flags in the MNMIFLG register or by
acknowledging the NMI and gracefully shutting down the system. If none of the actions mentioned are
taken, then the MNMIWD counter keeps counting until the counter value reaches the MNMIWD period
register value. An MNMIWD reset will then be generated, which will reset the entire device. Please refer to
Section 1.3.1.5 for more details on the reset.

As shown in Figure 1-3 above, any enabled NMI source can set the NMIINT respective bit in MNMIFLG
register, which will trigger an NMI to the CPU and start the NMIWD counter. The NMIWD counter will keep
counting as long as the NMIINT bit of the MNMIFLG register is not cleared or a reset is generated.

The MNMIWD counter is clocked by the M3 system clock. The MNMIWDPRD register, which is the MNMI
Watchdog Period register, can be programmed with a period limit as per user requirements which sets the
clock cycle limit required for software to handle or acknowledge the NMI. A timeout condition that generate
the NMI watchdog reset means that the counter value of the MNMIWDCNT register reached the value
programmed in the period register, MNMIWDPRD.

1.5.3.2.1 Emulation Considerations

When the Cortex-M3 CPU is suspended (in debug halt), the NMI watchdog counter will be suspended.

1.5.3.3 Handling of MNMI

154

User software must clear all the flag bits which are set in the MNMIFLG register before clearing NMIINT,
bit 0 of the MNMIFLG register. If the user clears the NMIINT bit in the MNMIFLG register before clearing
all the individual flag bits, as soon as the NMIINT bit is cleared it will be set back to "1" again. This will
generate another back-to-back NMI to the master subsytem's CPU, and the NMIWD counter will start
counting again.

Control Subsystem PIE

The control subsystem supports the peripheral interrupt expansion block to handle different exceptions
and interrupts that occur on control subsystem modules during the device operation. The PIE enables
multiplexing of numerous interrupt sources into a smaller set of interrupt inputs. The PIE block can support
96 individual interrupts that are grouped into blocks of eight. Each group is fed into one of 12 core
interrupt lines (INT1 to INT12). Each of the 96 interrupts is supported by its own vector stored in a
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dedicated RAM block that is modifiable. The CPU, upon servicing the interrupt, automatically fetches the
appropriate interrupt vector. It takes nine CPU clock cycles to fetch the vector and save critical CPU
registers. Therefore, the CPU can respond quickly to interrupt events. Prioritization of interrupts is
controlled in hardware and software. Each individual interrupt can be enabled/disabled within the PIE
block.

By default on power-up or on reset (any reset which can reset the control subsystem CPU), the PIE is
disabled and none of the peripheral interrupts are enabled. However, an NMI and ITRAP exceptions are
enabled by default on power up and a reset occur. When the PIE is disabled, any NMI and ITRAP
exception will use the handlers registered in the ROM vector table, and when the PIE is enabled, an NMI
and ITRAP exceptions will use the handler's registers in the PIE vector table, which is located in PIE RAM.
More details are explained in the following sections.

1.5.4.1 Overview of the PIE Controller

The 28x CPU supports one nonmaskable interrupt (NMI) and 16 maskable prioritized interrupt requests
(INT1-INT14, RTOSINT, and DLOGINT) at the CPU level. The 28x devices have many peripherals and
each peripheral is capable of generating one or more interrupts in response to many events at the
peripheral level. Because the CPU does not have sufficient capacity to handle all peripheral interrupt
requests at the CPU level, a centralized peripheral interrupt expansion (PIE) controller is required to
arbitrate the interrupt requests from various sources such as peripherals and other external pins. The PIE
vector table is used to store the address (vector) of each interrupt service routine (ISR) within the system.
There is one vector per interrupt source including all MUXed and nonMUXed interrupts. The user
populates the vector table during device initialization and updates it during operation.

1.5.4.1.1 Interrupt Operation Sequence

Figure 1-4 shows an overview of the interrupt operation sequence for all multiplexed PIE interrupts.
Interrupt sources that are not multiplexed are fed directly to the CPU.

Figure 1-4. PIE Interrupts Multiplexing

IFR(12:1) IER(12:1) INTM
INT1 o > o o >
_ INT2 | 7, > o o >
° ° ° ° ° 1
b < ° ° ° ° ° MUX o o CPU
° ° ° ° ° 0
INT11 L 5 > o o >
INT12 > SN > o o > Global
N (Flag) (Enable) Enable
< o o < o o < INTx.1
< o o < o o < INTx.2
< o o « o o < INTx.3 From
< o o < o o < INTx.4 Peripherals or
C < o o < o > INTx.5 External
< o o < o o < INTx.6 Interrupts
< o o « o o < INTx.7
PIEACKx < o o < o o < INTx.8
(Enable) (Flag)
Enable/FI
(Enable/Flag) PIEIERx(8:1) PIEIFRx(8:1)
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1.5.4.1.2 Peripheral Level

If an interrupt-generating event occurs in a peripheral, the interrupt flag (IF) bit corresponding to that event
is set in a register for that particular peripheral.

If the corresponding interrupt enable (IE) bit is set, the peripheral generates an interrupt request to the PIE
controller. If the interrupt is not enabled at the peripheral level, then the IF remains set until cleared by
software. If the interrupt is enabled at a later time, and the interrupt flag is still set, the interrupt request is
asserted to the PIE. Interrupt flags within the peripheral registers must be manually cleared.

1.5.4.1.3 PIE Level

The PIE block multiplexes eight peripheral and external pin interrupts into one CPU interrupt. These
interrupts are divided into 12 groups: PIE group 1 - PIE group 12. The interrupts within a group are
multiplexed into one CPU interrupt. For example, PIE group 1 is multiplexed into CPU interrupt 1 (INT1)
while PIE group 12 is multiplexed into CPU interrupt 12 (INT12). Interrupt sources connected to the
remaining CPU interrupts are not multiplexed. For the non-multiplexed interrupts, the PIE passes the
request directly to the CPU.

For multiplexed interrupt sources, each interrupt group in the PIE block has an associated flag register
(PIEIFRX) and enable (PIEIERX) register (x = PIE group 1 - PIE group 12). Each bit, referred to as vy,
corresponds to one of the eight MUXed interrupts within the group. Thus PIEIFRx.y and PIEIERx.y
correspond to interrupt y (y = 1-8) in PIE group x (x = 1-12). In addition, there is one acknowledge bit
(PIEACK) for every PIE interrupt group referred to as PIEACKx (x = 1-12).

Once the request is made to the PIE controller, the corresponding PIE interrupt flag (PIEIFRX.y) bit is set.
If the PIE interrupt enable (PIEIERX.Y) bit is also set for the given interrupt then the PIE controller checks
the corresponding PIEACKX bit to determine if the CPU is ready for an interrupt from that group. If the
PIEACKX bit is clear for that group, then the PIE controller sends the interrupt request to the CPU. If
PIEACKX is set, then the PIE waits until it is cleared to send the request for INTX.

15.4.1.4 CPU Level

Once the request is sent to the CPU, the CPU level interrupt flag (IFR) bit corresponding to INTX is set.
After a flag has been latched in the IFR, the corresponding interrupt is not serviced until it is appropriately
enabled in the CPU interrupt enable (IER) register or the debug interrupt enable register (DBGIER) and
the global interrupt mask (INTM) bit.
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Figure 1-5. CPU Level Interrupt Handling
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NOTE: For multiplexed interrupts, the PIE responds with the highest priority interrupt that is both
flagged and enabled. If there is no interrupt both flagged and enabled, then the highest
priority interrupt within the group (INTx.1 where x is the PIE group) is used.

As shown in Table 1-9, the requirements for enabling the maskable interrupt at the CPU level depends on
the interrupt handling process being used. In the standard process, which happens most of the time, the
DBGIER register is not used. When the 28x is in real-time emulation mode and the CPU is halted, a
different process is used. In this special case, the DBGIER is used and the INTM bit is ignored. If the DSP
is in real-time mode and the CPU is running, the standard interrupt-handling process applies.
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Table 1-9. Enabling Interrupt
Interrupt Handling Process Interrupt Enabled If*}
Standard INTM =0 and bitin IER is 1
DSP in real-time mode and halted Bitin IER is 1 and DBGIER is 1

The CPU then prepares to service the interrupt. This preparation process is described in detail in
TMS320x28x DSP CPU and Instruction Set Reference Guide (literature number SPRU430). In
preparation, the corresponding CPU IFR and IER bits are cleared, EALLOW and LOOP are cleared, INTM
and DBGM are set, the pipeline is flushed and the return address is stored, and the automatic context
save is performed. The vector of the ISR is then fetched from the PIE module. If the interrupt request
comes from a multiplexed interrupt, the PIE module uses the PIEIERx and PIEIFRX registers to decode
which interrupt needs to be serviced.

The address for the interrupt service routine that is executed is fetched directly from the PIE interrupt
vector table. There is one 32-bit vector for each of the possible 96 interrupts within the PIE. Interrupt flags
within the PIE module (PIEIFRX.y) are automatically cleared when the interrupt vector is fetched. The PIE
acknowledge bit for a given interrupt group, however, must be cleared manually when ready to receive
more interrupts from the PIE group.

1.5.4.2 Vector Table Mapping

On the control subsystem, the interrupt vector table can be mapped to four distinct locations in memory. In
practice only the PIE vector table mapping is used.

This vector mapping is controlled by the following mode bits/signals:

VMAP VMAP is found in Status Register 1 ST1 (bit 3). A device reset sets this bit to 1. The
state of this bit can be modified by writing to ST1 or by SETC/CLRC VMAP
instructions. For normal operation leave this bit set.

MOM1MAP MOM1MAP is found in Status Register 1 ST1 (bit 11). A device reset sets this bit to 1.
The state of this bit can be modified by writing to ST1 or by SETC/CLRC MOM1MAP
instructions. For normal device operation, this bit should remain set. MOM1MAP =0 is
reserved for Tl testing only.

ENPIE ENPIE is found in PIECTRL Register (bit 0). The default value of this bit, on reset, is
set to O (PIE disabled). The state of this bit can be modified after reset by writing to the
PIECTRL register (address 0x0000 0CEO).

Using these bits and signals the possible vector table mappings are shown in Table 1-10.

Table 1-10. Interrupt Vector Table Mapping

Vector MAPS Vectors Fetched From Address Range VMAP MOM1MAP ENPIE
M1 Vector® M1 SARAM Block 0x000000 - 0x00003F 0 0 X
MO Vector® MO SARAM Block 0x000000 - 0X00003F 0 1 X

BROM Vector Boot ROM Block 0x3FFFCO - Ox3FFFFF 1 X 0
PIE Vector PIE Block 0x000DO00 - 0xO00DFF 1 X 1

@ Vector map MO and M1 Vector is a reserved mode only. On the 28x devices these are used as SARAM.

The M1 and MO vector table mapping are reserved for Tl testing only. When using other vector mappings,
the MO and M1 memory blocks are treated as SARAM blocks and can be used freely without any
restrictions.

After a device reset operation, the vector table is mapped as shown in Table 1-11.
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Table 1-11. Vector Table Mapping After Reset Operation
Vector MAPS Reset Fetched From Address Range VMAP® MOM1MAP® ENPIE®W
BROM Vector® Boot ROM Block OX3FFFCO - 0x3FFFFF 1 1 0

@ On the 28x devices, the VMAP and MOM1MAP modes are set to 1 on reset. The ENPIE mode is forced to 0 on reset.
@ The reset vector is always fetched from the boot ROM.

After the reset and boot is complete, the PIE vector table should be initialized by the user's code. Then the
application enables the PIE vector table. From that point on the interrupt vectors are fetched from the PIE
vector table. Note: when a reset occurs, the reset vector is always fetched from the vector table as shown
in Table 1-11. After a reset the PIE vector table is always disabled. Figure 1-6 illustrates the process by
which the vector table mapping is selected.

Figure 1-6. Control Subsystem C28x Processor After Reset Flow
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106

System Control and Interrupts

SPRUHEBE—October 2012—-Revised November 2019

Copyright © 2012-2019, Texas Instruments Incorporated

Submit Documentation Feedback


http://www.ti.com
http://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUHE8E

13 TEXAS
INSTRUMENTS

www.ti.com Exceptions and Interrupts Control

1.5.4.3 Interrupt Sources

Figure 1-7 shows how the various interrupt sources are multiplexed within the devices. This multiplexing
(MUX) scheme may not be exactly the same on all 28x devices. See the device data manual for details.

Figure 1-7. PIE Interrupt Sources and External Interrupts XINT1/XINT2/XINT3
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1.5.4.3.1 Procedure for Handling Multiplexed Interrupts

The PIE module multiplexes eight peripheral and external pin interrupts into one CPU interrupt. These
interrupts are divided into 12 groups: PIE group 1 - PIE group 12. Each group has an associated enable
PIEIER and flag PIEIFR register. These registers are used to control the flow of interrupts to the CPU. The
PIE module also uses the PIEIER and PIEIFR registers to decode to which interrupt service routine the
CPU should branch.
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There are three steps that should be followed when clearing bits within the PIEIFR and the PIEIER
registers:

Rule 1: Never clear a PIEIFR bit by software

An incoming interrupt may be lost while a write or a read-modify-write operation to the PIEIFR register
takes place. To clear a PIEIFR bit, the pending interrupt must be serviced. If you want to clear the PIEIFR
bit without executing the normal service routine, then use the following procedure:

1. Setthe EALLOW bit to allow modification to the PIE vector table.

2. Modify the PIE vector table so that the vector for the peripheral's service routine points to a temporary
ISR. This temporary ISR will only perform a return from interrupt (IRET) operation.

Enable the interrupt so that the interrupt will be serviced by the temporary ISR.

After the temporary interrupt routine is serviced, the PIEIFR bit will be clear

Modify the PIE vector table to re-map the peripheral's service routine to the proper service routine.
Clear the EALLOW bhit.

Rule 2: Procedure for software-prioritizing interrupts

S o

Use the method found in the device support examples in controlSUITE (literature number SPRCAS85).

1. Use the CPU IER register as a global priority and the individual PIEIER registers for group priorities. In
this case the PIEIER register is only modified within an interrupt. In addition, only the PIEIER for the
same group as the interrupt being serviced is modified. This modification is done while the PIEACK bit
holds additional interrupts back from the CPU.

2. Never disable a PIEIER bit for a group when servicing an interrupt from an unrelated group.
Rule 3: Disabling interrupts using PIEIER

If the PIEIER registers are used to enable and then later disable an interrupt then the procedure described
in Section 1.5.4.3.2 must be followed.

1.5.4.3.2 Procedures for Enabling And Disabling Multiplexed Peripheral Interrupts

The proper procedure for enabling or disabling an interrupt is by using the peripheral interrupt
enable/disable flags. The primary purpose of the PIEIER and CPU IER registers is for software
prioritization of interrupts within the same PIE interrupt group. The software package C280x C/C++
Header Files and Peripheral Examples in C (literature number SPRC191) includes an example that
illustrates this method of software prioritizing interrupts. Should bits within the PIEIER registers need to be
cleared outside of this context, one of the following two procedures should be followed. The first method
preserves the associated PIE flag register so that interrupts are not lost. The second method clears the
associated PIE flag register.

Method 1: Use the PIEIERX register to disable the interrupt and preserve the associated PIEIFRx flags.

To clear bits within a PIEIERX register while preserving the associated flags in the PIEIFRX register, the
following procedure should be followed:

1. Disable global interrupts (INTM = 1).

2. Clear the PIEIERX.y bit to disable the interrupt for a given peripheral. This can be done for one or more
peripherals within the same group.

3. Wait five cycles. This delay is required to be sure that any interrupt that was incoming to the CPU has
been flagged within the CPU IFR register.

4. Clear the CPU IFRXx bit for the peripheral group. This is a safe operation on the CPU IFR register.
5. Clear the PIEACKX bit for the peripheral group.
6. Enable global interrupts (INTM = 0).

Method 2: Use the PIEIERX register to disable the interrupt and clear the associated PIEIFRx flags.

To perform a software reset of a peripheral interrupt and clear the associated flag in the PIEIFRx register
and CPU IFR register, the following procedure should be followed:

1. Disable global interrupts (INTM = 1).
2. Set the EALLOW bit.
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Modify the PIE vector table to temporarily map the vector of the specific peripheral interrupt to a empty
interrupt service routine (ISR). This empty ISR will only perform a return from interrupt (IRET)
instruction. This is the safe way to clear a single PIEIFRx.y bit without losing any interrupts from other
peripherals within the group.

Disable the peripheral interrupt at the peripheral register.

Enable global interrupts (INTM = 0).

Wait for any pending interrupt from the peripheral to be serviced by the empty ISR routine.
Disable global interrupts (INTM = 1).

Modify the PIE vector table to map the peripheral vector back to its original ISR.

. Clear the EALLOW bit.

10. Disable the PIEIER bit for given peripheral.

11. Clear the IFR bit for given peripheral group (this is safe operation on CPU IFR register).
12. Clear the PIEACK bit for the PIE group.

13. Enable global interrupts.

© N O

1.5.4.3.3 Flow of a Multiplexed Interrupt Request From a Peripheral to the CPU

Figure 1-8 shows the flow with the steps shown in circled numbers. Following the diagram, the steps are
described.

Figure 1-8. Multiplexed Interrupt Request Flow
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Any peripheral or external interrupt within the PIE group generates an interrupt. If interrupts are

enabled within the peripheral module then the interrupt request is sent to the PIE module.

the appropriate PIE interrupt flag bit is latched: PIEIFRx.y = 1.

true:

a. The proper enable bit must be set (PIEIERX.y = 1) and
b. The PIEACKX bit for the group must be clear.

The PIE module recognizes that interrupt y within PIE group x (INTX.y) has asserted an interrupt and

For the interrupt request to be sent from the PIE to the CPU, both of the following conditions must be
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4. If both conditions in 3a and 3b are true, then an interrupt request is sent to the CPU and the
acknowledge bit is again set (PIEACKx = 1). The PIEACKX bit will remain set until you clear it to
indicate that additional interrupts from the group can be sent from the PIE to the CPU.

5. The CPU interrupt flag bit is set (CPU IFRx = 1) to indicate a pending interrupt x at the CPU level.

6. If the CPU interrupt is enabled (CPU IER bit x = 1, or DBGIER bit x = 1) AND the global interrupt mask
is clear (INTM = 0) then the CPU will service the INTX.

7. The CPU recognizes the interrupt and performs the automatic context save, clears the IER bit, sets
INTM, and clears EALLOW. All of the steps that the CPU takes in order to prepare to service the
interrupt are documented in the TMS320C28x DSP CPU and Instruction Set Reference Guide
(literature number SPRU430).

8. The CPU will then request the appropriate vector from the PIE.

9. For multiplexed interrupts, the PIE module uses the current value in the PIEIERX and PIEIFRx
registers to decode which vector address should be used. There are two possible cases:

a. The vector for the highest priority interrupt within the group that is both enabled in the PIEIERX
register and flagged as pending in the PIEIFRx is fetched and used as the branch address. In this
manner if an even higher priority enabled interrupt was flagged after Step 7, it will be serviced first.

b. If no flagged interrupts within the group are enabled, then the PIE will respond with the vector for
the highest priority interrupt within that group. That is the branch address used for INTx.1. This
behavior corresponds to the 28x TRAP or INT instructions.

NOTE: Because the PIEIERX register is used to determine which vector will be used for the branch,
you must take care when clearing bits within the PIEIERX register. The proper procedure for
clearing bits within a PIEIERX register is described and failure to follow these steps can
result in changes occurring to the PIEIERX register after an interrupt has been passed to the
CPU. In this case, the PIE will respond as if a TRAP or INT instruction was executed unless
there are other interrupts both pending and enabled.

At this point, the PIEIFRx.y bit is cleared and the CPU branches to the vector of the interrupt fetched from
the PIE

1.5.4.3.4 The PIE Vector Table

Table 1-13 consists of a 256 x 16 SARAM block that can also be used as RAM (in data space only) if the
PIE block is not in use. The PIE vector table contents are undefined on reset. The CPU fixes interrupt
priority for INT1 to INT12. The PIE controls priority for each group of eight interrupts. For example, if
INT1.1 should occur simultaneously with INT8.1, both interrupts are presented to the CPU simultaneously
by the PIE block, and the CPU services INT1.1 first. If INT1.1 should occur simultaneously with INT1.8,
then INT1.1 is sent to the CPU first and then INT1.8 follows. Interrupt prioritization is performed during the
vector fetch portion of the interrupt processing.

When the PIE is enabled, a TRAP #1 through TRAP #12 or an INTR INT1 to INTR INT12 instruction
transfers program control to the interrupt service routine corresponding to the first vector within the PIE
group. For example: TRAP #1 fetches the vector from INT1.1, TRAP #2 fetches the vector from INT2.1
and so forth. Similarly an OR IFR, #16-bit operation causes the vector to be fetched from INTR1.1 to
INTR12.1 locations, if the respective interrupt flag is set. All other TRAP, INTR, OR IFR,#16-bit operations
fetch the vector from the respective table location. The vector table is EALLOW protected.

Out of the 96 possible MUXed interrupts in Table 1-12, 66 interrupts are currently used. The remaining
interrupts are reserved for future devices. These reserved interrupts can be used as software interrupts if
they are enabled at the PIEIFRX level, provided none of the interrupts within the group is being used by a
peripheral. Otherwise, interrupts coming from peripherals may be lost by accidentally clearing their flags
when modifying the PIEIFR.

To summarize, there are two safe cases when the reserved interrupts can be used as software interrupts:
* No peripheral within the group is asserting interrupts.

» No peripheral interrupts are assigned to the group. For example, PIE group 11 and 12 do not have any
peripherals attached to them.
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The interrupt grouping for peripherals and external interrupts connected to the PIE module is shown in
Table 1-12. Each row in the table shows the eight interrupts multiplexed into a particular CPU interrupt.

Table 1-12. PIE Vector Table Mapping

INTX.8 INTX.7 INTX.6 INTX.5 INTX.4 INTX.3 INTX.2 INTX.1
INTL C28.LPMWAKE | TINTO Reserved XINT2 XINT1 Reserved ADCINT2 ADCINT1
(C28LPM) (TIMER 0) (ADC) (ADC)
OXOD4E 0x0DAC OXOD4A 0x0D48 0x0D46 0x0D44 0x0D42 0x0D40
INT2 EPWM8_TZINT | EPWM7_TZINT | EPWM6_TZINT | EPWM5_TZINT | EPWM4_TZINT | EPWM3_TZINT | EPWM2_TZINT | EPWMI_TZINT
(ePWM8) (ePWM7) (ePWM6) (ePWM5) (ePWM4) (ePWM3) (ePWM2) (ePWM1)
OXODSE 0x0D5C OXOD5A 0x0D58 0x0D56 0x0D54 0x0D52 0x0D50
INT3 EPWMS8_INT EPWM7_INT EPWM6_INT EPWMS5_INT EPWM4_INT EPWM3_INT EPWM2_INT EPWM1_INT
(ePWM8) (ePWM7) (ePWM6) (ePWM5) (ePWM4) (ePWM3) (ePWM2) (ePWM1)
OXOD6E 0x0D6C OXOD6A 0x0D68 0x0D66 0x0D64 0x0D62 0x0D60
INT4 EPWM9_TZINT | EPWM10_TZINT | ECAP6_INT ECAP5_INT ECAP4_INT ECAP3_INT ECAP2_INT ECAPL_INT
(ePWM9) ePWM10 (eCAPB) (eCAPS) (eCAP4) (eCAP3) (eCAP2) (eCAP1)
0XOD7E 0x0D7C 0xOD7A 0x0D78 0x0D76 0x0D74 0x0D72 0x0D70
INT5 EPWMO_INT EPWM10_INT | Reserved Reserved Reserved EQEP3_INT EQEP2_INT EQEP1_INT
(ePWM9) ePWM10 (eQEP3) (eQEP2) (eQEP1)
0XOD8E 0x0D8C OXOD8A 0x0D88 0x0D86 0x0D84 0x0D82 0x0D80
INT6 EPWM11_TZINT | EPWMI2_TZINT | MXINTA MRINTA Reserved Reserved SPITXINTA SPIRXINTA
ePWM11 ePWM12 (McBSP-A) (McBSP-A) (SPI-A) (SPI-A)
OXOD9E 0x0D9C OXOD9A 0x0D98 0x0D96 0x0D94 0x0D92 0x0D90
INT7 EPWM11_INT | EPWMI2_INT | DINTCH6 DINTCH5 DINTCH4 DINTCH3 DINTCH2 DINTCH1
ePWM11 ePWM12 (C28 DMA) (C28 DMA) (C28 DMA) (C28 DMA) (C28 DMA) (C28 DMA)
OXODAE OXODAC OXODAA 0XODA8 0XODA6 0XODA4 OXODA2 0XODAO
INT8 Reserved Reserved Reserved Reserved Reserved Reserved 12CINT2A 12CINT1A
— e (12C-A) (12C-A)
OXODBE OXODBC OXODBA 0x0DB8 0x0DB6 0xODB4 0x0DB2 0xODBO
INT9 Reserved Reserved Reserved Reserved Reserved Reserved SCITXINTA SCIRXINTA
(SCI-A) (SCI-A)
0XODCE 0x0DCC OXODCA 0x0DC8 0x0DC6 0x0DC4 0x0DC2 0x0DCO
INT10 ADCINT8 ADCINT7 ADCINT6 ADCINT5 ADCINT4 ADCINT3 ADCINT2 ADCINT1
(ADC) (ADC) (ADC) (ADC) (ADC) (ADC) (ADC) (ADC)
0XODDE 0x0DDC OXODDA 0x0DD8 0x0DD6 0x0DD4 0x0DD2 0x0DDO
INT11 Reserved Reserved Reserved Reserved MTOCIPCINT4 | MTOCIPCINT3 | MTOCIPCINT2 | MTOCIPCINT1
(IPC) (IPC) (IPC) (IPC)
OXODEE OXODEC OXODEA OXODE8 0XODE6 OXODE4 OXODE2 OXODEQ
INT12 LUF LVF EPI C28RAMACCVI | C28RAMSINGE | Reserved C28FLSINGERR | XINT3
oL RR
(C28FPU) (C28FPU) - (Memory) (Memory) ---- (Memory) (Ext. Int. 3)
OXODFE OXODFC OXODFA OXODF8 0XODF6 OXODF4 OXODF2 0XODFO
Table 1-13. PIE Vector Table
PIE Group
Name VECTOR ID Address® Size(x16) Description® CPU Priority Priority
Reset is always
Reset 0x00000D00 2 | Of;ggﬁdo)f{gggF 1 (highest) ;
FFCO in BootROM
INT1 0x00000D02 2 Not used. See PIE 5 -
Group 1
INT2 0x00000D04 2 Not used. See PIE 6 -
Group 2
INT3 0x00000D06 2 Not used. See PIE 7 -
Group 3

@ Reset is always fetched from location 0x003F FFCO in Boot ROM.
@ All the locations within the PIE vector table are EALLOW protected.
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Table 1-13. PIE Vector Table (continued)
PIE Group
Name VECTOR ID Address® Size(x16) Description® CPU Priority Priority
Not used. See PIE
INT4 4 0x00000D08 2 Group 4 8 -
INT5 5 0X00000DO0A 2 Not used. See PIE 9 -
Group 5
Not used. See PIE
INT6 6 0x00000D0OC 2 Group 6 10 -
INT7 7 0X00000DOE 2 Not used. See PIE 11 -
Group 7
Not used. See PIE
INT8 8 0x00000D10 2 Group 8 12 -
INT9 9 0x00000D12 2 Not used. See PIE 13 -
Group 9
Not used. See PIE
INT10 10 0x00000D14 2 Group 10 14 -
INT11 11 0x00000D16 2 Not used. See PIE 15 -
Group 11
Not used. See PIE
INT12 12 0x00000D18 2 Group 12 16 -
INT13 13 0x00000D1A 2 CPU-Timerl 17 -
CPU-Timer2 (for
INT14 14 0x00000D1C 2 TURTOS use) 18 -
CPU Data Logging )
DATALOG 15 0x00000D1E 2 Interrupt 19 (lowest)
RTOSINT 16 0x0000 0D20 2 CPU Real-Time 4 -
OS Interrupt
CPU Emulation
EMUINT 17 0x0000 0D22 2 Interrupt 2 -
External Non-
NMI 18 0x0000 0D24 2 Maskable Interrupt 3 -
ILLEGAL 19 0x0000 0D26 2 lllegal Operation -- -
USER1 20 0x0000 0D28 2 User-Defined Trap -- -
USER2 21 0x0000 O0D2A 2 User Defined Trap -- -
USER3 22 0x0000 0D2C 2 User Defined Trap -- -
USER4 23 0x0000 O0D2E 2 User Defined Trap -- --
USER5 24 0x0000 0D30 2 User Defined Trap -- -
USER6 25 0x0000 0D32 2 User Defined Trap -- -
USER7 26 0x0000 0D34 2 User Defined Trap -- -
USERS8 27 0x0000 0D36 2 User Defined Trap -- -
USER9 28 0x0000 0D38 2 User Defined Trap -- -
USER10 29 0x0000 OD3A 2 User Defined Trap -- -
USER11 30 0x0000 0D3C 2 User Defined Trap -- -
USER12 31 0x0000 O0D3E 2 User Defined Trap -- -
PIE Group 1 Vectors -MUXed into CPU INT1
INT1.1 32 0x0000 0D40 2 ADCINT1 (ADC) 5 1 (highest)
INT1.2 33 0x0000 0D42 2 ADCINT2 (ADC) 5 2
INT1.3 34 0x0000 0D44 2 Reserved 5 3
INT1.4 35 0x0000 0D46 2 XINT1 5 4
INT1.5 36 0x0000 0D48 2 XINT2 5 5
INT1.6 37 0x0000 OD4A 2 Reserved 5 6
INTL.7 38 0x0000 0D4C 2 TINTO (coz)sx Timer 5 7
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Table 1-13. PIE Vector Table (continued)

PIE Group
Name VECTOR ID Address® Size(x16) Description® CPU Priority Priority
INTL.8 39 0x0000 OD4E 2 WAKE'P'\,'VT) (€28 5 8 (lowest)
PIE Group 2 Vectors -MUXed into CPU INT2
INT2.1 40 0x0000 0D50 2 EPWM1_TZINT 6 1 (highest)
INT2.2 41 0x0000 0D52 2 EPWM2_TZINT 6 2
INT2.3 42 0x0000 0D54 2 EPWM3_TZINT 6 3
INT2.4 43 0x0000 0D56 2 EPWM4_TZINT 6 4
INT2.5 44 0x0000 0D58 2 EPWMb5_TZINT 6 5
INT2.6 45 0x0000 OD5A 2 EPWM6_TZINT 6 6
INT2.7 46 0x0000 OD5C 2 EPWM7_TZINT 6 7
INT2.8 47 0x0000 OD5E 2 EPWMS8_TZINT 6 8 (lowest)
PIE Group 3 Vectors -MUXed into CPU INT3
INT3.1 48 0x0000 0D60 2 EPWM1_INT 7 1 (highest)
INT3.2 49 0x0000 0D62 2 EPWM2_INT 7 2
INT3.3 50 0x0000 0D64 2 EPWMS3_INT 7 3
INT3.4 51 0x0000 0D66 2 EPWMA4_INT 7 4
INT3.5 52 0x0000 0D68 2 EPWMS5_INT 7 5
INT3.6 53 0x0000 OD6A 2 EPWM6_INT 7 6
INT3.7 54 0x0000 OD6C 2 EPWM7_INT 7 7
INT3.8 55 0x0000 OD6E 2 EPWMS8_INT 7 8 (lowest)
PIE Group 4 Vectors -MUXed into CPU INT4
INT4.1 56 0x0000 0D70 2 ECAPL1_INT 8 1 (highest)
INT4.2 57 0x0000 0D72 2 ECAP2_INT 8 2
INT4.3 58 0x0000 0D74 2 ECAP3_INT 8 3
INT4.4 58 0x0000 0D76 2 ECAP4_INT 8 4
INT4.5 60 0x0000 0D78 2 ECAPS5_INT 8 5
INT4.6 61 0x0000 OD7A 2 ECAPG6_INT 8 6
INT4.7 62 0x0000 OD7C 2 EPWM10_TZINT 8 7
INT4.8 63 0x0000 OD7E 2 EPWM9_TZINT 8 8 (lowest)
PIE Group 5 Vectors -MUXed into CPU INT5
INT5.1 64 0x0000 0D80 2 EQEP1_INT 9 1 (highest)
INT5.2 65 0x0000 0D82 2 EQEP2_INT 9 2
INT5.3 66 0x0000 0D84 2 EQEP3_INT 9 3
INT5.4 67 0x0000 0D86 2 Reserved 9 4
INT5.5 68 0x0000 0D88 2 Reserved 9 5
INT5.6 69 0x0000 OD8A 2 Reserved 9 6
INT5.7 70 0x0000 0D8C 2 EPWM10_INT 9 7
INT5.8 71 0x0000 ODSE 2 EPWM9_INT 9 8 (lowest)
PIE Group 6 Vectors -MUXed into CPU INT6
INT6.1 72 0x0000 0D90 2 SP'RX"X;A (SPI- 10 1 (highest)
INT6.2 73 0x0000 0D92 2 SP'TX”\SA (SPI- 10 2
INT6.3 74 0x0000 0D94 Reserved 10 3
INT6.4 75 0x0000 0D96 Reserved 10
INT6.5 76 0x0000 0D98 2 MRINTAA()MCBSP' 10 5
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Table 1-13. PIE Vector Table (continued)

PIE Group
Name VECTOR ID Address® Size(x16) Description® CPU Priority Priority
INT6.6 77 0x0000 OD9A 2 MX'NTAA()MCBSP' 10 6
INT6.7 78 0x0000 0D9C 2 EPWM12_TZINT 10 7
INT6.8 79 0x0000 OD9E 2 EPWM11_TZINT 10 8 (lowest)

PIE Group 7 Vectors -MUXed into CPU INT7

INT7.1 80 0x0000 ODAO 2 DINTSJA)(CZS 11 1 (highest)
INT7.2 81 0x0000 ODA2 2 D|NT§’\7§)(028 11 2
INT7.3 82 0x0000 ODA4 2 DINTgl\';:i)(CZS 11 3
INT7.4 83 0x0000 ODAG 2 D'NTSI\;':)(CZS 11 4
INT7.5 84 0x0000 ODAS8 2 DINTSS&\)(CZS 11 5
INT7.6 85 0x0000 ODAA 2 D|NT§’\;|2)(028 11 6
INT7.7 86 0x0000 ODAC 2 EPWM12_INT 11 7
INT7.8 87 0x0000 ODAE 2 EPWM11_INT 11 8 (lowest)

PIE Group 8 Vectors -MUXed into CPU INT8

INT8.1 88 0x0000 0DBO 2 12CINT2-A (12C-A) 12 1 (highest)
INT8.2 89 0x0000 0DB2 2 12CINT2-A (12C-A) 12 2
INT8.3 90 0x0000 0DB4 2 Reserved 12 3
INT8.4 91 0x0000 0DB6 2 Reserved 12 4
INT8.5 92 0x0000 0DB8 2 Reserved 12 5
INT8.6 93 0x0000 ODBA 2 Reserved 12 6
INT8.7 94 0x0000 ODBC 2 Reserved 12 7
INT8.8 95 0x0000 ODBE 2 Reserved 12 8 (lowest)

PIE Group 9 Vectors -MUXed into CPU INT9

INT9.1 96 0x0000 ODCO 2 SCIRXINTA 13 1 (highest)
INT9.2 97 0x0000 ODC2 2 SCITXINTA 13 2
INT9.3 98 0x0000 0DC4 2 Reserved 13 3
INT9.4 99 0x0000 ODC6 2 Reserved 13 4
INT9.5 100 0x0000 ODC8 2 Reserved 13 5
INT9.6 101 0x0000 ODCA 2 Reserved 13 6
INT9.7 102 0x0000 ODCC 2 Reserved 13 7
INT9.8 103 0x0000 ODCE 2 Reserved 13 8 (lowest)

PIE Group 10 Vectors -MUXed into CPU INT10

INT10.1 104 0x0000 ODDO 2 ADCINT1(ADC) 14 1 (highest)

INT10.2 105 0x0000 ODD2 2 ADCINT2(ADC) 14 2

INT10.3 106 0x0000 ODD4 2 ADCINT3(ADC) 14 3

INT10.4 107 0x0000 ODD6 2 ADCINT4(ADC) 14 4

INT10.5 108 0x0000 ODD8 2 ADCINT5(ADC) 14 5

INT10.6 109 0x0000 ODDA 2 ADCINT6(ADC) 14 6

INT10.7 110 0x0000 ODDC 2 ADCINT7(ADC) 14 7

INT10.8 111 0x0000 ODDE 2 ADCINT8(ADC) 14 8 (lowest)

PIE Group 11 Vectors -MUXed into CPU INT11
INT11.1 112 0x0000 ODEO 2 MTOCIPCINT1 15 1 (highest)
INT11.2 113 0x0000 ODE2 2 MTOCIPCINT2 15 2
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Table 1-13. PIE Vector Table (continued)

PIE Group
Name VECTOR ID Address® Size(x16) Description® CPU Priority Priority
INT11.3 114 0x0000 ODE4 2 MTOCIPCINT3 15 3
INT11.4 115 0x0000 ODE6 2 MTOCIPCINT4 15 4
INT11.5 116 0x0000 ODES8 2 Reserved 15 5
INT11.6 117 0x0000 ODEA 2 Reserved 15 6
INT11.7 118 0x0000 ODEC 2 Reserved 15 7
INT11.8 119 0x0000 ODEE 2 Reserved 15 8 (lowest)
PIE Group 12 Vectors -MUXed into CPU INT12

INT12.1 120 0x0000 ODFO 2 XINT3 16 1 (highest)
INT12.2 121 0x0000 ODF2 2 C28FLSINGERR 16 2
INT12.3 122 0x0000 ODF4 2 Reserved 16 3
INT12.4 123 0x0000 ODF6 2 C28RAMSINGERR 16 4
INT12.5 124 0x0000 ODF8 2 C28RAMACCVIOL 16 5
INT12.6 125 0x0000 ODFA 2 Reserved 16 6
INT12.7 126 0x0000 ODFC 2 LVF(C28FPU) 16 7
INT12.8 127 0x0000 ODFE 2 LUF(C28FPU) 16 8 (lowest)

1.5.4.4 PIE Registers

The PIE registers are as follows:
» PIE Configuration Register (PIECTRL)
e PIE Interrupt Acknowledgment Register (PIEACK)

» PIE Interrupt Flag Registers (PIEIFR). There are 12 PIEIFR registers, one for each CPU interrupt in
the PIE module (INT1-INT12).

* PIE Interrupt Enable Registers (PIEIER ). There are 12 PIEIER () one for each CPU interrupt in the

PIE module (INT1-INT12).

Please refer to the respective PIE registers for details.

1.5.4.4.1 CPU Interrupt Flag Register (IFR)

The CPU interrupt flag register (IFR), is a 16-bit, CPU register and is used to identify and clear pending
interrupts. The IFR contains flag bits for all the maskable interrupts at the CPU level (INT1-INT14,
DLOGINT and RTOSINT). When the PIE is enabled, the PIE module multiplexes interrupt sources for

INT1-INT12.

When a maskable interrupt is requested, the flag bit in the corresponding peripheral control register is set
to 1. If the corresponding mask bit is also 1, the interrupt request is sent to the CPU, setting the
corresponding flag in the IFR. This indicates that the interrupt is pending or waiting for acknowledgment.

To identify pending interrupts, use the PUSH IFR instruction and then test the value on the stack. Use the
OR IFR instruction to set IFR bits and use the AND IFR instruction to manually clear pending interrupts.
All pending interrupts are cleared with the AND IFR #0 instruction or by a hardware reset.

The following events also clear an IFR flag:
e The CPU acknowledges the interrupt.
» The 28x device is reset.
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NOTE:
1. To clear a CPU IFR bit, you must write a zero to it, not a one.

2. When a maskable interrupt is acknowledged, only the IFR bit is cleared automatically.
The flag bit in the corresponding peripheral control register is not cleared. If an
application requires that the control register flag be cleared, the bit must be cleared by
software.

3. When an interrupt is requested by an INTR instruction and the corresponding IFR bit is
set, the CPU does not clear the bit automatically. If an application requires that the IFR
bit be cleared, the bit must be cleared by software.

4. IMR and IFR registers pertain to core-level interrupts. All peripherals have their own
interrupt mask and flag bits in their respective control/configuration registers. Note that
several peripheral interrupts are grouped under one core-level interrupt.

1.5.4.4.2 Interrupt Enable Register (IER) and Debug Interrupt Enable Register (DBGIER)

The IER 16-bit CPU register contains enable bits for all the maskable CPU interrupt levels (INT1-INT14,
RTOSINT and DLOGINT). Neither NMI nor XRS is included in the IER; thus, IER has no effect on these
interrupts.

You can read the IER to identify enabled or disabled interrupt levels, and you can write to the IER to
enable or disable interrupt levels. To enable an interrupt level, set its corresponding IER bit to one using
the OR IER instruction. To disable an interrupt level, set its corresponding IER bit to zero using the AND
IER instruction. When an interrupt is disabled, it is not acknowledged, regardless of the value of the INTM
bit. When an interrupt is enabled, it is acknowledged if the corresponding IFR bit is one and the INTM bit
is zero.

When using the OR IER and AND IER instructions to modify IER bits make sure they do not modify the
state of bit 15 (RTOSINT) unless a real-time operating system is present.

When a hardware interrupt is serviced or an INTR instruction is executed, the corresponding IER bit is
cleared automatically. When an interrupt is requested by the TRAP instruction the IER bit is not cleared
automatically. In the case of the TRAP instruction if the bit needs to be cleared it must be done by the
interrupt service routine.

At reset, all the IER bits are cleared to 0, disabling all maskable CPU level interrupts.

The Debug Interrupt Enable Register (DBGIER) is used only when the CPU is halted in real-time
emulation mode. An interrupt enabled in the DBGIER is defined as a time-critical interrupt. When the CPU
is halted in real-time mode, the only interrupts that are serviced are time-critical interrupts that are also
enabled in the IER. If the CPU is running in real-time emulation mode, the standard interrupt-handling
process is used and the DBGIER is ignored.

As with the IER, you can read the DBGIER to identify enabled or disabled interrupts and write to the
DBGIER to enable or disable interrupts. To enable an interrupt, set its corresponding bit to 1. To disable
an interrupt, set its corresponding bit to 0. Use the PUSH DBGIER instruction to read from the DBGIER
and POP DBGIER to write to the DBGIER register. At reset, all the DBGIER bits are set to 0.

1.5.4.5 External Interrupt Control Registers

Three external interrupts, XINT1 - XINT3 are supported. Each of these external interrupts can be selected
for negative or positive edge triggering and can also be enabled or disabled. The masked interrupts also
contain a 16-bit free running up counter that is reset to zero when a valid interrupt edge is detected. This
counter can be used to accurately time stamp the interrupt.

For XINT1/XINT2/XINT3, there is also a 16-bit counter that is reset to 0x000 whenever an interrupt edge is
detected. These counters can be used to accurately time stamp an occurrence of the interrupt.
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Control Subsystem Exceptions Handling

The ITRAP (illegal exception trap condition) is the only type of exception (other than programmable
interrupts; TRAPs and NMI), which the control subsystem supports. An ITRAP exception occurs if an
illegal instruction is fetched and executed. On an ITRAP exception when the PIE is enabled, the program
counter is loaded with the vector address located at address location 0x00000D26. When the PIE is
disabled the vector address loaded in the program counter is fetched from the ROM Vector table location
Ox3FFFEA4.

NOTE: RAM Access Violation Interrupt (INT12.5):

PIE INT12.5 is defined for C28x RAM access violations, but for a fetch access violation,
the C28x will receive zero data and will ITRAP. The ITRAP occurs in the same cycle at
which the INT12.5 is fired to the C28x. Since the ITRAP has priority over normal interrupt,
the ITRAP ISR gets executed before the INT12.5 ISR. The user needs to take this into
account when servicing the ITRAP.

Please refer to the Boot ROM chapter for details on how the boot ROM handles this exception if it occurs
during its execution.

1.5.6 Control Subsystem NMI (CNMI) Module
Similar to the MNMI module on the master subsystem, the control subsystem supports an NMI module
that enables it to detect serious errors that can occur during the operation of the device. Possible errors
that can trigger an NMI to the control subsystem are:
» CLOCKFAIL
* ACIBERR
* RAMUNCERR
e FLASHUNCERR
An NMI is generated to the control subsystem CPU if any of the above errors occur. If an NMI is triggered
to the control subsystem, the NMI WatchDog timer will start counting and will reset the control subsystem
if the counter value reaches a programmed period value. An NMI is generated to the Master CPU if the
control subsystem is reset by the control subsystem watchdog, CNsMIWD.
The C28x NMI block can be accessed via the C28x NMI configuration registers (including the CNMIFLG,
CNMIFLGCLR, and CNMIFLGFRC registers) to examine flag bits for the NMI sources, clear the flags, and
force the flags to active state, respectively.
Figure 1-9 explains how an NMI is generated to the control subsystem CPU.
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Figure 1-9. Control Subsystem NMI Sources and CNMIWD
CNMIFLG[RAM UNC ERR]
CNMIFLGCLR[RAM UNC ERR]
T clearj¢—
Latch RAM UNC ERR
set
CNMIFLGFRC[RAMUNCERR]
CNMIFLGICLOCKFAIL]
CNMIFLGCLR[CLOCKFAIL]
T clearj¢—
Latch CLOCKFAIL
set
CNMIFLGINMINT] ‘—@: CNMIFLGFRC[CLOCKFAIL]
NMI INT TO C28 CPU A
J_I_ Generate CNMIFLGCLR[NMIINT]
I clearf¢— CNMIFLG[FLUNCERR]
CNMIFLGCLR[FLUNCERR]
Pulse Latch clearj¢—
Vi set OR
Input=1 clear < : Latch FLASH UNC ERROR
set
CNMIFLGFRC[FLUNCERR]
CNMIFLGIACIBERR]
v T CNMIFLGCLR[ACIBERR]
! ’ clearj¢—
1 Latch ACIBERR
ACIBERRE set
CNMIFLGFRC[ACIBERR]
C28SYSCLK
€28 SYSRS
c28
CNMIWDPRDI[15:0] CNMI RWIRS
Refer "Resets" Section
CNMIWDCNT[15:0] Watchdog

As shown in Figure 1-9, any of the listed errors can trigger an NMI to the C28x CPU There is also an NMI
Flag Force (CNMIFLGFRC) register to simulate an NMI error condition to aid in debug and development.
When an NMI error event occurs:

» Respective bit in the CNMIFLG register is set

* NMIINT bit in the CNMIFLG register is set

»  CNMIWD timer is triggered and starts counting

The user has to handle the error condition that triggered the NMI by checking the individual flag bits in the
CNMIFLG register, clearing the set bits in the CNMIFLG register, and clearing the NMIINT bit in the
CNMIFLG register. Clearing the NMIINT bit in the CNMIFLG register will stop and reset the CNMIWD
counter back to zero. If the NMIINT bit is not cleared by the time the CNMIWD counter reaches the value

programmed in the CNMIWDPRD register, the control subsystem is reset and an NMI is triggered to the
master subsystem NMI block.

1.5.6.1 Control Subsystem NMI Sources

This section explains the error events that can generate an NMI to the control subsystem CPU.
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1.5.6.1.1 Clock Fail Condition

A main oscillator verification circuit is provided to generate an error condition if the oscillator is running too
fast or too slow or goes missing. This logic is referred to as missing clock detection logic. When a missing
clock error is generated, the CLOCKFAIL bit (bit 1) of the CNMIFLG register is set, the clock source is
switched to the 10 MHz internal oscillator, and the PLL is bypassed.

The CLOCKFAIL NMI is triggered to both the master and control subsystems. Since this NMI is enabled
by default on power up, it is necessary for boot ROM to handle it. Refer to the Boot ROM chapter of this
document for more details on how C-Boot ROM handles this NMI.

1.5.6.1.2 ACIBERR NMI

An NMI is generated to both the master subsystem and control subsystem when the error condition in the
ACIB occurs. The ACIBERR bit in the CNMIFLG register is set, and to clear this NMI, the user has to
clear the ACIBERR bit in the CNMIFLG register.

This NMI is disabled by default on reset, and the user can enable this error to trigger an NMI to the C28x
CPU by setting the ACIBERRE bit in the CNMICFG register.

1.5.6.1.3 RAMUNCERR NMI

For information on the RAM Uncorrectable Error NMI, please refer to the Internal Memory chapter for
more details. This NMI is generated when a double bit error is detected by the memory wrapper logic.

1.5.6.1.4 FLUNCERR NMI

For information on the FLASH Uncorrectable Error NMI, please refer to the Internal Memory chapter for
more details.

1.5.6.2 Control Subsystem NMIWD (CNMIWD) Module

The control subsystem is equipped with an NMI Watchdog module that when a non-maskable interrupt is
triggered, allocates time for the user software to handle the NMI by clearing the error conditions and
clearing the respective flags in the CNMIFLG register or by acknowledging the NMI and gracefully shutting
down the system. If none of the actions mentioned are taken, the CNMIWD counter keeps counting. As
soon as the counter value reaches the CNMIWD period register value, it will generate a CNMIWD reset,
which will reset the entire device.

The CNMIWD counter is clocked by the C28 system clock. The CNMI WatchDog Period register
(CNMIWDPRD) can be programmed with a period limit as per user requirements with the clock cycle limit
the user requires for software to handle or acknowledge the NMI.

1.5.6.2.1 Emulation Considerations

The CNMI watchdog module behaves as below under various debug conditions.

CPU Suspended When the CPU is suspended, the NMI watchdog counter will be
suspended.
Run-Free Mode When the CPU is placed in run-free mode, the NMI watchdog counter will

resume operation as normal.

Real-Time Single-Step Mode When the CPU is in real-time single-step mode, the NMI watchdog
counter will be suspended. The counter remains suspended even within
real-time interrupts.

Real-Time Run-Free Mode =~ When the CPU is in real-time run-free mode, the NMI watchdog counter
operates as normal.
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1.5.6.3 Handling of CNMI

1.6

User software must clear all the flag bits which are set in the CNMIFLG register before clearing the
NMIINT bit (bit 0) of the CNMIFLG register. If the user clears the NMIINT bit of the CNMIFLG register
before clearing all the individual flag bits, as soon as the NMIINT bit is cleared, it will be set back to "1"
again. If a user returns from the NMI handler without clearing the NMIINT bit of the CNMIFLG register,
then a reset is generated to the control subsystem when the CNMIWD counter value reaches the
programmed period value.

Safety Features

This section gives details on different modules or features that safe guard device operation during run time
and help catch serious errors that can occur. Also included are details on hardware behavior when any of
the serious errors occur in the device.

1.6.1 Write Protection on Registers

1.6.1.1 Master Subsystem Write Protection

1.6.1.1.1 MWRALLOW

To meet the requirements of safety-critical applications and to safeguard system control registers from
run-away software code in case of software design errors, hardware protection is provided to prevent
contents of critical registers from getting corrupted.

Write protection to critical registers is achieved by using a "double write" method. In this method there is a
MWRALLOW register, which if written with a value of 0OXA5A5 A5A5, allows writes to all other
"PROTECTED" registers defined in this specification. The MWRALLOW register is only writable in M3
privileged mode.

1.6.1.1.2 MLOCK

The MLOCK register is required to prevent accidental writes to the MSXMSEL shared memory (SO to S7)
RAM block mapping register.

This register lets users lock the configuration of Shared RAMs once configured by the master subsystem
application. This register is a write once register and once written, it cannot be cleared or re-written until
the respective reset that resets this register is generated. Refer to the Internal Memory chapter of this
document for more details on shared RAM configuration registers.

1.6.1.2 Control Subsystem Write Protection

Several control registers are protected from spurious CPU writes by the EALLOW protection mechanism.
The EALLOW bit in status register 1 (ST1) indicates the state of protection as shown in Table 1-14.

Table 1-14. Access to EALLOW-Protected Registers

EALLOW Bit CPU Writes CPU Reads JTAG Writes JTAG Reads
0 Ignored Allowed Allowed® Allowed
1 Allowed Allowed Allowed Allowed

@ The EALLOW bit is overridden via the JTAG port, allowing full access of protected registers during debug from the Code
Composer Studio interface.

At reset, the EALLOW bit is cleared, enabling EALLOW protection. While protected, all writes to protected
registers by the CPU are ignored and only CPU reads, JTAG reads, and JTAG writes are allowed. If this
bit is set, by executing the EALLOW instruction, the CPU is allowed to write freely to protected registers.
After modifying registers, they can once again be protected by executing the EDI instruction to clear the
EALLOW bit.
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1.6.1.3 Analog Subsystem Clocking Control Protection with Control System Lock Register (CLOCK)

1.6.2

As will be explained in the control subsystem clocking section, the ACIB and analog subsystem clocking
can be configured by setting the divider in the CCLKCTL register. The control subsystem can choose to
lock this clock configuration by setting the CCLKCTL bit (bit 1) in the CLOCK register. Once the control
subsystem locks this register, it cannot be re-written until the analog subsystem and ACIB are reset.
Please refer to Section 1.3 for more details on the resets that can reset the ACIB and the analog
subsystem.

Missing Clock Detection Logic

A main oscillator verification circuit is provided that generates an error condition if the oscillator is running
too fast or too slow or goes missing. This logic is referred to as Missing Clock Detection logic.

The missing clock circuit detects if the clock is missing on the X1 pin. In the event of a missing clock
detection, the clock is automatically switched to the internal 10 MHz oscillator clock. This 10 MHz
oscillator will not be fed to the PLL. It is to be used only for error handling on clock missing condition
detection.

The following includes the missing clock detection scheme:

1. Missing clock detection circuitry is enabled by default so that a clock missing condition at power up can
be detected.

2. Missing clock detection can be disabled by a user programmable register.

3. At power up, on the rising edge of XRS, all counters related to the circuit are cleared (Described
below)

4. There is a 3-bit counter which runs off the 10 MHz clock. This counter will overflow approximately
every 800ns

5. There is also an 8-bit counter running with the OSCCLK source, which keeps updating a reference
clock count register.

6. There are two programmable registers which contain programmable limits for missing clock condition
detection: device reference clock count limit low, and clock count limit high registers. These registers
are programmable to allow support for the entire range of reference clock frequencies possible from 4
to 100 MHz. At reset, they are initialized to support the entire range of clock input frequencies. Refer to
the CLKLIMIT register description for reset values.

7. When the 3-bit 10 MHz clock counter overflows, it reads the OSCCLK reference clock count register
value (MCLKSTS.REFCLKCNT) and checks if the value falls between the limits defined in the clock
count limit registers

1. If yes,

a. then it means that the device input reference clock is still ticking within the defined frequency
range, enabling the counter to count properly as expected

b. since the reference clock is present, the OSCLK reference clock counter, count register
(MCLKSTS.REFCLKCNT), and 10 MHz clock counter are cleared and both the counters in the
circuit start counting again from 0.

2. If no,

a. the circuit will switch clocks to the 10 MHz internal oscillator clock - the system PLL is
bypassed and the 10 MHz clock becomes the clock source to the device.

b. since the reference clock is missing, the circuit generates a clock fail NMI to the M3 CPU and
C28 CPU, if enabled by the MCLKEN.MCLKNMIEN bit

c. the control subsystem PWM's, if enabled, are tripped automatically on clock fail.

8. On both the master and control subsystems, there is an NMI watch-dog, which is triggered when the
missing clock condition is detected.

9. If the M3 CPU does not respond to the NMI interrupt by the time the NMI WD expires, a reset will be
issued to the device.

10. On the control subsystem, upon receiving the missing clock NMI, the C28 CPU does the required
error handling and enters standby mode in the software ISR for the NMI. If the CNMIWD expires it will
generate a reset to the C28 CPU and C28 subsystem.
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11. On the control subsystem, the CLOCKFAIL signal is also fed to TZ5n trip signal of all the PWM

modules. This allows the PWM outputs to trip in case of clock failure.

12. When a missing clock condition is detected, the counters are disabled. They need to be re-enabled by
software after all error handling and when a proper clock source is available again

NOTE: [1]On a clock fail condition, nothing is done in hardware to enter standby mode on the C28
side. When a CLOCKFAIL NMI is generated, the C28 application software should configure
the LPMCR registers to enter standby mode.

[2]Changing the clock limit values (REFCLKLO and HI limit) should be done after disabling
the missing clock NMI, using the MCLKNMIEN bit in the MCLKEN register. After the
registers are programmed for appropriate input clock frequencies, the MCLKNMIEN bit
should be set again after at least a 900ns delay.

[3]At power up, the circuit only checks whether the clock is ticking or not because the limits
encompass the entire range of clock input frequencies allowed in the device.

Example of clock limit register configuration: Internal Oscillator is at 10 MHz; 3-bit 10 MHz clock
counter overflows every 800ns.

Table 1-15. Reference Clock Limits for Detecting a Missing Clock

Ref Clock Frequency REFCLKLOLIMIT REFCLKHILIMIT
4 MHz (250ns) 0x3 0x4
10 MHz (100ns) 0x7 0x9
20 MHz (50ns) OxF 0x11
100 MHz (10ns) Ox4E 0x52
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Note: The missing clock circuit is not active during the PLL 1024 cycle lock time. To avoid missing clock
detection, the user should extend the external reset (XRS) so it covers appropriate lock time.

Figure 1-10 shows the missing clock logic functional flow.

1. Power up
missing clock
detection

Figure 1-10. Missing Clock Detection Logic
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1.6.3

164

PLLSLIP Detection

On the master subsystem, an interrupt is generated (if enabled) to the NVIC when either the SYSTEM
PLL or the USB PLL goes out of lock when previously locked.

In general, a PLL will go out of lock when the input clock to the PLL fluctuates if there is EMI interference
on the device or if the input clock to PLL goes missing.

NVIC Interrupt No. 89 (System/USB PLL Out-of-Lock) is generated whenever the system PLL or USB PLL
goes out of lock. The interrupt handler should check the status bits to find out which PLL has gone out of
lock. It is the responsibility of the master subsystem application to indicate out-of-lock status to the control
subsystem using an IPC. This has to be taken care of by the user as per the application requirements.

A PLLSLIP will cause a Missing Clock NMI if the REFCLKLO and REFCLKHI registers are configured
exactly to catch the disturbances in the input frequency. However, if a PLLSLIP does not cause a Missing
Clock NMI because the input to PLL is still within the range specified by the REFCLKLO and REFCLKHI
limits, then the PLL will not be bypassed and ePWMs will not trip.

If a user wants to bypass the PLL on a PLLSLIP condition, it is suggested that the user configure the
reference clock limits very strictly as shown in Table 1-15.

Control Subsystem PIE Vector Address Validity Check

To handle errors during an interrupt vector fetch, the features below are implemented on the PIE vector
table memory:

» Two independent memories are reserved for the PIE vector table, one mapped at 0x0D0O and the
other at OXOEOO in C28 address space. Writes with address 0xODxx will get duplicated onto the
memory at OXOEQO, whereas writes to the memory with address OXOEO0O will not get replicated to the
memory at 0xOD0O0. This enables users to load the vector tables into both memories by just writing to
memory at 0xOD00. Debug is possible during application testing since writes to the memory at OXEOOQ
are not duplicated in the memory at 0OxD00. Dual memories are added mainly to detect more than one
error, which is not possible with just parity. The following is the behavior of accesses to the PIE
memories:

Data Writes at 0xD0O: Writes to both memories

Data Writes at OXEOO: Writes only to the OXEOO memory

Vector Fetch: Fetches from lower RAM at 0xDOO and compares with upper RAM at OXEQO
Data Read: Can read upper and lower RAM separately

* On every vector fetch from the PIE, a hardware comparison (no cycle penalty is incurred to do the
comparison) of both vector table outputs is performed and if there is a mismatch between the two
vector table outputs, the PIE returns a vector value that points to a fixed vector. This could be a vector
location in C28 ROM or a fixed RAM or Flash location.

» Hardware also generates ePWM trip signals which trip the PWM outputs using TRIPIN15
» If there is no mismatch, the correct vector is jammed on to the C28x CPU program counter.

» In the event of mismatch, jamming a different vector address onto the C28x CPU program counter
takes care of error handling in such a condition.

The following is the error handling expected to be done by the NMI error handler - configure standby
mode in the C28 LPMCRO register to enter stand by mode and execute IDLE instruction - C28 subsystem
enters stand by mode.

In the event of a mismatch during a C28 NMI vector fetch, an NMI is generated to the M3 CPU.
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1.6.4.

1.6.5

1.6.6

NOTE: [1] The location which is jammed onto the C28x CPU program counter in case of normal
vector fetch errors is Ox3FFFBE - this is below the default C28 vector table in ROM.
[2] Summarizing mismatch condition error handling:
» For NMI vector fetch:
— Address 0x3FFFBE is jammed onto the CPU program counter.
— NMI will be given to M3 system.
— ePWM tripped
» For non-NMI vector fetch:
— Address Ox3FFFBE is jammed on to the CPU program counter.
— ePWM tripped
[3] There is a provision for the user to register a function handler address that is called when
the error condition happens. This can be done using the USER_SWREG1 and

USER_SWREG? registers. More details are explained in the Boot ROM Handling of PIE
Vector Address Validity Failure section.

1 Boot ROM Handling of PIE Vector Address Validity Failure

The address Ox3FFFBE is located in the control subsystem's ROM (C-ROM), and a handler is installed by
Tl in C-Boot ROM. The handler installed by boot ROM at this location first checks the USER_SWREG1
and USER_SWREG2 registers to identify if the user has any handler address registered. If these registers
are at their default value then boot ROM knows that user has not yet registered any handler and simply
proceeds on to handling the error as mentioned in this section. If a user handler is registered, then that
function is called, and if the function returns, it proceeds to handle the error as if no handler is registered.
To handle this error by itself, boot ROM checks if this exception is happening because of a PIE VECTOR
ADDRESS MISMATCH during an NMI vector fetch or during a normal vector fetch. If it is due to an NMI
vector fetch, the handler will clear the required NMI flags and send an IPC message to the master
subsystem indicating that the control subsystem is seeing a PIE vector address mismatch. A while (1) loop
is entered without further executing any code on the control subsystem.

If this exception on the control subsystem is due to vector address mismatch while fetching a PIE interrupt
vector, the master subsystem is not going to receive an interrupt. The user needs to depend on the IPC
message sent by the control subsystem boot ROM. It is up to the user on how to handle this interrupt or
IPC message from the control subsystem. The details on the IPC message sent by the control subsystem
boot ROM installed handler are given in the Boot ROM guide chapter of this document.

If this exception on the control subsystem is due to a vector address mismatch while fetching an NMI
interrupt vector, the master subsystem is going to get an NMI, and it is up to the user on how to handle
this NMI. As mentioned earlier, the control subsystem boot ROM is going to clear the required NMI flags,
so that it will not get reset by the CNMIWD. A while (1) loop is entered after sending an IPC to the master
subsystem. In case the vector address mismatch is detected during an NMI fetch on the control
subsystem, the master subsystem is going to get an NMI in addition to the IPC message from C-Boot
ROM.

NMIWDs

Both the master subsystem and control subsystems have user-programmable NMIWD period registers in
which users can set a limit on how much time they want to allocate for the device to acknowledge the
NMI. If the NMI is not acknowledged, it will cause a device reset.

Watchdog Timers

The master subsystem has two watchdog timers, each operating on independent clocking domains
(WDTO uses M3SSCLK and WDT1 uses MAIN OSCCLK) with programmable interrupts and reset
generation logic. The watchdog timer can be configured to generate an interrupt to the master subsystem
on its first time-out, and generate a reset signal on its second timeout. Once the watchdog timer has been
configured, the lock register can be written to prevent the timer configuration from being inadvertently
altered. Please refer to the Watchdog Timers chapter for more details.
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1.6.7

1.6.8

1.7

1.8

ECC and Parity Enabled RAMs, Shared RAMs Protection

RAM memories in both the master and control subsystems are ECC and parity enabled. All single bit
errors in RAM are auto corrected and an error counter is incremented every time a single bit error is
incremented. If the error counter reaches a predefined user configured limit then an interrupt is generated
to each CPU. Refer to the Internal Memory chapter for more details on RAM errors.

All uncorrectable double-bit errors end up triggering a BUS FAULT on the master subsystem's CPU and
an NMI on the control subsystem. A RAMACCVIOL on the master subsystem triggers a BUSFAULT
exception on and triggers a PIE interrupt on the control subsystem.

ECC Enabled Flash Memory

Flash single-bit errors are corrected automatically by ECC logic before giving data to the CPU, but they
are not corrected in flash memory. Flash memory will still contain wrong data until another erase/program
operation happens to correct the flash contents. Irrespective of whether the error interrupt is enabled or
disabled, single bit errors are always corrected before giving data to the CPU. When the interrupt is
disabled, users can check the single-bit error counter register (M3_ ERR_CNT) for any single bit error
occurrences. The error counter stops incrementing once its value is equal to the threshold+1. It is always
suggested to set the threshold register to a non-zero value so that the error counter can increment. It is up
to the user to decide the threshold value at which they have to reprogram the flash with the correct data.

Flash uncorrectable errors end up triggering a BUSFAULT to the master subsystem's CPU and an NMI to
the control subsystem. Please refer to the Internal Memory chapter of this document for more details on
flash error correction and error catching mechanisms.

Power Control

The on-chip 1.2v and 1.8v VREGs generate the 1.2v VDD signal and 1.8v VDD signal from the 3.3 \ppi0
input as needed to power the digital and analog subsystems on the device. This is done by pulling the -
VREG12EN and -VREG18EN pins low. Refer to the device data manual for more details on these pins.

Users can also choose to provide an external 1.2v VDD signal and 1.8v VDD signal instead of using the
on-chip VREGs. In this case, both the VREG12EN and VREG18EN pins should be pulled high.

The 3.3v input supply is monitored by the power-on rest (POR) circuit during a power-on condition. If a
POR is detected, the XRS and ARS pins are pulled low to keep the device in reset.

The 1.8v VDD supply, when generated by the on-chip 1.8v VREG, is monitored by the power-on reset
(POR) during a power-on condition. If a POR is detected, the XRS and ARS pins are pulled low to keep
the device in reset.

The 1.2v VDD supply, when generated by the on-chip 1.2v VREG, is monitored by the power-on reset
(POR) during a power-on condition. If a POR is detected, the XRS and ARS pins are pulled low to keep
the device in reset.

Clock Control

The clocking control module has multiple sections covering the master subsystem clocking, control
subsystem clocking, analog subsystem clocking, device low power modes clocking, and device attributes
and configurations. There are configuration and status registers for each subsystems' clocking, device
configurations, and low power mode configurations.

The master subsystem is responsible for clocking control and can read/write to clocking configuration
registers by default on reset. The PLL and SYSDIVSEL registers are read only by default by the control
subsystem, and the control subsystem can gain write-access to these registers by claiming the clock
control semaphore register, CCLKREQUEST.

The master subsystem can also choose to switch off the clock for the control subsystem by setting the
C28CLKINDIS (bit 0) of the CCLKOFF register. The clock to the control subsystem is enabled by default
on power-up and after an XRS.

Shared RAM, IPCs, and message RAMs, which are shared resources between the master and control
subsystems, are clocked by the shared resource clock, which is the same as the PLLSYSCLK. Refer to
the Internal Memory chapter for more details on shared resources.
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18.1

Refer to the clocking diagrams in the master and control subsystems for more details on these clock
sources.

Clock Sources

There are four possible reference clock sources in this device:

*  OSCCLK (from X1 or X1/X2 pins)

*  GPIO_XCLKIN is a single ended clock input

* Internal 10 MHz OSCCLK (INTOSC)

» Internal 32 kHz clock derived from the internal 10 MHz oscillator

OSCCLK is always used as the reference clock source to generate the system clock. OSCCLK or
GPIO_XCLKIN can be used to generate the 60 MHz USB clock. The INTOSC clock is used for missing
clock condition detection and also to generate a low frequency 32 kHz clock in low power deep sleep
modes. In deep sleep mode, the PLLs and X1/X2 are off.

The following sections give more details on each clock source.

1.8.1.1 OSCCLK

The oscillator provides a frequency-accurate clock source by one of two means: an external single-ended
clock source is connected to the X1 input pin, or an external crystal is connected across the X1 input and
X2 output pins. The crystal value must be one of the supported frequencies as mentioned in the device
data manual. When used as a clock input to the system PLL, the single-ended clock source should be in
the range mentioned in the device data manual. OSCCLK can also be a clock source for the USB PLL. A
resonator can also be used as an input clock source on the X1/X2 pins.

1.8.1.2 GPIO_XCLKIN

GPIO_XCLKIN is a clock input which is available when the PJ7_GPIO63 pin is used as a clock input. This
clock input can be used as a clock source only to the USB PLL and the CAN modules of the master
subsystem.

1.8.1.3 10 MHz INTOSC

The internal oscillator is a 10 MHz on-chip clock source, which is used as the clock source in the event
the main oscillator clock goes missing. It does not require the use of any external components and
provides a clock that is 10 MHz. This clock should not be used as a normal run mode clock as it is just a
clock for error handling in case the main OSCCLK goes missing. This clock can also be used as a clock
source for the deep-sleep mode of the device if configured by the DSLPCLKCFG register.

1.8.1.4 32-kHz Clock

The 32-kHz clock is derived from the internal oscillator by clock division from 10 MHz to 32 kHz. This
clock is intended for use during deep-sleep power-saving modes. This power-savings mode benefits from
reduced internal switching and also allows the OSCCLK to be powered down if configured by the
DSLPCLKCFG register.

The following limits apply to X1 and XCLKIN frequencies for DCANO/1, WDT1, and USB peripherals:

e X1 can be clocked up to 100 MHz, if the clock input meets the expected duty cycle and jitter as
mentioned in the data manual.

e XCLKIN input pin frequency is limited to 60 MHz.

» If DCANO or DCAN1 is clocked from the X1 (OSCLK) source, then it cannot exceed 100 MHz.
« |f DCANO or DCANL1 is clocked from the XCLKIN source, then it cannot exceed 60 MHz.

« If the USB is clocked from the XCLKIN source, then it cannot exceed 60 MHz.
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1.8.2 PLLs

There are two PLLs in this device; one used to generate the clocks for the entire device (system PLL) and
the other to generate the fixed 60 MHz clock to the USB module (USB PLL). The clock input source to the
system PLL is OSCCLK and USBPLL is OSCCLK or GPIO_XCLKIN. Both the PLLs are powered down in
the deep sleep mode.

The clocking control and low power mode control for the M3 and C28 subsystems are separate. This
helps retain compatibility to C2000 devices on the C28 subsystem.

The PLL generates output frequency Fout, based on the following relationship with Fref, the input
frequency. SYSPLLMULT also includes a fractional multiplication portion. Fout from the PLL is a 50% duty
cycle clock, so there is no divider required at the output of the PLL in Concerto™ platform devices for
normal operation.

Fout = Fref * SYSPLLMULT

The PLL by itself supports a Fout range of 110-550 MHz, but in Concerto ™devices, the maximum Fout is
300 MHz, and the maximum system clock (PLLSYSCLK) frequency supported is 150 MHz. There is a
default /2 clock divider at the PLL output in addition to SYSDIVSEL and M3SSDIVSEL which generates
PLLSYSCLK.

So,
PLLSYSCLK = Fref * SYSPLLMULT /2 /SYSDIVSEL divider
M3SSCLK = Fref * SYSPLLMULT / 2 / SYSDIVSEL divider / M3SYSDIVSEL divider

The PLL multiplier bit field is a 9 bit field with 7 bits of the SYSPLLMULT register comprising of the integer
multiplier portion (SPLLIMULT) while the remaining 2 bits support the fractional multiplier (SPLLFMULT).
The value of SPLLIMULT = 0 would default to PLLBYPASS mode where Fout = Fref. As an example,

if SPLLIMULT = 36 and SPLLFMULT = 2, it yields a multiplication factor of 36.5.

For a Fref = 4.11 MHz, the Fout = Fref * 36.5 = 150 MHz, which is further divided by /2, to generate a
PLLSYSCLK frequency of 75 MHz.

NOTE:

1. The application must ensure that PLLCR values should be chosen such that Fout is
always within a permissible Fout range, namely between 110 and 550 MHz.

2. The purpose of /2, /4 and /8 dividers (SYSDIVSEL) is to reduce inrush current at power
up.

The SysCtlIClockPIlIConfig () function in the sysctl.c file may be referenced as an example of a proper PLL
initialization sequence. If this function is not used for PLL configuration, then it is recommended to lock the
PLL twice whenever there is a change in the system clocking frequency, per the following sequence:

» Bypass the PLL

* Write the desired PLL multipliers to the SYSPLLMULT[IMULT] and SYSPLLMULT[FMULT] registers
» Poll the SYSPLLMULT[LOCKS] bit to wait for the first PLL lock sequence to complete

* Rewrite at least one of the multipliers (this will re-start the PLL Lock)

» Poll the lock bit again to ensure proper final PLL initialization

» Configure the system clock dividers

— Itis recommended to initially program a system divider which is greater than the final divide value
(lower frequency) in the system. This will limit the instantaneous current increase when the PLL is
selected as the clock source and allow the system voltage regulator to stabilize in smaller current
step increments.

» Re-enable the PLL as the system clocking source
» Set the system dividers to the final values

— The final divider can then be programmed after a small delay determined by the system regulator
and decoupling capacitors stabilize
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1.8.3

Master Subsystem Clocking

Figure 1-11 shows different clocks available in the master subsystem and explains how each clock is
derived and the configuration registers involved.

Figure 1-11. Master Subsystem Clocks and Low Power Mode Configuration
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The internal PLLSYSCLK clock, normally used as a source for all clocks, is a divided-down output of the
Main PLL (referred to as the System PLL in some cases) or X1 external clock input, as defined by the
SPLLCKEN bit of the SYSPLLCTL register. There is also a second oscillator that internally generates two
clocks: 32KHZCLK and 10MHZCLK, as shown in the figure above.

The 32KHZCLK, 10MHZCLK, and OSCCLK clocks are used by the master subsystem as possible
sources for the deep sleep clock.

The Cortex-M3 master subsystem operates in one of three modes: run mode, sleep mode, or deep sleep
mode. Refer to Section 1.9 for more details on sleep mode and deep sleep mode of operation.

As shown in Figure 1-11, PLLSYSCLK is either derived from the output of the PLL (when the PLL is
enabled and locked) or from the MAIN OSC clock directly (when the PLL is bypassed or turned OFF)
divided by the SYSDIVSEL divider. This PLLSYSCLK is the input clock for the control subsystem and the
M3 system divider (M3SYSDIVSEL) whose output becomes M3SSCLK input to the master subsystem.

During Cortex-M3 normal mode of operation, the master subsystem is clocked by M3SSCLK and all the
master subsystem peripherals when enabled are clocked by M3SSCLK as configured in the RCGCx
registers. An exception is the Watchdog Timer 1 module which is clocked by OSCKCLK directly. The
USBPLL and CAN modules have the option to choose a clock source other than OSCCLK as shown in
Figure 1-11. Refer to the respective sections for more details on USB and CAN clocking configurations.
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For power saving purposes, the master subsystem Cortext-M3 RCGCx (run mode clock configuration),
SCGCx (sleep mode clock configuration), and DSCGCx (deep sleep mode clock configuration) registers
are used to control the clocks to each module, while the Cortext-M3 CPU is in run, sleep and deep sleep
modes, respectively. These modes are defined below.

Run Mode In run mode, the M3 CPU actively executes code. Run mode provides normal
operation of the M3 CPU and all of the peripherals on the M3 subsystem, currently
enabled by the RCGCx registers.

Sleep Mode In sleep mode, the clock frequency of the active peripherals is unchanged, but the M3
CPU and its memory subsystem are not clocked and therefore no longer execute
code. Sleep mode is entered by the Cortex-M3 core executing a WFI (Wait for
Interrupt) instruction. Any properly configured interrupt event in the system brings the
processor back into run mode. See the system control NVIC section of the ARM®
Cortex-M3 Technical Reference Manual for more details. Peripherals enabled in the
SCGCx register are clocked when auto-clock gating is enabled (RCC register) or the
RCGCx register when the auto-clock gating is disabled. The M3 subsystem clock
frequency is the same as during run mode.

Note: This mode is equivalent to the conventional IDLE mode in C2000 devices.

Deep-Sleep In deep-sleep mode, the clock frequency of the active peripherals may change

Mode: (depending on the deep sleep mode clock configuration) in addition to the M3 CPU
clock being stopped. An interrupt returns the M3 CPU to run mode by a request from
the code. Deep-sleep mode is entered by first writing the deep sleep enable bit in the
ARM Cortex-M3 NVIC system control register and then executing a WFI instruction.
Any properly configured interrupt event in the system brings the processor back into
Run mode. See the system control NVIC section of the ARM® Cortex-M3 Technical
Reference Manual for more details.

The device configuration registers which act as write masks to the above clock configuration registers are
DC1, DC2, DC4, DC6, and DC10. Refer to Section 1.13.1 for more details on device configuration
registers.

The Cortex-M3 processor and the memory subsystem are not clocked. Peripherals are clocked that are
enabled in the DCGCXx register when auto-clock gating is enabled (see the RCC register), or the RCGCx
register when auto-clock gating is disabled. The system clock source in deep-sleep mode is specified in
the DSLPCLKCFG register. The DSLPCLKCFG register is used to choose one of three clock sources,
namely the MAIN OSCCLK (X1/X2) or the INTOSC (10 MHz) clock or 32 kHz clock. The main oscillator
macros can be powered-down in deep sleep mode if either the 10 MHz or 32 kHz is chosen as the clock.

If the PLL is running at the time of the WFI instruction during deep-sleep mode, hardware powers the PLL
down. The ACG bit in the RCC register determines the clock gating controls in deep sleep mode, and the
clock frequency is determined by the DSDIVORIDE setting in the DSLPCLKCFG register with up to /16 or
/64, respectively. When the deep-sleep exit event occurs, hardware brings the system clock back to the
source and frequency it had at the onset of deep-sleep mode before enabling the clocks that had been
stopped during the deep-sleep duration.
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NOTE: [1] In deep sleep mode, if the application wants to wake up using the CAN or USB modules
as configured by the respective DSCGC register bits, it is possible to do so. But the USB
PLL is turned off, since generation of the wake up signal from the USB controller does not
need a proper clock.

[2] The deep sleep clock as configured by the DSLPCLKCFG register, followed by the
M3SSDIVSEL register, becomes the M3_SS_CLK input to the CANBCLKSEL logic. Software
can decide to use either of the same three clock sources to the CAN bit clock as decided by
the CANBCLKSEL register configuration.

[3] Below describes which clock will drive which peripherals in deep sleep mode:
«  For M3 peripherals in deep sleep mode, the clock will be divided by the deep-sleep
divider followed by the M3_SS divider.

« For C28 peripherals in deep sleep mode, the clock will be divided by the deep sleep
divider only.

1.8.4 Control Subsystem Clocking

The input clock to the C28x processor is the C28CLKIN, (refer to Figure 1-12) which is the same as
PLLSYSCLK coming from the master subsystem when clocking to the control subsystem is enabled (refer
to the CCLKOFF register for more details). As mentioned previously, PLLSYSCLK is either derived from
the output of the PLL (when the PLL is enabled and locked) or from the MAIN OSCCLK directly (when the
PLL is bypassed or turned off), divided by the SYSDIVSEL divider.

The control subsystem, by default after a reset, will not be able to configure the PLL and SYSDIVSEL
registers. The PLL and SYSDIVSEL configuration is read-only for the control subsystem while the master
subsystem can configure them as needed. To enable the ability to configure clocking from the control
subsystem, there is a provision provided where the control subsystem can claim the ownership of clocking
control and configure the PLL and SYSDIVSEL as needed.

The C28x processor outputs two clocks: C28CPUCLK and C28SYSCLK. The control subsystem operates
in one of three modes: normal mode, idle mode, or standby mode.

Figure 1-12 shows the clocking control on the control subsystem.
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Figure 1-12. Control Subsystem Clocks and Low Power Mode Configuration
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1.8.4.1 C28x Normal Mode

In normal mode, the C28x processor, most memory, and most of the peripherals are clocked by the
C28SYSCLK, which is derived from the C28CLKIN input clock to the C28x processor. The remainder of
the memories, FPU, VCU, PIE, and three timers are clocked by C28CPUCLK, which is also derived from
the C28CLKIN. Timer 2 can be clocked by TMR2CLK, which is a divided-down version of one of three
source clocks: C28SYSCLK, OSCCLK, or 10 MHZCLK as selected by the CLKCTL register.

Additionally, the LOSPCP register can be programmed to provide a low-speed clock (C28LSPCLK) to the

SCI, SPI, and McBSP peripherals. Clock gating for individual peripherals is defined inside the

PCLKCRO,1, and 3 registers. Execution of the IDLE instruction stops the C28x processor from clocking
and activates the IDLES signal. The IDLES signal is gated with two LPM bits of the CLPMCRO register to
enter the control subsystem into idle mode or standby mode.

Refer to Section 1.9 for more details on these registers.
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1.8.4.2 C28x Idle Mode

In idle mode, the C28x processor stops executing instructions and the C28CPUCLK is turned off. The
C28SYSCLK continues to run. Exit from idle mode is accomplished by any enabled interrupt or the
C28NMIINT (C28x non-maskable interrupt). Upon exit from idle mode, the C28CPUCLK is restored. If
LPMWAKE interrupt is enabled, the LPMWAKE ISR is executed. Next, the C28x processor starts fetching
instructions from a location immediately following the IDLE instruction that originally triggered the idle
mode.

1.8.4.3 C28x Standby Mode

In standby mode, the C28x processor stops executing instructions and the C28CLKIN, C28CPUCLK, and
C28SYSCLK are turned off. Exit from Standby Mode is accomplished by one of 64 GPIOs from the
GPIO_MUX block, or MTOCIPCINT2 (interrupt from the MTOC IPC peripheral). The wakeup GPIO
selected inside the GPIO_MUX block enters the Qualification Block as the LPMWAKE signal. Inside the
Qualification Block, the LPMWAKE signal is qualified per the QUALSTDBY bits (bits [7:2] of the
CLPMCRO register) before propagating into the wake request logic. Upon exit from STANDBY Mode, the
C28CLKIN, C28SYSCLK, and C28CPUCLK are restored. If the LPMWAKE interrupt is enabled, the
LPMWAKE ISR is executed. Next, the C28x processor starts fetching instructions from a location
immediately following the IDLE instruction that originally triggered the Standby Mode.

1.8.4.4 Control Peripherals Clocking

The clocking control for the C28 subsystem is done with the PCLKCRO, PCLKCR1, PCLKCR2, and
PCLKCR3 registers. These registers are accessible only by the C28 CPU and are similar to earlier C2000
family of devices.

Figure 1-13 shows various clock domain on the control subsystem.
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Figure 1-13. Control Subsystem Peripherals Clocking
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1.8.4.5 Enabling/Disabling Clocks to the Peripheral Modules

The PCLKCRO0/1/2/3 registers enable/disable clocks to the various peripheral modules. There is a 2-
SYSCLKOUT cycle delay from when a write to the PCLKCRO0/1/2/3 registers occurs to when the action is
valid. This delay must be taken into account before attempting to access the peripheral configuration
registers. Due to the peripheral-GPIO multiplexing at the pin level, all peripherals cannot be used at the
same time. While it is possible to turn on the clocks to all the peripherals at the same time, such a
configuration may not be useful. If this is done, the current drawn will be more than required. To avoid this,
only enable the clocks required by the application.
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1.8.4.6 Configuring the Low-Speed Peripheral Clock Prescaler

The low-speed peripheral clock prescale (CLOSPCP) registers are used to configure the low-speed
peripheral clocks. See Figure 1-130 for the CLOSPCP layout.

1.8.4.7 Configuring Device Clock Domains

1.8.5

The CLKCTL register on the control subsystem can be used to choose between the available clock
sources for the Timer 2 clock. TMR2CLK, as shown in Figure 1-13, is the clock source for Timer 2 on the
control subsystem.

Clocking Control Semaphore Functionality

PLL configuration (SYSPLLCTL, SYSPLLMULT, SYSPLLSTS) and SYSDIVSEL configuration are only
accessible by the master subsystem by default, but the control subsystem can request access to these
registers which configure the PLL and SYSDIVSEL by using the clocking control semaphore logic. After
the control subsystem is finished with clock configurations, it can return control back to the master
subsystem. To request access to the control clock configuration and to return the control back to the
previous owner of clock configurations, each subsystem is provided with a clock control semaphore
register. This register is called MCLKREQUEST on the master subsystem, and CLKREQUEST on the
control subsystem. Both registers always reflect the same value when both the master subsystem and
control subsystem write to MCLKREQUEST and CCLKREQUEST, respectively, at the same time. Then,
master subsystem writes are given priority.

By default on power-up or reset, the "SEM" bits (bits 1,0) in the MCLKREQUEST and CCLKREQUEST
registers are set to 0,0. When these bits are "0,0" or "1,0" or "1,1" respectively, the master subsystem
owns the clocking control semaphore and can read/write to the clocking control registers. When the
master subsystem owns the clocking control semaphore, all the clocking control registers are READ-
ONLY by the control subsystem.

When SEM bits are set to "0,1" respectively, the control subsystem owns the clocking control semaphore
and can read/write to the clocking control registers. At this time, these registers are READ-ONLY for the
master subsystem.

Registers which can be accessed by the subsystem which owns the clocking control semaphore currently
are: SYSPLLCTL, SYSPLLMULT, SYSPLLSTS, and SYSDIVSEL.

For the master subsystem to own the clocking control registers:

» The SEM bits (bits 1,0) in the MCLKREQUEST register must be set to "0,0", "1,1" or "1,0" for the
master subsystem to be able to read/write to the clocking control registers.

» If the SEM bits (bits 1,0) in the MCLKREQUEST register are set to "1,0", the clocking control
semaphore is owned by the master subsystem. The control subsystem cannot gain this semaphore,
and thus cannot gain access to the clocking control registers when the SEM bits are in this state.

e If the SEM bits (bits 1,0) in the MCLKREQUEST register are set to "0,1", the clocking control
semaphore is owned by the control subsystem and the master subsystem cannot have access to the
clocking control registers at this point. Therefore, it cannot set the SEM bits back to "0,0" or "1,1" or
"1,0". Only the control subsystem can set the SEM bits to "0,0", "1,1" or "1,0" after they are set to "0,1."

If the user is configuring the clocking registers on the master subsystem, it is advised to set the SEM bits
in the MCLKREQUEST register to "1,0" at least until clock setup is completed. This keeps the software
running on the control subsystem from trying to gain access to the clocking registers while the master
subsystem is configuring them.

For the control subsystem to own the clocking control registers:

* The SEM bits (bits 1,0) in the CCLKKREQUEST register must be set to "0,1" for the control subsystem
to be able to read/write to the clocking control registers.

* Once the SEM bits are set to "0,1" in the CCLKREQUEST register by the control subsystem or in the
MCLKREQUEST register by the master susbystem, then only the control subsystem will be able to set
the SEM bits back to "0,0", "1,1" or "1,0" to give access back to the master subsystem.

» If the SEM bits (bits 1,0) in the CCLKREQUEST register are set to "1,0", the clocking control
semaphore is with the master subsystem and the control subsystem cannot have access to the
clocking control registers at this point. It also cannot set the SEM bits to "0,1". Only the master
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1.8.6

subsystem can set the SEM bits back to "0,0" or "1,1".

As explained above, it must be noted that the SEM bits in the CCLKREQUEST register can only be set to
"0,1" when the current state of the SEM bits are either "0,0" or "1,1". Also the SEM bits in the
MCLKREQUEST register can only be set to "1,0" when the current state of the SEM bits are either "0,0"
or"1,1".

ACIB and Analog Peripherals Clocking

The ACIB and analog peripherals that are accessible through the ACIB are clocked by the PLLSYSCLK
divided by the divider configured in the CCLKCTL register. As shown in Figure 1-12, this clock is referred
to as ASYSCLK.

Only the control subsystem can configure the divider in the CCLKCTL register. Refer to the device data
manual for more details on the ASYSCLK MIN/MAX requirements. To configure the clock for the analog
subsystem, it is advised that the user call the Tl-provided function in C-OTP (control subsystem OTP, refer
to the memory map of this device). This function is explained in Tl-provided analog OTP functions in the
Analog Subsystem chapter. It is advised that this function is called with a proper divider value as a
parameter based on user clock configuration requirements on the device during the application
initialization process.

1.8.6.1 MCIBSTATUS and CCIBSTATUS

1.8.7

Both the master subsystem and control subsystem can monitor the status of the ACIB by looking at these
registers. The CIBBUSCLKCNT bits (8-15) of both the MCIBSTATUS and CCIBSTATUS registers are
incremented by the ASYSCLK. Users can use this counter to know if the ACIB is functional.

Bit 0 (APGOODSTS) of both these registers shows the status of the analog subsystem's power.

Bits 1 and 2 (READY and INTS bits) show the state of the ACIB READY and ACIB INTS signals which
can be monitored for what caused an ACIBERR error.

The INTS signal will be stuck if there is no response on any of the analog peripheral interrupt lines that
are connected through the ACIB. The READY signal will also be stuck if any of the reads/writes do not go
through the ACIB.

Configuring XCLKOUT

To aid in debugging of the master subsystem and control subsystem, PF2_GPI034 can be configured for
XCLKOUT operation. Refer to the GPIOs chapter of this document on how to configure this GPIO for
XCLKOUT operation.

XCLKOUT on this device is either PLLSYSCLK, M3SSCLK, or C28SYSCLK as chosen by the
XPLLCLKOUTDIV bits set in the XPLLCLKCFG register as shown in Figure 1-12. Note that only the
master subsystem can configure the XCLKOUT divider. Refer to the XPLLCLKCFG and CXCLK register
descriptions for more details.
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1.8.8 32-Bit CPU Timers 0/1/2
This section describes the three 32-bit CPU-timers (TIMERO/1/2) shown in (Figure 1-14).

CPU Timer-0 and CPU-Timer 1 can be used in user applications. Timer 2 is reserved for DSP/BIOS. If the
application is not using DSP/BIOS, then Timer 2 can be used in the application. The CPU-timer interrupt
signals (TINTO, TINT1, TINTZ2) are connected as shown in Figure 1-15.

Figure 1-14. CPU-Timers
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A The timer registers are connected to the Memory Bus of the C28x processor.
B  The timing of the CPU timers are synchronized to SYSCLKOUT of the processor clock.
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The general operation of the CPU-timer is as follows: The 32-bit counter register TIMH:TIM is loaded with
the value in the period register PRDH:PRD. The counter decrements once every (TPR[TDDRH:TDDR]+1)
SYSCLKOUT cycles, where TDDRH:TDDR is the timer divider. When the counter reaches 0, a timer
interrupt output signal generates an interrupt pulse. The registers listed in Table 1-16 are used to
configure the timers.

Table 1-16. CPU-Timers 0, 1, 2 Configuration and Control Registers

Name Address Size (x16) Description Bit Description
TIMEROTIM 0x0C00 1 CPU-Timer 0, Counter Register Figure 1-16
TIMEROTIMH 0x0C01 1 CPU-Timer 0, Counter Register High Figure 1-17
TIMEROPRD 0x0C02 1 CPU-Timer 0, Period Register Figure 1-18
TIMEROPRDH 0x0C03 1 CPU-Timer 0, Period Register High Figure 1-19
TIMEROTCR 0x0C04 1 CPU-Timer 0, Control Register Figure 1-20
TIMEROTPR 0x0C06 1 CPU-Timer 0, Prescale Register Figure 1-21
TIMEROTPRH 0x0C07 1 CPU-Timer 0, Prescale Register High Figure 1-22
TIMER1TIM 0x0C08 1 CPU-Timer 1, Counter Register Figure 1-16
TIMER1TIMH 0x0C09 1 CPU-Timer 1, Counter Register High Figure 1-17
TIMER1PRD 0x0COA 1 CPU-Timer 1, Period Register Figure 1-18
TIMER1PRDH 0x0C0B 1 CPU-Timer 1, Period Register High Figure 1-19
TIMER1TCR 0x0CoC 1 CPU-Timer 1, Control Register Figure 1-20
TIMER1TPR 0x0COE 1 CPU-Timer 1, Prescale Register Figure 1-21
TIMER1TPRH 0x0COF 1 CPU-Timer 1, Prescale Register High Figure 1-22
TIMER2TIM 0x0C10 1 CPU-Timer 2, Counter Register Figure 1-16
TIMER2TIMH 0x0C11 1 CPU-Timer 2, Counter Register High Figure 1-17
TIMER2PRD 0x0C12 1 CPU-Timer 2, Period Register Figure 1-18
TIMER2PRDH 0x0C13 1 CPU-Timer 2, Period Register High Figure 1-19
TIMER2TCR 0x0C14 1 CPU-Timer 2, Control Register Figure 1-20
TIMER2TPR 0x0C16 1 CPU-Timer 2, Prescale Register Figure 1-21
TIMER2TPRH 0x0C17 1 CPU-Timer 2, Prescale Register High Figure 1-22

Figure 1-16. TIMERXTIM Register (x =0, 1, 2)

TIM

R/W-0

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-17. TIMERXTIM Register Field Descriptions

Bits

Field

Description

15-0

TIM

CPU-Timer Counter Registers (TIMH:TIM): The TIM register holds the low 16 bits of the current 32-bit count
of the timer. The TIMH register holds the high 16 bits of the current 32-bit count of the timer. The TIMH:TIM
decrements by one every (TDDRH:TDDR+1) clock cycles, where TDDRH:TDDR is the timer prescale divide-
down value. When the TIMH:TIM decrements to zero, the TIMH:TIM register is reloaded with the period
value contained in the PRDH:PRD registers. The timer interrupt (TINT) signal is generated.

15

Figure 1-17. TIMERXTIMH Register (x =0, 1, 2)

TIMH

R/W-0

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset
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Table 1-18. TIMERXTIMH Register Field Descriptions

Bits Field Description
15-0 TIMH See description for TIMERXTIM.
Figure 1-18. TIMERXPRD Register (x =0, 1, 2)
15 0
PRD
R/W-0

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-19. TIMERXPRD Register Field Descriptions

Bits

Field

Description

15-0

PRD

CPU-Timer Period Registers (PRDH:PRD): The PRD register holds the low 16 bits of the 32-bit period. The
PRDH register holds the high 16 bits of the 32-bit period. When the TIMH:TIM decrements to zero, the
TIMH:TIM register is reloaded with the period value contained in the PRDH:PRD registers, at the start of
the next timer input clock cycle (the output of the prescaler). The PRDH:PRD contents are also loaded into
the TIMH:TIM when you set the timer reload bit (TRB) in the Timer Control Register (TCR).

15

Figure 1-19. TIMERXPRDH Register (x = 0, 1, 2)

PRDH

R/W-0

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-20. TIMERXPRDH Register Field Descriptions

Bits Field Description
15-0 |PRDH See description for TIMERXPRD
Figure 1-20. TIMERXTCR Register (x =0, 1, 2)
15 13 12 11 10 8
TIF Reserved FREE |  SOFT Reserved
R/W-0 R/W-0 R-0 R/W-0 R/W-0 R-0
7 5 4 3 0
‘ Reserved ‘ TRB TSS ‘ Reserved ‘
R-0 R/W-0 R/W-0 R-0

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-21. TIMERXTCR Register Field Descriptions

Bits

Field

Value

Description

15

TIF

CPU-Timer Interrupt Flag

interrupt.

TIF indicates whether a timer overflow has happened since TIF was last cleared. TIF is
not cleared automatically and does not need to be cleared to enable the next timer

0 The CPU-Timer has not decremented to zero.

Writes of O are ignored.

1 This flag gets set when the CPU-timer decrements to zero.

Writing a 1 to this bit clears the flag.
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Table 1-21. TIMERXTCR Register Field Descriptions (continued)

Bits Field Value Description
14 | TIE CPU-Timer Interrupt Enable.
The CPU-Timer interrupt is disabled.
The CPU-Timer interrupt is enabled. If the timer decrements to zero, and TIE is set, the
timer asserts its interrupt request.
13-12 | Reserved Reserved
11-10 | FREE CPU-Timer Emulation Modes: These bits are special emulation bits that determine the
SOFT state of the timer when a breakpoint is encountered in the high-level language
debugger. If the FREE bit is set to 1, then, upon a software breakpoint, the timer
continues to run (that is, free runs). In this case, SOFT is a don't care. But if FREE is 0,
then SOFT takes effect. In this case, if SOFT = 0, the timer halts the next time the
TIMH:TIM decrements. If the SOFT bit is 1, then the timer halts when the TIMH:TIM
has decremented to zero.
FREE  SOFT | CPU-Timer Emulation Mode
0 0 Stop after the next decrement of the TIMH:TIM (hard stop)
0 1 Stop after the TIMH:TIM decrements to 0 (soft stop)
1 0 Free run
1 1 Free run
In the SOFT STOP mode, the timer generates an interrupt before shutting down (since
reaching 0 is the interrupt causing condition).
9-6 |Reserved Reserved
5 |TRB CPU-Timer Reload bit.
The TRB bit is always read as zero. Writes of 0 are ignored.
When you write a 1 to TRB, the TIMH:TIM is loaded with the value in the PRDH:PRD,
and the prescaler counter (PSCH:PSC) is loaded with the value in the timer divide-
down register (TDDRH:TDDR).
4 TSS CPU-Timer stop status bit. TSS is a 1-bit flag that stops or starts the CPU-timer.
0 Reads of 0 indicate the CPU-timer is running.
To start or restart the CPU-timer, set TSS to 0. At reset, TSS is cleared to 0 and the
CPU-timer immediately starts.
1 Reads of 1 indicate that the CPU-timer is stopped.
To stop the CPU-timer, set TSS to 1.
3-0 | Reserved Reserved
Figure 1-21. TIMERXTPR Register (x =0, 1, 2)
15 8 7 0
PSC \ TDDR
R-0 R/W-0

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-22. TIMERXTPR Register Field Descriptions

Bits

Field

Description

15-8

PSC

CPU-Timer Prescale Counter. These bits hold the current prescale count for the timer. For every timer clock
source cycle that the PSCH:PSC value is greater than 0, the PSCH:PSC decrements by one. One timer clock
(output of the timer prescaler) cycle after the PSCH:PSC reaches 0, the PSCH:PSC is loaded with the contents
of the TDDRH:TDDR, and the timer counter register (TIMH:TIM) decrements by one. The PSCH:PSC is also
reloaded whenever the timer reload bit (TRB) is set by software. The PSCH:PSC can be checked by reading
the register, but it cannot be set directly. It must get its value from the timer divide-down register
(TDDRH:TDDR). At reset, the PSCH:PSC is set to 0.

7-0

TDDR

CPU-Timer Divide-Down. Every (TDDRH:TDDR + 1) timer clock source cycles, the timer counter register
(TIMH:TIM) decrements by one. At reset, the TDDRH:TDDR bits are cleared to 0. To increase the overall timer
count by an integer factor, write this factor minus one to the TDDRH:TDDR bits. When the prescaler counter
(PSCH:PSC) value is 0, one timer clock source cycle later, the contents of the TDDRH:TDDR reload the
PSCH:PSC, and the TIMH:TIM decrements by one. TDDRH:TDDR also reloads the PSCH:PSC whenever the
timer reload bit (TRB) is set by software.
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Figure 1-22. TIMERXTPRH Register (x =0, 1, 2)
15 8 7 0
PSCH \ TDDRH |
R-0 R/W-0

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-23. TIMERXTPRH Register Field Descriptions

Bits Field Description
15-8 PSCH See description of TIMERXTPR.
7-0 TDDRH See description of TIMERXTPR.

1.9 Low Power Modes

1.9.1 Low-Power Modes

The device can operate in various low-power modes. The entry and exit from low power modes on both
the subsystems is controlled by separate logic, except in the deep sleep mode which is common to the
entire device. All the below summarized low power modes are useful to conserve active power in the
device.

Table 1-24 shows the state of the M3 and C28 subsystems for the low-power modes.

Table 1-24. Device Low Power Modes for Active Power Reduction

PLL M3 CPU Master Subsystem C28 CPU Control Subsystem

On Sleep mode Active Active Active

(decided by (M3 SS CLK full speed) | (CLKIN, CPUCLK, (SYSCLK on)

SYSCLKCTL register) SYSCLK on)

On Idle Active
(CLKIN on, CPUCLK off, | (SYSCLK on)
SYSCLK on)
Standby Stand by
(CLKIN off, CPUCLK off, | (SYSCLK off)
SYSCLK off)

Off Deep Sleep mode Deep sleep mode Standby Stand by
(CLKIN off, CPUCLK off, | (SYSCLK off)
SYSCLK off)

The master subsystem can be put in either sleep or deep-sleep low-power mode.

Allowed control subsystem modes when the master subsystem is in SLEEP mode are:
» Active mode

» Idle mode

» Standby mode

Allowed control subsystem mode when the master subsystem is in DEEPSLEEP mode is:
» Standby mode ONLY

It is expected that when the M3 subsystem is in the deep-sleep mode, the C28 subsystem is not in normal
power mode. In other words, the M3 subsystem can enter deep sleep only when the C28 subsystem is in
STANDBY mode. The low-power modes of individual subsystems are described in more detail in the
following sections.

1.9.1.1 Master Subsystem Low-Power Modes Configuration

The master subsystem has the following low-power modes:
» Sleep mode
» Deep-sleep mode
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Table 1-25 summarizes the low-power modes on the M3 subsystem.
Table 1-25. M3 Subsystem Low-Power Modes
Mode Enter Using Oscillator clock PLL X1, X2 FCLK to M3 | HCLK to M3 Exit
(can be CPU CPU
turned off /
on
depending
on
SYSCLKCT
L register)

SLEEP® Sleep Now on on on on off Any event
WFE / WFI for WFE /
instructions Any interrupt

for WFI
Sleep on Exit on on on on off Any event
Set Sleep-on-exit bit for WFE /
of Any interrupt
Cortex M3 for WFI
SYSCTRL register
+WFE/WFI
DEEP Set SLEEPDEEP bit On but lower off On on off Any event
SLEEP®W @ of frequency® for WFE /
Cortex M3 (Refer to the Any interrupt
SYSCTRL register DSLPCLKCFG for WFI
+ Sleep now or register)
Sleep-on-exit

@ The low-power mode clock gating scheme will suppress the debug accesses in sleep and deep sleep mode.
@ |f the user exits deep-sleep mode, the user must not re-enter this mode within 5us otherwise the PLL timing may get affected.

®  Turning OSC off in deep-sleep mode is not supported.

The SLEEPDEEP bit of the System Control (SYSCTRL) register selects which sleep mode is used. Refer
to the SYSCTRL register description in the Cortex-M3 Peripherals chapter for more details.

1.9.1.1.1 Entering Low-Power Mode
This section describes the mechanisms for entering low-power mode and the conditions for waking up
from low-power mode, both of which apply to sleep mode and deep-sleep mode.

The only distinguishing factor between selecting sleep or deep sleep as the system’s low-power mode is
the SLEEPDEEP bit of the M3 System Control (SYSCTRL) register. The value of this bit indicates the low-
power mode selection for the system.

SLEEPDEEP Value

Description

0

Use sleep mode as the low power mode

1

Use deep-sleep mode as the low power mode

All the mechanisms below can be used to enter either sleep or deep sleep mode.

1.9.1.1.1.1 WAIT For INTERRUPT

The wait for interrupt instruction, WFI, causes immediate entry to sleep mode unless the wake-up
condition is true (see Section 1.9.1.1.1.5). When the processor executes a WFI instruction, it stops
executing instructions and enters sleep mode. See the Cortex™-M3 Instruction Set Technical User's

Manual for more information.
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1.9.1.1.1.2 WAIT For EVENT

The wait for event instruction, WFE, causes entry to sleep mode depending on the value of a one-bit
event register. When the processor executes a WFE instruction, it checks the event register. If the register
is 0, the processor stops executing instructions and enters sleep mode. If the register is 1, the processor
clears the register and continues executing instructions without entering sleep mode. If the event register
is 1, the processor must not enter sleep mode on execution of a WFE instruction. Typically, this situation
occurs if an SEV instruction has been executed. Software cannot access this register directly. See the
Cortex™-M3 Instruction Set Technical User's Manual for more information.

1.9.1.1.1.3 SLEEP-ON-EXIT

If the SLEEPEXIT bit of the SYSCTRL register is set, when the processor completes the execution of an
exception handler, it returns to thread mode and immediately enters sleep mode. This mechanism can be
used in applications that only require the processor to run when an exception occurs.

1.9.1.1.1.4 WAKE UP From Low-Power Mode

The conditions for the processor to wake up depend on the mechanism that cause it to enter low-power
mode.

1.9.1.1.1.5 WAKE UP From WFI or SLEEP-ON-EXIT

Normally, the processor wakes up only when it detects an exception with sufficient priority to cause
exception entry. Some embedded systems might have to execute system restore tasks after the processor
wakes up and before executing an interrupt handler. Entry to the interrupt handler can be delayed by
setting the PRIMASK bit and clearing the FAULTMASK bit. If an interrupt arrives that is enabled and has a
higher priority than a current exception priority, the processor wakes up but does not execute the interrupt
handler until the processor clears the PRIMASK bit. For more information about the PRIMASK and
FAULTMASK registers, refer to the register descriptions section under the Cortex-M3 Processor,
Programming Model section.

19.1.1.1.6 WAKE UP FROM WFE

The processor wakes up if it detects an exception with sufficient priority to cause exception entry. In
addition, if the SEVONPEND bit in the SYSCTRL register is set, any new pending interrupt triggers an
event and wakes up the processor even if the interrupt is disabled or has insufficient priority to cause
exception entry. For more information about SYSCTRL, Please refer to the register description under the
System Control Block section of the Cortex-M3 Peripherals chapter.

NOTE: When the M3 subsystem and the device are in deep-sleep mode, wake-up should only
happen from the M3 subsystem since it is the master. Wake-up should not happen from the
C28 subsystem. This needs to be taken care of by the application.

The clocking is explained in detail in the Clock Control section. For more information about the clocking of
the sleep modes, see the Master Subsystem Clocking and Control Subsystem Clocking sections. For
more details on M3 power modes, please refer to the Power Management Chapter of the Cortex™-M3
Technical Reference Manual.

1.9.1.2 Control Subsystem Low-Power Modes Configuration

Table 1-26 summarizes the various low-power modes.

SPRUHES8E —October 2012—-Revised November 2019 System Control and Interrupts 143
Submit Documentation Feedback

Copyright © 2012-2019, Texas Instruments Incorporated


http://www.ti.com
http://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUHE8E

13 TEXAS

INSTRUMENTS
Low Power Modes www.ti.com
Table 1-26. Low-Power Modes Configuration
Mode C28 LPMCRO OSCCLK CLKIN to C28 CPUCLK SYSCLKOUT Exit @
register CPU
Bits [1:0]
Normal X, X On On On On -
IDLE 0,0 On On Off On XRSn®,
Any Enabled
Cc28
Interrupt,C28
NMI
STANDBY ®)] 0,1 On Off Off Off XRSn®
,GPIO0.async to
GPl0O63.async®
MTOCIPCINT2

@ The Exit column lists which signals or under what conditions the low power mode will be exited. A low signal, on any of the
signals, will exit the low power condition. This signal must be kept low long enough for an interrupt to be recognized by the
device. Otherwise the IDLE mode will not be exited and the device will go back into the indicated low power mode

@ |f the control subsystem receives an XRS while in low power mode, it will reset the control subsystem.

® In the device, the M3 CPU is the master. It is expected that when the M3 subsystem is in deep-sleep mode, the C28 subsystem
will also be in a low power mode. When the M3 subsystem is in deep-sleep mode, the C28 subsystem is not expected to be in
normal power mode. In other words, the M3 subsystem can enter deep-sleep only when the C28 subsystem is in STANDBY
mode.

@ The GPIOO0.async to GPIO63.async are the asynchronous version of the input signal which come straight from the pin before
any qualification or synchronization inside GP1O. The qualification is done with the OSC clock inside the C28 LPM block

1.9.1.2.1 Entering Low-Power Mode

The system enters low-power mode upon execution of the IDLE instruction. The low-power mode bits
(LPM, [1:0]) of the CLPMCRO register are only valid when the IDLE instruction is executed. The user must
set the LPM bits to the appropriate mode before executing the IDLE instruction.

Refer to the TMS320C28x DSP CPU and Instruction Set Reference Guide, SPRU430, which describes
the assembly language instructions of the TMS320C28x device.

1.9.1.2.1.1 IDLE Mode

If the CLPMCRO bits [1:0] are set to (0, 0) and upon execution of an IDLE instruction, the processor stops
executing further and enters into IDLE mode. The LPM block performs no tasks during this mode until a
valid wakeup condition occurs.

1.9.1.2.1.2 Standby Mode

If the CLPMCRO bits [1:0] are set to (0, 1) and upon execution of an IDLE instruction, the processor stops
executing further and enters into STANDBY mode. The LPM block performs no tasks during this mode
until a valid wakeup condition occurs. Refer to the Low-Power Modes Registers section of this document
for CLPMCRO register details.

1.9.1.2.2 Wake UP From Low-Power Mode

1.9.1.2.2.1 Idle Mode

This mode is exited by any enabled C28 interrupt that is recognized by the processor or the C28NMIINT
(C28x Non-maskable interrupt).

1.9.1.2.2.2 Standby Mode

Any GPIO port signal (0 to 63) or MTOCIPCINT2 (interrupt from MTOC IPC peripheral) can wake the
device from STANDBY mode. To use the GPIO wakeup, the user must select which signal(s) will wake
the device in the GPIOLPMSELXx register. The selected signal(s) are also qualified by the OSCCLK before
waking the control subsystem, depending on the QUALSTDBY bits (bits [7:2] of the CLPMCRO register) .

Refer to the GPIOs chapter for more details on the GPIOLPMSELX registers.
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1.10 Code Security Module (CSM)

The Code Security Module (CSM) is a security feature incorporated in this device. It prevents direct data
accesses of on-chip secure memories (and other secure resources) by unauthorized entities. Unsecure or
unlocked resources will still remain accessible by any means; for example, through a debugging tool such
as Code Composer Studio™(CCS).

DISCLAIMER: CODE SECURITY MODULE DISCLAIMER

The Code Security Module (CSM) included on this device was designed to help protect the contents
stored in the associated memory (password protection).

TI DOES NOT, HOWEVER, WARRANT OR REPRESENT THAT THE CSM CANNOT BE
COMPROMISED OR BREACHED OR THAT THE CONTENTS STORED IN THE ASSOCIATED
MEMORY CANNOT BE ACCESSED THROUGH OTHER MEANS. THE CSM HELPS TO ADDRESS
CERTAIN SECURITY THREATS TO CODE CONFIDENTIALITY, BUT THE CUSTOMER IS SOLELY
RESPONSIBLE FOR THE SECURITY OF THEIR DATA AND SYSTEMS AND NEEDS TO IMPLEMENT
SUFFICIENT SECURITY MEASURES.

1.10.1 Functional Description

The security module restricts CPU access to on-chip secure memory without interrupting or stalling CPU
execution. When a read occurs to a protected memory location, the read returns a zero value and CPU
execution continues with the next instruction. This, in effect, blocks read and write access to various
memories through the JTAG port or external peripherals. Security is defined with respect to the access of
on-chip secure memories and prevents unauthorized copying of proprietary code or data.

The memory zone is secure when CPU access to the on-chip secure memories associated with that zone
is restricted. When secure, two levels of protection are possible depending on where the program counter
is currently pointing. If code is currently running from inside secure memory, only an access through JTAG
is blocked (that is, through the debug probe). This allows secure code to access secure data. Conversely,
if code is running from unsecure memory, all accesses to secure memories are blocked. User code can
dynamically jump in and out of secure memory, thereby allowing secure function calls from unsecure
memory. Similarly, interrupt service routines can be placed in secure memory, even if the main program
loop is run from unsecure memory.

The code security mechanism present in this device offers dual zone security for the Cortex-M3 code and
single zone security for the C28x code. In case of dual zone security on the master subsystem, different
secure memories (RAMs and flash sectors) can be assigned to different security zones by configuring the
GRABRAM and GRABSECT registers assocated with each zone. Flash sector N and flash sector A are
dedicated to zonel and zone2, respectively, and cannot be allocated to any other zone by configuration
registers. Table 1-27 shows the status of a RAM based on the configuration in the GRABRAM register.

Similarly, flash sectors get assigned to different zones based on the setting in the GRABSECT registers.

Table 1-27. Master Subsystem Secure RAM Zone Selection

Zl_(SRRAABBI'\;irIQ/Igt;;SiSter GRAB-Cn bits in Z2_GRABRAMR Register Ownership
00 XX Cx RAM is inaccessible
XX 00 Cx RAM is inaccessible
Differential Value(01/10) Differential Value (01/10) Cx RAM is inaccessible
Differential Value(01/10) 11 Cx RAM belongs to zonel
11 Differential Value(01/10) Cx RAM belongs to zone2
11 11 Cx RAM is non-secure

Security is provided by a CSM password of 128-bits (four 32-bit words) that is used to secure or unsecure
the zones. Each zone has its own 128 bit CSM password. The zone can be unsecured by executing the
password match flow (PMF). Table 1-28 shows the levels of security.
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Table 1-28. Security Levels
PMF executed with Operating Mode of the Program Fetch Security Description
correct password? Zone Location
No Secure Outside secure memory | Only instruction fetches by the CPU are allowed to
secure memory. In other words, code can still be
executed, but not read.
No Secure Inside secure memory | CPU has full access. The JTAG port cannot read
the secured memory contents.
Yes Non-Secure Anywhere Full access for the CPU and JTAG port to secure
memory of that zone.

The CSM password for each zone is stored in their respective dedicated flash sectors. These locations
store the CSM password pre-determined by the system designer.

If the password locations of a zone have all 128 bits as ones, the zone is unsecure. Since new flash
devices have erased flash (all ones), only a read of the password locations is required to bring any zone
into unsecure mode. If the password locations of a zone have all 128 bits as zeros, the zone is secure,
regardless of the contents of the CSMKEY registers. The user should not use all zeros as a password or
reset the device during an erase of the flash. Resetting the device during an erase routine can result in
either an all zero or unknown password. If a device is reset when the password locations are all zeros, the
device cannot be unlocked by the password match flow described in Section 1.10.3.2. Using a password
of all zeros will seriously limit user’s ability to debug secure code or re-program the flash.

NOTE: If a device is reset while the password locations of a zone are all zeros or an unknown value,
that zone will be permanently locked unless a method to run the flash erase routine from
secure SARAM is embedded into the flash or OTP. Care must be taken when implementing
this procedure to avoid introducing a security hole.

1.10.1.1 Emulation Code Security Logic (ECSL)

In addition to the CSM, the emulation code security logic (ECSL) has been implemented using a 64-bit
password for each zone to prevent unauthorized users from stepping through secure code. Any code or
data access to on-chip secure memories while the debug probe is connected will trip the ECSL and break
the emulation connection. Like the CSM password, these passwords are also stored in flash memory and
the value of password is predetermined by the system designer. To allow emulation of secure code, while
maintaining the CSM protection against secure memory reads, the user must write the correct password
into the ECSLKEY registers, which matches the password value stored in the flash. This will disable the
ECSL. Also, if the value at the ECSL password locations in flash are all ones (unprogrammed), then ECSL
gets disabled after ECSL password locations are read, irrespective of the values in ECSLKEY registers.
Unlocking of the CSM also unlocks ECSL irrespective of the values in the ECSLKEY registers.

When initially debugging a device with the password locations in flash programmed (that is, secured), the
debug probe takes some time to take control of the CPU. During this time, the CPU will start running and
may execute an instruction that performs an access to a protected ECSL area. If this happens, the ECSL
will trip and cause the debug probe to be disconnected.

Two solutions to this problem exist:

1. The firstis to use the Wait-In-Reset emulation mode, which will hold the device in reset until the debug
probe takes control. The debug probe must support this mode for this option.

2. The second option is to use the “branch to check boot mode” boot option. In this mode, the core will be
in a loop and continuously poll the boot mode select pins. You can select this boot mode and then exit
this mode once the debug probe is connected by re-mapping the PC to another address or by
changing the boot mode selection pin to the desired boot mode.

NOTE: Access to the secure memory from the debuuger does not trip the debug probe. These
accesses are just blocked and return ‘0'.
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1.10.1.2 Execute-Only Protection

To achieve a higher level of security on flash sectors which store critical user code (instruction opcodes),
an execute-only protection feature is provided on this device. When the execute-only protection is turned
on for any flash sector, data reads to that flash sector are disallowed from any code (even from secure
code). Execute-only protection for a flash sector can be turned on by programming the corresponding
EXEONLY-SECT bit to 1 in the Zx_EXEONLY location in flash memory. A dummy read of the
Zx_EXEONLY location loads the bit fields associated with that particular sector in the zones (which has
ownership of that sector) EXEONLYR register.

NOTE: Use of the execute-only security mode with the Coretx-M3 introduces some complications.
When the Cortex-M3 C code is compiled and linked, literal data (constants, and so on) are
typically placed in the text section, between functions, by the compiler. The literal data is
accessed at run time through the use of the LDR instruction, which loads the data from
memory using a PC-relative memory address. The execution of the LDR instruction
generates a read transaction across the Cortex-M3's decode bus, which is subject to the
execute-only protection mechanism. If the accessed block is marked as execute-only, the
transaction is blocked, and the processor is prevented from loading the constant data and,
therefore, inhibits correct execution. To insure correct execution in this case, the user must
ensure that literal data is always placed into one or more read-enabled flash blocks.

1.10.1.3 JTAG Lock

The JTAG lock feature on the device can be used to disable the JTAG accesses (debugger accesses)
permanently on the device. The user can enable the JTAG lock feature by programming the
OTP_JTAGLOCK field with any value other than “1111” (OxF) at the OTPSEC location in OTP. This
feature takes effect only after the OTPSEC location in OTP is read. Though the JTAG connection is not
blocked before the OTPSEC location is read, access (all types) to all memories on the device are disabled
until security is initialized (see the steps listed in Section 1.10.2).

CAUTION

If the JTAG lock feature is enabled, all future debugs of the device through
JTAG will be disabled. This will specifically impair TI's ability to analyze devices
returned to TI for failure analysis. If this feature is enabled, TI may reject any
return analysis requests.

1.10.1.4 Password Lock

Each zone’s password locations (CSM & ECSL) can be locked by programming the zone’s PSWDLOCK
field with any value other than “1111" (OxF) at the OTPSEC location in OTP. Untill passwords of a zone
are locked, password locations will not be secure and will have full access. This means that the debugger
as well as code running from non-secure memory, can read the password locations. This feature can be
used by the user to avoid accidental locking of zones while programming the flash sectors during the
software development phase. On a fresh device, the value for password lock fields for all zones at
OTPSECLOCK locations in OTP will be “1111”, which means passwords for all zones will be unlocked.

NOTE: The PSWDLOCK value only affects the password locations such that, when unlocked it only
makes the password locations unsecure. All other secure memories and the other locations
of the flash sectors which contain the password remain secure, as per the security settings.
But since the passwords are unsecure, anyone can read it and unsecure the zone by running
through the PMF. Hence, a user must program the PSWDLOCK location to change it from
the default value of “1111". Along with programming the PSWDLOCK field, the user should
also enable the EXEONLY feature on flash sector A, which contains all of the security
settings, for complete security initialization.
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1.10.2 CSM Impact on Other On-Chip Resources

On this device, not all memories on the master subsystem and control subsystem are secure (for
example, C2/C3 on the master system and M0O/M1/L2/L3 on the control subsystem and Shared RAM). To
avoid any potential hacking when the device is in a default state (post reset), accesses (all types) to all
memories (secure as well as non-secure, except Boot ROM & OTP) and to the analog subsystem, are
disabled until proper security initialization is done. That is, just after reset, none of the memory resources
except boot ROM and OTP are accessible.

The following are the steps required after reset (any type of reset) to initialize security on the device.
*  Dummy Read to address location OTPSECLOCK in OTP

*  Dummy read to address location Z1_GRABSECT in Flash

* Dummy read to address location Z1_GRABRAM in Flash

e Dummy read to address location Z1_EXEONLY in Flash

e Dummy read to address location Z2_GRABSECT in Flash

*  Dummy read to address location Z2_GRABRAM in Flash

*  Dummy read to address location Z2_EXEONLY in Flash

Control subsystem
 Dummy Read to address location OTPSECLOCK in OTP by M3 software
»  Dummy read to address location EXEONLY in flash

1.10.3 Incorporating Code Security in User Applications

Code security is typically not employed in the development phase of a project; however, security may be
desired once the application code is finalized. Before such code is programmed in the flash memory, a
CSM password should be chosen to secure the zone. Once a CSM password is in place for a zone, the
zone is secured (that is, programming a password at the appropriate locations and either performing a
device reset or setting the FORCESEC bit (CSMSCR.15) is the action that secures the device). From that
time on, access to debug the contents of secure memory by any means (via JTAG, code running off
external/on-chip memory, and so on) requires a valid password. A password is not needed to run the code
out of secure memory (such as in end-application usage); however, access to secure memory contents for
debug purpose requires a password.

If the code-security feature is used, any one of the following directives must be used when a function
residing in secure memory calls another function which belongs to a different secure zone or to unsecure
memory:

* Use unsecure memory as stack
» Switch stack to unsecure memory before calling the function
e Unlock security before calling the function

Note that the above directives apply for any address-based-parameters passed on to the called function,
basically making sure that the called function can read/write to these address-based parameters.

Table 1-29. OTPSECLOCK - Reserved Locations in OTP Memory

Memory Address Register Name Reset Values Register Description

0x68-1000 OTPSECLOCK User Defined Contains one time
programmable settings for
security.

Table 1-30. M3 Zonel - Reserved Locations in Flash Memory

Memory Address Register Name Reset Values Register Description

0x20-0000 Z1_CSMPSWDO User Defined Low word (32-bit) of the 128-bit
CSM password for zonel
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Table 1-30. M3 Zonel - Reserved Locations in Flash Memory (continued)

Memory Address Register Name Reset Values Register Description

0x20-0004 Z1_CSMPSWD1 User Defined Second word (32-bit) of the
128-bit CSM password for
zonel

0x20-0008 Z1_CSMPSWD2 User Defined Third word (32-bit) of the 128-
bit CSM password forzZonel

0x20-000C Z1_CSMPSWD3 User Defined High word (32-bit) of the 128-
bit CSM password for zonel

0x20-0010 Z1 ECSLPSWDO User Defined Low word (32-bit) of the 64-bit
CSM password for zonel

0x20-0014 Z1 ECSLPSWD1 User Defined High word (32-bit) of the 64-bit
CSM password for zonel

0x20-0018 Z1_GRABSECT User Defined Zone select settings for flash
sectors for zonel

0x20-001C Z1 _GRABRAM User Defined Zone select settings for secure
RAM for zonel

0x20-0020 Z1 _EXEONLY User Defined Exe-only settings for flash
sectors for zonel

Table 1-31. M3 Zone2 - Reserved Locations in Flash Memory

Memory Address Register Name Reset Values Register Description

0x2F-FFFO Z2_CSMPSWDO User Defined Low word (32-bit) of the 128-bit
CSM password for zone2

Ox2F-FFF4 Z2_CSMPSWD1 User Defined Second word (32-bit) of the
128-bit CSM password for
zone2

O0x2F-FFF8 Z2_CSMPSWD2 User Defined Third word (32-bit) of the 128-
bit CSM password for zone2

0x2F-FFFC Z2_CSMPSWD3 User Defined High word (32-bit) of the 128-
bit CSM password for zone2

O0x2F-FFES8 Z2_ECSLPSWDO User Defined Low word (32-bit) of the 64-bit
CSM password for zone2

Ox2F-FFEC Z2_ECSLPSWD1 User Defined High word (32-bit) of the 64-bit
CSM password for zone2

Ox2F-FFE4 Z2_GRABSECT User Defined Zone select settings for flash
sectors for zone2

0x2F-FFEO Z2_GRABRAM User Defined Zone select settings for secure
RAM for zone2

0x2F-FFDC Z2_EXEONLY User Defined Exe-only settings for flash
sectors for zone2

Table 1-32. C28x - Reserved Locations in Flash Memory

Memory Address Register Name Reset Values Register Description

0x13-FFF8 CSMPSWDO User Defined Low word (32-bit) of the 128-bit
CSM password

0x13-FFFA CSMPSWD1 User Defined Second word (32-bit) of the
128-hit CSM password

0x13-FFFC CSMPSWD2 User Defined Third word (32-bit) of the 128-
bit CSM password

0x13-FFFE CSMPSWD3 User Defined High word (32-bit) of the 128-
bit CSM password

0x13-FFF4 ECSLPSWDO User Defined Low word (32-bit) of the 64-bit
CSM password

SPRUHES8E —October 2012—-Revised November 2019 System Control and Interrupts 149
Submit Documentation Feedback

Copyright © 2012-2019, Texas Instruments Incorporated



http://www.ti.com
http://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUHE8E

13 TEXAS

INSTRUMENTS
Code Security Module (CSM) www.ti.com
Table 1-32. C28x - Reserved Locations in Flash Memory (continued)
Memory Address Register Name Reset Values Register Description
0x13-FFF6 ECSLPSWD1 User Defined High word (32-bit) of the 64-bit
CSM password
0x13-FFF2 EXEONLY User Defined Exe-Only settings for flash
sectors

1.10.3.1 Environments That Require Security Unlocking

The following are the typical situations under which unsecuring memories can be required:

» Code development using debuggers (such as Code Composer Studio™). This is the most common
environment during the design phase of a product.

» Flash programming using TlI's flash utilities such as UniFlash or Code Composer Studio™ F28xx On-
Chip Flash Programmer plug-in.

Flash programming is common during code development and testing. Once the user supplies the
necessary password, the flash utilities disable the security logic before attempting to program the flash.
The flash utilities can disable the code security logic in new devices without any authorization, since new
devices come with an erased flash. However, reprogramming devices (that already contain a custom
password) require the password to be supplied to the flash utilities in order to unlock the device to enable
programming. In custom programming solutions that use the flash API supplied by TI, unlocking the CSM
can be avoided by executing the flash programming algorithms from secure memory.

e Custom environments defined by the application, in addition to the above, access to secure memory
contents can be required in situations such as:

— Using the on-chip bootloader to load code or data into secure SARAM or to erase/program the
flash.

— Executing code from on-chip unsecure memory and requiring access to secure memory for lookup
table. This is not a suggested operating condition as supplying the password from external code
could compromise code security.

The unsecuring sequence is identical in all the above situations. This sequence is referred to as the
password match flow (PMF) for simplicity. Figure 1-23 explains the sequence of operation that is required
each time the user attempts to unsecure a particular zone. A code example is listed for clarity.

NOTE: If you want to erase/program secure flash sectors without unlocking the zone, the
erase/program code must run from secure RAM linked to same zone as of secure flash
sectors. In case of master subsystem (which has dual-zone), you also need to program the
SEM bit in SECZONEREQUEST register. Please refer to SECZONEREQUEST register
section for details about the SEM bit.

1.10.3.2 CSM Password Match Flow

Password match flow (PMF) is essentially a sequence of eight 16-bit (or four 32-bit) dummy reads from
password locations (PWL) followed by eight 16-bit (or four 32-bit) writes to CSMKEY registers. Figure 1-23
shows how PMF helps to initialize the security logic registers and disable security logic.
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Figure 1-23. CSM Password Match Flow

(o )

A 4

Dummy Read of CSM PWL
of the secure zone, which
needs to be unsecure

Are CSM YES

PWL = All
Fs?

NO

Write the CSM Password of
that zone into CSMKEY (0/1/2/3)
registers

NO

Correct

Password?

Zone Unsecure

A

SPRUHEBE —-October 2012—-Revised November 2019

Submit Documentation Feedback

Copyright © 2012-2019, Texas Instruments Incorporated

System Control and Interrupts

151


http://www.ti.com
http://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUHE8E

13 TEXAS
INSTRUMENTS

Code Security Module (CSM) www.ti.com

1.10.3.3 Unsecuring Considerations for Zones With/Without Code Security

Case 1 and Case 2 provide unsecuring considerations for zones with and without code security.
Case 1: Zone With Code Security

A zone with code security should have a predetermined password stored in the password locations of that
zone. The following are steps to unsecure any secure zone:

1. Perform a dummy read of the password locations of that zone.
2. Write the password into the CSMKEY registers.
3. If the password is correct, the zone becomes unsecure; otherwise, it stays secure.

Case 2: Zone Without Code Security

A zone without code security should have Ox FFFF FFFF FFFF FFFF FFFF FFFF FFFF FFFF (128 bits of
all ones) stored in the password locations. The following are steps to use this zone:

1. Atreset, the CSM will lock memory regions protected by the CSM.
2. Perform a dummy read of the password locations.

3. Since the password is all ones, this alone will unlock the zone, and all secure memories dedicated to
that zone are fully accessible immediately after this operation is completed.

NOTE: Even if a zone is not protected with a password (all password locations all ones), the CSM
will lock at reset. Thus, a dummy read operation must still be performed on these zones prior
to reading, writing, or programming secure memory if the code performing the access is
executing from outside of the CSM protected memory region. The Boot ROM code does this
dummy read for convenience.

1.10.3.3.1 C Code Example to Unsecure C28x Zonel

volatile long int *CSM = (volatile long int *)Ox000AEO; //CSM register file
volatile long int *CSMPWL = (volatile long int *)Ox0013FFF8; //CSM Password location
volatile int tmp;

int I;

// Read the 128-bits of the CSM password locations (PWL)

//

for (i=0; i<4; i++) tmp = *CSMPWL++;

// It the password locations (CSMPWL) are all = ones (OxFFFF),

// then the zone will now be unsecure. If the password

// is not all ones (OxFFFF), then the code below is required

// to unsecure the CSM.

// Write the 128-bit password to the CSMKEY registers

// 1T this password matches that stored in the

// CSLPWL then the CSM will become unsecure. If it does not

// match, then the zone will remain secure.

// An example password of:

// 0x11112222333344445555666677778888 is used.

*CSM++ = 0x22221111; // Register CSMKEYO at OXAEO
*CSM++ = 0x44443333; // Register CSMKEY1l at OxAE2
*CSM++ = 0x66665555; // Register CSMKEY2 at OxAE4
*CSM++ = 0x88887777; // Register CSMKEY3 at OXAE6
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1.10.3.3.2 C Code Example to Resecure C28x Zonel

volatile int *CSMSCR = OxOOAEF; //CSMSCR register

//Set FORCESEC bit
*CSMSCR = 0x8000;

Table 1-33 shows different conditions for a zone to be secure or non-secure.

Table 1-33. Zone Security Status

CSM-ARMED CSM-ALLZERO CSM-ALLONE CSM-MATCH ZONE STATUS
0 X X X SECURE
1 0 0 0 SECURE
1 1 0 X SECURE
1 0 1 X NON-SECURE
1 0 0 1 NON-SECURE

1.10.3.4 Environments That Require ECSL Unlocking

The following are the typical situations under which unsecuring memories can be required: the user
develops some main IP, and then outsources peripheral functions to a subcontractor who must be able to
run the customer code during debug but source code should not be visible to the subcontractor.

1.10.3.5 ECSL Password Match Flow

Password match flow (PMF) is essentially a sequence of eight dummy reads from password locations
(PWL) followed by eight writes to KEY registers. Figure 1-24 shows how the PMF helps to initialize the
security logic registers and disable security logic.
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Figure 1-24. ECSL Password Match Flow
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1.10.3.6 ECSL Disable Considerations for any Zone
Case 1 and Case 2 provide ECSL disable considerations for any Zone.
Case 1:

A secure zone with ECSL enabled should have a predetermined ECSL password stored in the ECSL
password locations in flash. The following are steps to disable the ECSL for any particular zone:

1. Perform a dummy read of ECSL password locations of that zone.
2. Write the password into the ECSLKEYX registers corresponding to that zone.
3. If the password is correct, the ECSL gets disabled; otherwise, it stays enabled.

Case 2:

A secure zone with ECSL disabled should have Ox FFFF FFFF FFFF FFFF (64 bits of all ones) stored in

the ECSL password locations of that zone. The following are steps to use this zone:

1. Atreset, the ECSL will be locked hence any access to secure memory will terminate the JTAG
connection.

2. Perform a dummy read of the ECSL password locations.

3. Since the ECSL password is all ones, this alone will unlock the specific secure zone. Now onwards any
access to secure memories associated with that particular zone will not cause termination of JTAG
connection.

NOTE: Even if a secure zone’s ECSL is not locked with a password (all password locations all
ones), the ECSL will be locked at reset. Thus, a dummy read operation must still be
performed for that zone prior to any access to the memories associated with that zone. The
Boot ROM code does these dummy reads for all the zones for convenience. Also if the CSM
of a zone gets unlocked, ECSL also gets disabled for that zone.

1.10.3.6.1 C Code Example to Disable ECSL for C28x-Zonel

volatile long int *ECSL = (volatile int *)Ox000AFO; //ECSL register file
volatile long int *ECSLPWL = (volatile int *)Ox0013FFF4; //ECSL Password location
volatile int tmp;

int I;

// Read the 64-bits of the password locations (PWL)

// in flash at address Ox3F 7FF8 - Ox3F 7FFF

// 1T the zone is secure, then the values read will

// not actually be loaded into the temp variable, so

// this is called a dummy read.

for (i=0; i<2; i++) tmp = *ECSLPWL++;

// If the ECSL password locations (ECSLPWL) are all = ones (OxFFFF),
// then the ECSL will now be disbale. If the password

// is not all ones (OxFFFF), then the code below is required

// to disable the ECSL.

// Write the 64-bit password to the ECSLKEY registers

// 1T this password matches that stored in the

// ECSLPWL then ECSL will get disable. If it does not

// match, then the zone will remain secure.

// An example password of:

// 0x1111222233334444 is used.

*ECSL++ = 0x22221111; // Register ECSLKEYO at OxAFO

*ECSL++ 0x44443333; // Register ECSLKEY1l at OxAF2

Table 1-34 shows different conditions for any zone's ECSL to be secure or non-secure.
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Table 1-34. Zone ECSL Status
ECSL-ARMED ECSL-ALLZERO ECSL-ALLONE ECSL-MATCH ZONE ECSL
0 X X X ENABLE
1 0 0 0 ENABLE
1 1 0 X ENABLE
1 0 1 X DISBALE
1 0 0 1 DISBALE
1.10.4 Do's and Don'ts to Protect Security Logic

1.10.4.1 Do's

» Recheck the password stored in the password locations before programming the COFF file using flash
utilities.

* Program the PASSWDLOCK field of the OTPSECLOCK register with a value other than “0x1111” to
secure the device. The flow of code execution can freely toggle back and forth between secure
memory and unsecure memory without compromising security.

1.10.4.2 Don'ts

1.11

1.11.

» If code security is desired, do not embed the password in your application anywhere other than in the
password locations or security can be compromised.

» Do not use 128 bits of all zeros as the password. This automatically secures the zone regardless of the
contents of the CSMKEY register. The code in that zone is not debuggable nor reprogrammable.

» Do not pull a reset during an erase operation on the flash array. This can leave either zeros or an
unknown value in the password locations. If the password locations are all zero during a reset, the
zone will always be secure regardless of the contents of the KEY register

UCRC Module

The uCRC module is part of the master subsystem. This module can be used by M3 software to compute
CRC on data/program data, stored at memory locations which are addressible by the M3 subsystem. The
M3 flash bank and ROM are mapped to the code space which is only accessed by the ICODE/DCODE
bus of the M3. RAMs are mapped on the SRAM space which is accessible by the SYSTEM bus. Hence,
the HCRC module snoops both the DCODE and SYSTEM buses to support CRC calculation for
data/program data.

1 Functional Description

The uCRC module snoops both the DCODE and SYSTEM buses to support CRC calculation for
data/program data. To allow interrupts to execute in between CRC calculations for a block of data, and to
discard the Cortex-M3 literal pool accesses in between execution of the program, (which reads data for
CRC calculation) the M3 ROM, Flash, and RAMs are mapped to a mirrored memory location (refer to the
device data manual for addresses of mirrored memory space). The pJCRC module grabs data from the bus
to calculate CRC only if the address of read data belongs to mirrored memory space. After grabbing the
data, the p.CRC module performs the CRC calculation on grabbed data and updates the u.CRCRES
register. This register can be read any time to get the calculated CRC for all the previous read data at any
time. The pCRC module only supports CRC calculation for byte accesses. This means to calculate the
CRC on a block of data, software must do byte accesses to all the data to calculate CRC. For half-word
and word accesses, the h.CRC module discards the data and does not update.

NOTE: If a read to mirrored address space is thrown from the debugger (CCS or any other debug
platform), the uCRC module ignores the read data and does not update the CRC result for
that perticual read.
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1.11.2 CRC Polynomials

The following are the CRC polynomials supported by the h.CRC module:
CRC8 Polynomial = 0x07

CRC16 Polynomial-1 = 0x8005

CRC16 Polynomial-2 = 0x1021

CRC32 Polynomial = 0x04C11DB7

1.11.3 CRC Calculation Procedure

The following is the software procedure to calculate CRC for a set of data stored in M3 addressable
memory space:

» Save the current value of the CRC result register (UCRCRES) into the stack to allow calculation of
CRC in nested interrupt.

* Clear the CRC result register (UCRCRES) by setting the CLEAR field of the u~CRCCONTROL register
to ‘1.

e Configure uCRC polynomials (CRC8, CRC16-P1, CRC16-P2 or CRC32) in the uCRCCONFIG register.

* Read the data from memory locations for which CRC needs to be calculated using mirrored address.

» Read the uCRCRES register to get the calculated CRC value. Pop the last save value of the CRC from
stack and store it into the CRC result register (UCRCRES).

1.11.4 CRC Calculation For Data Stored In Secure Memory

1.12

This device has dual zone security for the M3 subsystem (refer to Section 1.10 for more details). Since
zoneX (X -> 1/2) software does not have access to data/program data in zoneY (Y -> 2/1), code running
from zoneX cannot calculate CRC on data stored in zoneY memory.

Similarly, in case of Exe-Only flash sectors, even though software is running from same secure zone, it
cannot read the data stored in Exe-Only sectors. Hardware does allow CRC computation on data stored in
Exe-Only flash sectors as long as the read access for this data is initiated by code running from same
secure zone. These reads are just dummy reads, and in this case, read data only goes to the pCRC
module, not to the CPU.

Inter Processor Communications (IPC)

The Inter Processor Communications (IPC) module facilitates communication between the master and
control subsystems. This section details the IPC mechanisms that the master (M3) subsystem and control
(C28x) subsystem can use to request/share information between the two subsystems and notify the status
of any dependent tasks between the two subsystems.

This module consists of six main features:

« MSGRAMs

* IPC Flags and Interrupts

» |IPC Message Registers

* Flash Pump Semaphore

e Clock Configuration Semaphore

» Free running counter

Along with the above features, the IPC module has some boot registers that are used by boot ROM code

for identifying boot modes and boot statuses. Refer to the Boot ROM chapter for more information on
these IPC boot registers.
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1.12.1 MSGRAMs

1.12.2

There is a dedicated 2KB MTOC message RAM (MTOCMSGRAM), from which the M3 can read/write and
the C28x can read. There is another dedicated 2KB CTOM-message RAM (CTOMMSGRAM) from which
the C28x can read/write and the M3 can read. For MTOCMSGRAM, the M3 CPU and uDMA have read
and write accesses, whereas the C28 CPU and DMA have only read access. Similarly for
CTOMMSGRAM, the C28 CPU and DMA will have read and write accesses, whereas the M3 CPU and
UDMA will have only read access. See Table 1-35.

Table 1-35. IPC MSG RAM Read/Write Accesses

C28x M3 28x DMA M3 uDMA
C28x to M3 Message RAM (2KB) R/W R R/W R
M3 to C28x Message RAM (2KB) R R/W R R/W

For safety, the master subsystem DMA's (UDMA in the master subsystem is the master for the
MTOCMSGRAM and the DMA in the control subsystem is the master for CTOMMSGRAM) write access to
a MSGRAM is made configurable using the MTOCMSGRCR and CTOMMSGRCR registers for the M3
and C28x cores, respectively. See the Internal Memory chapter for more information on these registers.

There is no hardware relationship between the IPC flags/interrupts and the message RAMs. Users can
use them together to accomplish better communication techniques between the cores/subsystems. A
protocol to use the message RAMs with the IPC flags/interrupts needs to be established in software. For
more details on MSGRAM initialization and configuration, refer to the Internal Memory chapter.

These message RAMs can be used to pass messages between the two subsystems. When the master
subsystem writes a message in MTOCMSGRAM, the M3 can use either MTOCIPC flags or interrupts to
indicate to the control subsystem that the message is ready for the C28x to read. Similarly, when the
control subsystem writes a message in CTOMMSGRAM, the C28x can use either CTOMIPC flags or
interrupts to indicate to the master subsystem that the message is ready for the M3 to read.

IPC Flags and Interrupts

There are 32 IPC handshake channels from the master system to the control system and vice versa to
enable communication between the cores based on software flags. Out of these 32, four channels (1
through 4) can be enabled to generate IPC interrupts to the other core. These handshake channels can
be used along with the Message RAMSs to build a software handshake mechanism between the two cores.
Figure 1-25 shows the IPC flag messaging and interrupt mechanism.
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Figure 1-25. Messaging with IPC Flags and Interrupts
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1.12.3 MTOCIPC Communication

When a message is ready for the M3 to send to the C28x, the M3 can notify that to the C28x using

M3

MTOCIPC flags or interrupts (flags 1-4). The C28x, upon polling for these MTOCIPC flags or upon getting

an MTOCIPC interrupt, can respond to the message sent by the M3. There are three 32-bit registers,
MTOCIPCSET, MTOCIPCCLR, and MTOCIPCFLG on the M3 memory map and two 32-bit registers,

MTOCIPCSTS and MTOCIPCACK, to implement the flag-based message communication from the M3 to

the C28x. The MTOCIPCSET register has 32 bits, each of which when set, is capable of enabling a
corresponding flag bit in the MTOCIPCFLG register on the M3 and a status bit in the MTOCIPCSTS

register on the C28x.

For example:

1. When the M3 wants to notify a message readiness to the C28x, the M3 can set bit 9 (IPC flag 10) in

2.

the MTOCIPCSET register.

This action of the M3 will result in setting bit 9 in the MTOCIPCSTS register on the C28x along with bit
9 in the MTOCIPCFLG register on the M3. The MTOCIPCFLG register on the M3 and the
MTOCIPCSTS register on the C28x are physically the same, but named differently as the FLG register
on the M3 and the STS register on the C28x.

The C28x can poll for bit 9 (IPC flag 10) of the MTOCIPCSTS register while waiting for the message.
When bit 9 of the MTOCIPCSTS register gets set, the C28x can read the message if any or can take
necessary action depending on the design of the user's application.

Then the C28x should acknowledge the M3 that it received the MTOCIPC request by setting bit 9 of
the MTOCIPCACK register which will result in clearing bit 9 in the MTOCIPCFLG register and

MTOCIPCSTS register.

Note that the MTOCIPCCLR register on the M3 and the MTOCIPCACK register on the C28x are

physically the same, but named differently as the CLR register on the M3 and the ACK register on the

C28x.
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For every bit in the MTOCIPCSET register, there is a bit in the MTOCIPCCLR register. The M3 can set
bits in the MTOCIPCCLR register to clear corresponding flags (flag bit in MTOCIPCFLG and status bit in
MTOCIPCSTS) that the M3 has set previously using the MTOCIPCSET register. Generally, the C28x
should acknowledge the MTOCIPC request using the MTOCIPCACK register which will clear the
MTOCIPCFLG bits and MTOCIPCSTS hits. However, at times when the M3 did not receive any
acknowledgement from the C28x about the reception of a message in an expected duration, the M3
application software might want to clear the MTOCIPC flag request that it set earlier. In such a scenario,
the M3 can clear the flag requests that are raised previously by setting corresponding bits in the
MTOCIPCCLR register.

Out of the 32 MTOCIPC flags, the first four (bit O to bit 3) can generate corresponding MTOCIPC
interrupts (MTOCIPCINT1 to MTOCIPCINTA4) to the C28x PIE if enabled. The remaining 28 bits (bit 4 to
bit 31) can be used as explained above in a software-based handshake (flag/ack) mechanism.

Note that the MTOCIPCSET registers are write-only by the M3 and will always read back as 0. The M3
should read the MTOCIPCFLG register to see pending requests. The MTOCIPCFLG and MTOCIPCSTS
registers are read-only and will always reflect the current status of the corresponding IPC flag whether it
has been requested or cleared. The MTOCIPCCLR and MTOCIPCACK bits are write-only and will always
read back as 0.

1.12.4 CTOMIPC Communication

When a message is ready for the C28x to send to the M3, the C28x can notify that to the M3 using
CTOMIPC flags or interrupts. The M3, upon polling for these CTOMIPC flags or upon getting a CTOMIPC
interrupt, can respond to the message sent by the C28x. There are three 32-bit registers: CTOMIPCSET,
CTOMIPCCLR and CTOMIPCFLG on the C28x memory map, and two 32-bit registers, CTOMIPCSTS
and CTOMIPCACK, to implement the flag-based message communication from the C28x to the M3. The
CTOMIPCSET register has 32 bits, each of which when set, is capable of enabling a corresponding flag
bit in the CTOMIPCFLG register on the C28x and a status bit in the CTOMIPCSTS register on the M3.

For example,

1. When the C28x wants to notify a message readiness to the M3, the C28x can set bit 9 (IPC flag 10) in
the CTOMIPCSET register.

2. This action of the C28x will result in setting bit 9 in the CTOMIPCSTS register on the M3 along with bit
9 in the CTOMIPCFLG register on the C28x. The CTOMIPCFLG register on the C28x and the
CTOMIPCSTS register on the M3 are physically the same but named differently as the FLG register on
the C28x and the STS register on the M3.

3. The M3 can poll for bit 9 (IPC flag 10) of the CTOMIPCSTS register while waiting for the message.

4. When bit 9 of the CTOMIPCSTS register gets set, the M3 can read the message if any or can take
necessary action depending on the design of the user application.

5. Then, the M3 should acknowledge the C28x that it received the CTOMIPC request by setting bit 9 of
the CTOMIPCACK register which will result in clearing bit 9 in the CTOMIPCFLG register and the
CTOMIPCSTS register.

Note that the CTOMIPCCLR register on the C28x and the CTOMIPCACK register on the M3 are
physically the same, but named differently as the CLR register on the C28x and the ACK register on
the M3.

For every bit in the CTOMIPCSET register, there is a bit in the CTOMIPCCLR register. The C28x can set
bits in the CTOMIPCCLR register to clear corresponding flags (flag bit in CTOMIPCFLG and status bit in
CTOMIPCSTS) that the C28x has set previously using the CTOMIPCSET register. Generally, the M3
should acknowledge a CTOMIPC request using the CTOMIPCACK register thus clearing the
CTOMIPCFLG and CTOMIPCSTS bits. However, at times when the C28x did not receive any
acknowledgement from the M3 about the reception of message in an expected duration, the C28x
application software might want to clear the CTOMIPC flag request that it set earlier. In such a scenario,
the C28x can clear the flag requests that it raised previously by setting the corresponding bits in the
CTOMIPCCLR register.

Out of the 32 CTOMIPC flags, the first four bits (bit O to bit 3) can generate corresponding CTOMIPC
interrupts (CTOMIPCINT1 to CTOMIPCINT4) to the M3 PIE if enabled. The remaining 28 bits (bit 4 to bit
31) can be used as explained above in a software-based handshake (flag/ack) mechanism.
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Note that the CTOMIPCSET registers are write-only by the C28x and will always read back as 0. The
C28x should read the CTOMIPCFLG register to see pending requests. The CTOMIPCFLG and
CTOMIPCSTS registers are read-only and will always reflect the current status of the corresponding IPC
flag whether it has been requested or cleared. The CTOMIPCCLR and CTOMIPCACK bits are write-only
and will always read back as 0. In the event of simultaneous write accesses to the same bits of the
CTOMIPCACK and CTOMIPCSET register, the M3 CPU trying to clear and the C28 CPU trying to set, the
C28 CPU receives priority.

1.12.5 Examples for Software IPC Procedure
The below are given suggested examples of the sequence to be followed in software for IPC.

1.12.5.1 IPC With Interrupts

Below is an example procedure for IPC usage when the M3 CPU wants to get some information from the
C28x using MTOCIPCINT1:

» The M3 writes a ‘1’ in bit 0 of the MTOCIPCSET register and this generates the MTOCIPCINTO to the
C28x through the PIE.

* Bit0in the MTOCIPCFLG and MTOCIPCSTS registers get set. The C28x services the interrupt and in
the corresponding ISR, the C28x loads the pre-defined information in the shared RAMs or CTOM-
message RAM (user application has to define the ISR functionality).

e The C28x clears this MTOCIPC request by writing a ‘1’ to bit 0 of the MTOCIPCACK register at the
end of the ISR.

* The M3 polls the status of bit 0 in the MTOCIPCFLG register and until the status is ‘1’, it understands
that the C28x CPU has not serviced the interrupt. When the status becomes ‘0’, it understands that the
C28x CPU has serviced the interrupt and reads the RAM from the predefined location and gathers the
requested information.

1.12.5.2 IPC With Flags

Below is an example procedure for IPC usage when the C28x CPU wants to communicate a message to
the M3 about a shared resource using CTOMIPC-flag 5:

e The C28x writes a ‘1’ to bit 5 of the CTOMIPCSET register to indicate that the M3 can go ahead and
use a particular resource as the C28x is done with using that resource. (In user application software,
IPC flag 6 will be tied to a particular resource and task.)

*  When the M3 wants to use this resource, it will read bit 5 of the CTOMIPCSTS register. When the M3
reads bit 5 of the CTOMIPCSTS register as a ‘1’, it uses shared resource tied to IPC flag 6 in the pre-
defined manner.

» After completing the task using the shared resource tied with IPC5, the M3 CPU will clear the flag by
writing ‘1’ to bit 5 of CTOMIPCACK.

* When bit 5 of the CTOMIPCFLG register is a ‘1’ and the flag is not yet cleared by the M3 CPU, if the
C28 CPU reads bit 5 of the CTOMIPCFLG register, the C28x reads it as a ‘1. When the flag has been
cleared by the M3, bit 5 of the CTOMIPCFLG will read ‘0’. Based on this, C28 software proceeds
accordingly for its task.

1.12.6 IPC Message Registers

IPC message registers provide a simple and flexible way for the master subsystem and control subsystem
to send messages between them. There are four dedicated IPC message registers on both subsystems.
There is not any specific hardware definition for the usage of these registers. The user's application
software has to define the usage of these registers. These registers can be used like mailboxes to send
messages back and forth between the two subsystems when the software cannot use memories for inter
processor communication. IPC Message registers on each of the subsystems are accessible by other
subsystems.

IPC Message registers that the master subsystem can use to convey a message to the control subsystem
are given in Table 1-36.
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Table 1-36. MTOCIPC Message Registers
Register Name Description M3 Read/Write C28x Read/Write
MTOCIPCCOM MTOC IPC command register Read/write Read only
MTOCIPCADDR MTOC IPC address register Read/write Read only
MTOCIPCDATAW MTOC IPC Data write register Read/write Read only
MTOCIPCDATAR MTOC IPC Data read register Read only Read/write

IPC Message registers that Control subsystem can use to convey a message to the master subsystem are
given in Table 1-37.

Table 1-37. CTOMIPC Message Registers

Register Name Description M3 Read/Write C28x Read/Write
CTOMIPCCOM CTOM IPC command register Read/write Read only
CTOMIPCADDR CTOM IPC address register Read/write Read only
CTOMIPCDATAW CTOM IPC Data write register Read/write Read only
CTOMIPCDATAR CTOM IPC Data read register Read only Read/write

Let us consider an example for the usage of these registers. The user's application might have a scenario
where the M3 requires knowing the data in one of the memories mapped to the C28x to which the M3
does not have read access. For this scenario, software can be designed such that:

1. When the M3 requires the data from C28x memory, the M3 should write a value of 0x0000007
(arbitrarily represents "16-bit data read” command) in the MTOCIPCCOM register and the address
where it wants the C28x to read data in the MTOCIPCADDR register.

2. After writing to these IPC message registers, the M3 should raise an IPC request using either an
MTOCIPC flag or interrupt.

3. When the C28x gets this IPC request from the M3, C28x software should be designed to read the
MTOCIPCCOM register and understand that the command value of 0x00000007 means 16-bit data
command.

4. Upon understanding the command, C28x software should read the MTOCIPCADDR register to get the
address that the M3 wrote.

5. Then the C28x software can read the data from that address and write the data that it obtained by
reading that memory location in MTOCIPCDATAR for the M3 to read.

In this way, user application can define the usage of the IPC message registers to accomplish mailbox
communications between the master and control subsystems.

1.12.7 Flash Pump Semaphore

There are two flash banks in this device. One flash bank is in the master subsystem and another flash
bank is in the control subsystem. The M3 core can erase, program, and read the master subsystem flash
bank, and the C28x core can erase, program, and read the control subsystem flash bank. But both of
these flash banks share a single flash pump for erase and program operations. Hence, only one core can
perform erase/program operations on its flash bank at any given time.

When the M3 core is performing erase/program operations on M3 flash bank, the C28x core cannot
erase/program the C28x flash bank, but the C28x core can execute code and/or read data from the C28x
flash bank. Similarly, when the C28x core is performing erase/program operations on the C28x flash bank,
the M3 core cannot erase/program the M3 flash bank, but the M3 core can execute code and/or read data
from the M3 flash bank.
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As both banks are controlled by a single flash pump, the control signals to the pump will be controlled by
either the C28x-Flash Module Controller or the M3-Flash Module Controller based on a hardware
semaphore called flash pump semaphore (PUMPREQUEST). This semaphore can be accessed by both
cores on their respective memory maps in the IPC register space. This flash pump semaphore is called
MPUMPREQUEST on the M3 memory map and CPUMPREQUEST on the C28x memory map. Figure 1-
26 shows flash pump allocation for different states of the flash pump semaphore (a 2-bit field called SEM
in PUMPREQUEST registers).

Figure 1-26. Flash Pump Allocation for Different States of Flash Pump Semaphore

M3 should write “10” to gain pump control Semanhore state “00” C28x should write “01” to gain pump control
before erasing/programming the M3 Flash P before erasing/programming the C28x Flash

bank bank
(Default at Reset)

M3 should write “00” to relinquish Pump Mapped to M3 C28x should write “00” to relinquish
pump ownership after an erase/program pump ownership after erase/program
is complete is complete
y A
Semaphore state “10” Not allowed Semaphore state “01”

Pump Mapped to M3 Pump Mapped to C28x

Not allowed

C28x will not be able to gain pump control M3 will not be able to gain pumpcontrol
when the semaphore is in this state when the semaphore is in this state

By default at reset, the flash pump is mapped to the M3 with a semaphore value of "00". Even though the
pump is mapped to the M3 by default, the M3 should gain the pump by writing a value of "10" in the
MPUMPREQUEST register when the M3 wants to erase/program the M3 flash bank. This prevents the
C28x from grabbing the pump semaphore when the M3 is erasing/programming its bank. Once the M3 is
done erasing/programming its bank, it should release the pump control by writing a value of "00" in to
MPUMPREQUEST semaphore so that the C28x can grab pump control when needed.

Similarly, the C28x should gain the pump by writing a value of "01" in the CPUMPREQUEST register
when the C28x wants to erase/program the C28x flash bank. This prevents the M3 from grabbing the
pump semaphore when the C28x is erasing/programming its bank. Once the C28x is done
erasing/programming its bank, it should release the pump control by writing a value of "00" to the
CPUMPREQUEST semaphore so that the M3 can grab pump control when needed. In case of a conflict
when both the M3 and C28x simultaneously try to gain pump control by writing appropriate values to the
above registers, the M3 will gain pump control.

1.12.8 Clock Configuration Semaphore

The M3 has control over the device clock configuration registers by default. However, in order to allow the
C28x core to erase/program its flash bank independent of the M3 core, a hardware clock configuration
semaphore (CLKREQUEST) is provided so that the C28 CPU can get write access to configure the
SYSPLLCTL, SYSPLLMULT, SYSPLLSTS, and SYSDIVSEL registers for the required frequency. This
semaphore can be accessed by both cores on their respective memory maps in the IPC register space.

The clock configuration semaphore is called MCLKREQUEST on the M3 memory map and
CCLKREQUEST on the C28x memory map. Figure 1-27 shows the mastership of clock configuration
registers for different states of the clock configuration semaphore (a 2-bit field called SEM in
CLKREQUEST registers).
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Figure 1-27. Mastership of Clock Configuration Registers for Different States of Clock Configuration

Semaphore
M3 should write “10” to gain mastership of Semaphore state “00 C28x should write “01” to gain mastership of
the clock configuration registers the clock configuration registers
(Default at Reset)
M3 should write “00” to relinquish Clock configuration registers C28x should write “00” to relinquish
mastership are mapped to the M3 mastership
y A
Semaphore state “10” Not allowed Semaphore state “01”
Clock configuration registers are Clock configuration registers are
mapped to the M3 Not allowed mapped to the C28x
C28x will not be able to gain M3 will not be able to gain
mastership over the clock configuration mastership over the clock configuration
registers when the semaphore is in registers when the semaphore is in
this state this state

By default at reset, clock configuration registers are mapped to the M3 with a semaphore value of "00".
Even though clock configuration registers are mapped to the M3 by default, the M3 should gain
mastership by writing a value of "10" in the MCLKREQUEST register when the M3 wants to configure the
clock settings and perform any operations at that clock frequency. This prevents the C28x from grabbing
mastership over clock configuration registers when the M3 is configuring the clock settings and executing
at that frequency.

Once the M3 is done with configuring the clock settings and any operations that it wants to perform at that
configured frequency, it should release mastership of the clock configuration registers by writing a value of
"00" in the MCLKREQUEST semaphore so that the C28x can request mastership over clock control
registers when needed. If the user's application is designed in such a way that the C28x is not allowed to
modify the clock settings and only the M3 configures the clock settings for the C28x as well (for flash
erase/program or even for normal application execution), then it is suggested that the M3 should keep
mastership over clock configuration registers by writing a value of "10" in the MCLKREQUEST register
and not setting it back to "00".

If the user's application is designed in such a way that the C28x is allowed to configure the clock settings,
then the C28x should gain mastership of the clock configuration registers by writing a value of "01" in the
CCLKREQUEST register when the C28x wants to configure clock settings. This prevents the M3 from
writing to clock configuration registers when the C28x is configuring them.

When C28x is configuring the Clock settings, the PLL has to be powered down before changing the PLL
multiplier (if the PLL is being used in the application). PLL can be turned on once the PLL multiplier is
configured. Below is the required sequence for PLL configuration from C28x:

Make C28x gain mastership of clock configuration registers using the clock configuration semaphore
Bypass the PLL

Power down the PLL (this is not required when configuring clocks from M3)

Maximize the clock dividers

Modify the PLL multiplier

Power on the PLL

Wait for the PLL to lock

Put the PLL back into the clock path

Modify the clock dividers as desired by the application

© NGO ~wDNPE
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Once the C28x is done with configuring the clock settings and performing any operations at that
configured clock frequency, it should release mastership of the clock configuration registers by writing a
value of "00" in the CCLKREQUEST semaphore so that the M3 can gain control when needed. In case of
a conflict when both the M3 and C28x simultaneously try to gain control over the clock configuration
registers by writing appropriate values to the above semaphore registers, the M3 will gain the mastership.

1.12.9 Free Running Counter

A 64-bit free running counter is present in the device and can be used to timestamp IPC events between
processors. This 64-bit MIPCCOUNTERL(32-bit)/ MIPCCOUNTERH(32-bit) is clocked by the shared
resources clock and is readable by the M3 and the C28x on their respective memory maps. These counter
registers are reset to zero on reset.

Because the counter is 64-bits and the M3/C28x can only read 32-bits at a time, an issue can arise when
reading the counters separately. If the low 32-bit counter is read just before it overflows and then the high
32-bit counter is read, the combined values read will be incorrect. To solve this, a snapshot for the high
32-bits counter is taken when a read is performed on the MIPCCOUNTERL register. When the M3/C28x
reads the MIPCOUNTERH, the snapshot is fed back to the user instead of the current value in the
MIPCOUNTERNH register. Therefore, the user application software must always read MIPCCOUNTERL
first and then read MIPCCOUNTERH.

The MIPCCOUNTERL/H is stopped only when both the M3 and C28 CPUs are halted (not the low power
halt-mode). If either core is executing, the counter runs. It is suggested that the user application should
disable interrupts when reading the counters.
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1.13

System Control Registers

This section provides details of all the system control module registers that let users configure, control,
and monitor various functions and features in the device.

Section 1.13.1 and Table 1-38 give details about the "base address+offset" of each register and identifies
the reset source for each register and whether the register is accessible by the master subsystem or
control subsystem or both. The below Register Map also provides details on whether the register is write
protected and if the register is read-only.

Registers accessible by only the Cortext-M3 CPU in the master subsystem have only M3 "base
address+offset" and registers accessible by only the C28x CPU in the control subsystem have only C28x
"base address+offset" associated with it. The registers which are accessible by both have both M3 CPU
and C28x CPU "base address + offset".

The "Write Once" or "Write = 1" in the Read-Only column of the below table means that the respective
LOCK registers can be written only once and can only set the bits in the respective registers to "1." Writes
of "0" are ignored and once set to "1" cannot be written again until the respective reset is generated to
reset the state of the LOCK configuration.

Note that all the addresses in the memory map which are not defined in the below table are reserved.
None of the reserved addresses, nor any of the reserved bits in registers should be written to. If there is a
need to write to them they should be written back with the same bit value as read from them.

1.13.1 System Control, Configuration Register Map

Table 1-38. System Control, Configuration Registers Address Map

c28 Cc28
Register Register Offset M3 Offset | Protectio M3 Read
Acronym Description Size (x8) (x16) (x8) n Protection Reset Source Only
Master Subsystem Device Identification and 0x400F:E0
System Control Registers: 00
Device Identification B
DIDO Register 0 4 0x0 XRS
DID1 Device Identification 4 x4 M3SYSRST Yes
Register 1
DC1 Dewcg Configuration 4 ox10 XRS
1 Register
DC2 Device Configuration 4 0x14 MWRALLOW XRS Yes
2 Register
DCa Device Configuration 4 oxiC MWRALLOW XRS Yes
4 Register
Device Configuration [
DC6 6 Register 4 0x24 MWRALLOW XRS Yes
Device Configuration B
DC7 7 Register 4 0x28 XRS
SRCRO Software Reset 4 0x40 MWRALLOW | M3SYSRST
Control Register 0
SRCR1 Software Reset 4 0x44 MWRALLOW | M3SYSRST
Control Register 1
SRCR2 Software Reset 4 0x48 MWRALLOW | M3SYSRST
Control Register 2
SRCR3 Software Reset 4 0x4C MWRALLOW | M3SYSRST
Control Register 3
Master Reset Cause SRS
MRESC Register 4 0x5C POR
Run Mode Clock
RCC Configuration 4 0x060 MWRALLOW M3SYSRST
Register
Master GPIO High
GPIOHBCTL Performance Bus 4 0x6C MWRALLOW M3SYSRST
Control Register
Run Mode Clock
RCGCO Gating Control 4 0x100 MWRALLOW M3SYSRST
Register 0
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Table 1-38. System Control, Configuration Registers Address Map (continued)

Register
Acronym

Register
Description

Size (x8)

Cc28
Offset
(x16)

M3 Offset
(x8)

C28
Protectio
n

M3
Protection

Reset Source

Read
Only

RCGC1

Run Mode Clock
Gating Control
Register 1

4

0x104

MWRALLOW

M3SYSRST

RCGC2

Run Mode Clock
Gating Control
Register 2

0x108

MWRALLOW

M3SYSRST

RCGC3

Run Mode Clock
Gating Control
Register 3

0x10C

MWRALLOW

M3SYSRST

SCGCOo

Sleep Mode Clock
Gating Control
Register 0

0x110

MWRALLOW

M3SYSRST

SCGC1

Sleep Mode Clock
Gating Control
Register 1

0x114

MWRALLOW

M3SYSRST

SCGC2

Sleep Mode Clock
Gating Control
Register 2

0x118

MWRALLOW

M3SYSRST

SCGC3

Sleep Mode Clock
Gating Control
Register 3

0x11C

MWRALLOW

M3SYSRST

DCGCO

Deep Sleep Mode
Clock Gating Control
Register 0

0x120

MWRALLOW

M3SYSRST

DCGC1

Deep Sleep Mode
Clock Gating Control
Register 1

0x124

MWRALLOW

M3SYSRST

DCGC2

Deep Sleep Mode
Clock Gating Control
Register 2

0x128

MWRALLOW

M3SYSRST

DCGC3

Deep Sleep Mode
Clock Gating Control
Register 3

0x12C

MWRALLOW

M3SYSRST

DSLPCLKCFG

Deep Sleep Clock
Configuration
Register

0x144

MWRALLOW

M3SYSRST

DC10

Device Configuration
10 Register

0x194

MWRALLOW

X
Py
(2

Yes

PPGPIO

General Purpose
Input/Output
Peripheral Present

0x308

MWRALLOW

X
Py
(2

Yes

SRGPIO

General Purpose
Input/Output Software
Reset

0x508

MWRALLOW

M3SYSRST

RCGCGPIO

General Purpose
Input/Output Run
Mode Clock Gating
Control

0x608

MWRALLOW

M3SYSRST

SCGCGPIO

General Purpose
Input/Output Sleep
Mode Clock Gating
Control

0x708

MWRALLOW

M3SYSRST

DCGCGPIO

General Purpose
Input/Output Deep-
Sleep Mode Clock
Gating Control

0x808

MWRALLOW

M3SYSRST

Master Subsyst
System Control

em Device Identification and

Registers:

0x400F:B9
00

MCNF

Master Subsystem
Configuration

0x00

MWRALLOW

RS

Yes

SERPLOOP

Serial Port Loop Back
Control Register

0x08

MWRALLOW

M3SYSRST

MCIBSTATUS

Master Subsystem:
ACIB Status Register

0x0C

SRXRST
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Table 1-38. System Control, Configuration Registers Address Map (continued)

C28 C28
Register Register Offset M3 Offset | Protectio M3 Read
Acronym Description Size (x8) (x16) (x8) n Protection Reset Source Only
) ) . ) Ox400F:B
MNMI Configuration Registers: A0O
MNMICFG M3NMI Configuration 4 0X0 MWRALLOW | M3SYSRST
Register
MNMIFLG M3NMI Flag Register 4 0X4 XRS
MNMIFLGCLR | M3NM! Flag Clear 4 0x8 MWRALLOW | MB3SYSRST
Register
MNMIFLGFRC | M3NM! Flag Force 4 0X0C MWRALLOW | M3SYSRST
Register
M3NMI Watchdog e ETESET
MNMIWDCNT Counter Register 4 0X10 MWRALLOW M3SYSRST
M3NMI Watchdog N —
MNMIWDPRD Period Register 4 0X14 MWRALLOW M3SYSRST
M3 MWRALLOW Configuration Registers: °X4%°0F:Bg M3SYSRST
MWRALLOw | M3 Configuration 4 0x0 Privelege Mode | M3SYSRST
Write Allow Register
MLOCK M3 Configuration 4 x4 MWRALLOW | SRXRST READ ONLY, Write=1
Lock Register
Master Subsystem Reset Registers: 0x40COOF:88
Control Subsystem:
CRESCNF Reset 4 0x0 MWRALLOW XRS
Configuration/Control
Register
CRESSTS Control Subsystem: 4 x4 MWRALLOW XRS
Reset Status Register
Master Susystem:
MWIR Wait-In-Reset 4 0xC MWRALLOW XRS
Register
Device Low Power Mode Entry and Wake Up 0x400F:B8
Register: 80
Control Subsystem:
CLPMSTAT Low Power Mode 4 0x0 M3SYSRST
Status Register
Clock Configuration Registers 0X4%OOF:BB
Master Subsystem:
M3SSDIVSEL | Clock Divider 4 0X10 MWRALLOW XRS
Register
USB PLL
UPLLCTL Configuration 4 0X20 MWRALLOW XRS
Register
USB PLL Multiplier B
UPLLMULT Register 4 0X24 MWRALLOW XRS
UPLLSTS USB PLL Lock Status 4 0X28 XRS
Register
MCLKSTS M|s§|ng Clock Status 4 0X30 YRS
Register
MCLKFRCCLR | Missing Clock Force 4 0X38 MWRALLOW XRS
Register
Missing Clock Enable =
MCLKEN Register 4 0X3C MWRALLOW XRS
Missing Clock
MCLKLIMIT Reference Limit 4 0X40 MWRALLOW XRS
Register
XPLLCLKCFG | XPLL CLKOUT 4 0X50 MWRALLOW XRS
Control Register
Control Subsystem:
CCLKOFF Clock Disable 4 0X60 MWRALLOW XRS
Register
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Table 1-38. System Control, Configuration Registers Address Map (continued)

c28 Cc28
Register Register Offset M3 Offset | Protectio M3 Read
Acronym Description Size (x8) (x16) (x8) n Protection Reset Source Only
Bit Clock Source
EANOBCLKSE Selection for CANO 4 0x70 MWRALLOW M3SYSRST
Register
Bit Clock Source
CANIBCLKSE | setection for CAN1 4 0x74 MWRALLOW | M3SYSRST
Register
Clock Configuration Registers 0x4400 OX4%OOF:BS
System PLL
SYSPLLCTL Configuration 4 0x0 0x00 EALLOW | MWRALLOW XRS
Register
SYSPLLMULT ggﬁigf"" Multiplier 4 ox2 0x04 | EALLOW | MWRALLOW xRS
System PLL Lock B
SYSPLLSTS Status Register 4 0ox4 0x08 XRS
SYSDIVSEL g@‘;{gf'“k Divider 4 0x6 0xOC | EALLOW | MWRALLOW XRS
Control Subsystem Device 0x400F:B9
Configuration Registers: 0x0886 00
Control Subsystem:
Peripheral [
CCNFO Configuration 0 4 0x00 0x10 MWRALLOW XRS Yes
Register
Control Subsystem:
Peripheral =
CCNF1 Configuration 1 4 0x02 0x14 MWRALLOW XRS Yes
Register
Control Subsystem:
CCNF2 Peripheral 4 0x04 ox18 MWRALLOW XRS Yes
Configuration 2
Register
Control Subsystem:
CCNF3 Peripheral 4 0x06 0x1C MWRALLOW XRS Yes
Configuration 3
Register
C28 Flash
CCNF4 Configuration 4 0x08 0x20 MWRALLOW XRS Yes
Register
Master Subsystem Memory 0x400F:B9
Configuration Register: 0x08C0 00
Memory
MEMCNF Configuration 4 0x00 0x30 MWRALLOW Yes
Register
Control Subsystem Device
Configuration Register: 0x0880
Device Configuration L285YSRSI,
DEVICECNF Reqister 9 4 0x0 EALLOW M3SYSRST, T
9 RST, XRS
C28 REVID Register: 0x0882
PARTID Device Part ID 2 0x0 XRS Yes
Register
REVID Device Revision 2 ox1 XRS Yes
Register
C28 Device [
CDID Identification register 2 0x02 xRS Yes
Control Subsystem Peripheral Clocking Control
Registers: 0x7000
CRESC €28 Reset Cause 2 0x2C EALLOW XRS
Register
CXCLK €28 XCLKOUT 2 0x10 EALLOW C285YSRST
control register
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Table 1-38. System Control, Configuration Registers Address Map (continued)

C28 C28
Register Register Offset M3 Offset | Protectio M3 Read
Acronym Description Size (x8) (x16) (x8) n Protection Reset Source Only
General purpose
g?ER_SWRE register for software 2 0x13 EALLOW XRS
use
General purpose
g?ER—SWRE register for software 2 0x14 EALLOW XRS
use
PCLKCR2 Peripheral Clock 2 0x19 EALLOW C28SYSRST
Control Register2
C28 CPU Timer 2
CLKCTL Clock Configuration 2 0x12 EALLOW XRS
Register
C28 Peripheral Clock —
PCLKCR2 Control Register 2 2 0X19 EALLOW C28SYSRST
C28 High-Speed
HISPCP Clock Prescaler 2 OX1A EALLOW C28SYSRST
Register
C28 Low-Speed
LOSPCP Clock Prescaler 2 0X1B EALLOW C28SYSRST
Register
C28 Peripheral Clock sRETES T
PCLKCRO Control Register 0 2 0X1C EALLOW C28SYSRST
PCLKCR1 €28 Peripheral Clock 2 0X1D EALLOW C28SYSRST
Control Register 1
LPMCRO €28 LPM Control 2 OX1E EALLOW C285YSRST
Register 0
PCLKCR3 €28 Peripheral Clock 2 0X20 EALLOW C285YSRST
Control Register 3
C28 Wait-In-Reset =
CWIR Register 2 0X2B EALLOW XRS
Control Subsystem NMI
Configuration Registers: 0x7060
C28 NMI
CNMICFG Configuration 2 0x00 EALLOW XRS
Register
CNMIFLG €28 NMI Flag 2 0x01 C285YSRST
Register
CNMIFLGCLR | €28 NMI Flag Clear 2 0x02 EALLOW C28SYSRST
Register
CNMIFLGFRC | £28 NMI Flag Force 2 0x03 EALLOW C285YSRST
Register
C28 NMI Watchdog sRETES T
CNMIWDCNT Counter Register 2 0x04 EALLOW C28SYSRST
cNMiwppRD | €28 NMI Watchdog 2 0x05 EALLOW C28SYSRST
Period Register
Control Susbystem XINT Registers 0x7070
C28 XINT1
XINT1CR Configuration 2 0x00 C28SYSRST
Register
C28 XINT2
XINT2CR Configuration 2 0x01 C28SYSRST
Register
C28 XINT3
XINT3CR Configuration 2 0x02 C28SYSRST
Register
C28 XINT1 Counter P
XINT1CTR Register 2 0x08 C28SYSRST
C28 XINT2 Counter ~saEvEn T
XINT2CTR Register 2 0x09 C28SYSRST
C28 XINT3 Counter sRETES T
XINT3CTR Register 2 O0x0A C28SYSRST
Master Subsystem CSM 0x400F:
Configuration Registers B400
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Table 1-38. System Control, Configuration Registers Address Map (continued)

c28 Cc28
Register Register Offset M3 Offset | Protectio M3 Read
Acronym Description Size (x8) (x16) (x8) n Protection Reset Source Only
Z1_CSMKEYO 4 0x0 M3SYSRST
Z1_CSMKEY1 | 128-bit CSMKEY 4 ox4 M3SYSRST
Register for M3 —
Z1_CSMKEY2 | zpnel 4 0x8 M3SYSRST
Z1_CSMKEY3 4 0xC M3SYSRST
Z1 ECSLKEYO | 64-bit ECSLKEY 4 0x10 M3SYSRST
Register for M3
Z1_ECSLKEY1 | zpone1 4 0x14 M3SYSRST
Z2_CSMKEYO 4 0x18 M3SYSRST
Z2_CSMKEY1 | 128-bit CSMKEY 4 ox1C M3SYSRST
Register for M3
Z2_CSMKEY2 | 7zone2 4 0x20 M3SYSRST
Z2_CSMKEY3 4 0x24 M3SYSRST
Z2_ECSLKEYO | 64-bit ECSLKEY 4 0x28 M3SYSRST
Register for M3
Z2_ECSLKEY1 | zpne2 4 0x2C M3SYSRST
Status & Control
Z1_CSMCR Register for M3 4 0x80 M3SYSRST
Zonel
Status & Control
Z2_CSMCR Register for M3 4 0x84 M3SYSRST
Zone2
Grab Flash-Sectors
Z1_GRABSEC Register for M3 4 0x90 M3SYSRST Yes
TR
Zonel
Grab RAM-blocks
él—G RABRAM | pagister for M3 4 0x94 M3SYSRST Yes
Zonel
Grab Flash-Sectors
Z2_GRABSEC Register for M3 4 0x98 M3SYSRST Yes
TR
Zone2
Grab RAM-blocks
éz—G RABRAM | pegister for M3 4 0x9C M3SYSRST Yes
Zonel
Execute-Only Select
Z1 EXEONLY | Register for flash 4 OXBO WM3SYSRST Yes
R sectors mapped to
M3 Zonel
Execute-Only Select
Z2_EXEONLY | Register for flash TS
R sectors mapped 10 4 0xB4 M3SYSRST Yes
M3 Zone2
oTPSECLOCK | OTPSECLOCK 4 0x120 M3SYSRST Yes
Register
Control Subsystem CSM
Configuration Registers 0x0AEO
CSMKEYO 4 0x0 C28SYSRST
CSMKEY1 128-bit CSMKEY 4 0x2 C28SYSRST
CSMKEY2 Register for C28x 4 ox4 C28SYSRST
CSMKEY3 4 0x6 C28SYSRST
CSMCR 2 OxF C28SYSRST
Status & Control pr—
ECSLKEYO Register for C28x 4 0x10 C28SYSRST
ECSLKEY1 4 0x12 C28SYSRST
Grab Flash-Sectors A AETESET
EXEONLYR Register for C28x 2 0x15 C28SYSRST Yes
UCRC Configuration Register 0X4%%FBG
HCRCCONFIG E%;St ecr"”f'gura“"” 4 0x0 M3SYSRST
HCRCCONTR | LCRC Control 4 oxd VASYSRST
oL Register
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Table 1-38. System Control, Configuration Registers Address Map (continued)

c28 Cc28
Register Register Offset M3 Offset | Protectio M3 Read
Acronym Description Size (x8) (x16) (x8) n Protection Reset Source Only
LCRCRES HCRC Resuilt 4 0x8 M3SYSRST
Register
Master Subsystem IPC Registers 0x4E00 0X4%OOF:BY
C28 to M3 core IPC —
CTOMIPCACK | request acknowledge 4 0x00 C285YSRST,
; SRXRST
register
C28 to M3 core IPC e TESET
C28SYSRST,
CTOMIPCSTS reqyest status 4 0x04 SRXRST
register
MTOCIPCSET | M3 to €28 core IPC 4 0x08 SRXRST
request set register
M3 to C28 core IPC esvSET
MTOCIPCCLR request clear register 4 0x0C SRXRST
M3 to C28 core IPC BYBET
MTOCIPCFLG request flag register 4 0x10 SRXRST
Reserved Reserved 4 0x14
M3 IPC Counter Low
MIPCCOUNTE | Register BvSET
RL (clocked by shared 4 0x0C 0x18 SRXRST Yes
resource clock)
M3 IPC Counter High
MIPCCOUNTE | Register P
RH (clocked by shared 4 OxO0E 0x1C SRXRST Yes
resource clock)
€28 to M3 IPC C28SYSRST ves
CTOMIPCCOM Command Register 4 0x10 0x20 SRXRST lf\/(l);
CTOMIPCADD | C28 to M3 IPC a 0x12 ox24 C28SYSRST, \;grs
R Address Register SRXRST M3
CTOMIPCDAT | C28 to M3 IPC Data 4 ox14 ox28 C28SYSRST, \;grs
AW Write Register SRXRST M3
CTOMIPCDAT | C28 to M3 IPC Data BvSeT
AR Read Register 4 0x16 0x2C SRXRST
mTOCIPccoM | M3 to €28 IPC. 4 Ox18 0x30 SRXRST
Command Register
MTOCIPCADD | M3 to C28 IPC oo
R Address Register 4 Ox1A 0x34 SRXRST
MTOCIPCDAT | M3 to C28 IPC Data SBpYPST
AW Write Register 4 0x1C 0x38 SRXRST
saSeT Yes
MTOCIPCDAT | M3 to C28 IPC Data C28RST,
AR Read Register 4 OX1E 0x3C SRXRST I/?g
CTOMIPCBOO | IPC Boot Status C28SYSRST ves
TSTS Register 4 0x20 0x40 SRXRST ’f\/?g
MTOCIPCBOO | IPC Boot Mode eovoaT
TMODE Register 4 0x22 0x44 SRXRST
Flash PUMP
'\EASP.:IJMPREQU semaphore M3 4 0x48 MWRALLOW SRXRST
request register
Clock configuration
'\S"TCLKREQUE semaphore M3 4 0x4C MWRALLOW | SRXRST
request register
Reserved Reserved 48 0x50
Control Subsystem IPC Registers 0x4E00 0X4%OOF:B7
C28 to M3 core IPC C28SYSRST,
CTOMIPCSET request set register 4 0x00 SRXRST
C28 to M3 core IPC C28SYSRST,
CTOMIPCCLR request clear register 4 0x02 SRXRST
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Table 1-38. System Control, Configuration Registers Address Map (continued)

Cc28 C28
Register Register Offset M3 Offset | Protectio M3 Read
Acronym Description Size (x8) (x16) (x8) n Protection Reset Source Only
C28 to M3 core IPC C28SYSRST,
CTOMIPCFLG request flag register 4 0x04 SRXRST
M3 to C28 core IPC
MTOCIPCACK | request acknowledge 4 0x06 SRXRST
register
M3 to C28 core IPC
MTOCIPCSTS | request status 4 0x08 SRXRST
register
Reserved Reserved 4 OxA
M3 IPC Counter Low
MIPCCOUNTE | Register _—
RL (clocked by shared 4 0x0C 0x18 SRXRST Yes
resource clock)
M3 IPC Counter High
MIPCCOUNTE | Register BYSET
RH (clocked by shared 4 OxO0E 0x1C SRXRST Yes
resource clock)
C28to M3 IPC C28SYSRST
CTOMIPCCOM Command Register 4 0x10 0x20 SRXRST
CTOMIPCADD | C28 to M3 IPC C28SYSRST,
R Address Register 4 0x12 0x24 SRXRST
CTOMIPCDAT | C28 to M3 IPC Data ~saneT
AW Write Register 4 0x14 0x28 C28RST
CTOMIPCDAT | C28 to M3 IPC Data oo ves
. 4 0x16 0x2C SRXRST for
AR Read Register C28x
Yes
mTOCIPCCOM | M3 0 C28 IPC. 4 0x18 0x30 SRXRST for
Command Register
C28x
MTOCIPCADD | M3 to C28 IPC oo ves
) 4 Ox1A 0x34 SRXRST for
R Address Register C28x
MTOCIPCDAT | M3 to C28 IPC Data N ves
. . 4 0x1C 0x38 SRXRST for
AW Write Register
C28x
MTOCIPCDAT | M3 to C28 IPC Data C28SYSRST,
AR Read Register 4 OX1E 0x3C SRXRST
CTOMIPCBOO | IPC Boot Status C28SYSRST,
TSTS Register 4 0x20 0x40 SRXRST
MTOCIPCBOO | IPC Boot Mode S ves
h 4 0x22 0x44 SRXRST for
TMODE Register
C28x
Flash programming
Eg?MPREQU semaphore PUMP 4 0x24 EALLOW | MWRALLOW | SRXRST
request register
Clock configuration
(T:CLKREQUES semaphore C28 4 0x26 EALLOW | MWRALLOW | SRXRST
request register
Reserved Reserved 48 0x28
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1.13.2 Device Identification and Device Configuration
1.13.2.1 Device Identification 0 (DIDO) Register
Figure 1-28. Device Identification 0 (DIDO) Register
31 30 28 27 24 23 16
‘ Rsvd ‘ VER ‘ Reserved ‘ CLASS ‘
R-0 R-0x2 R-0 R-0x50
15 0
\ REVID |
R-0
LEGEND: R/W = Read/Write; R = Read only; -n = value after reset
Table 1-39. Device Identification 0 (DIDO) Register Field Descriptions
Bit Field Value | Description
31 Reserved Reserved
30-28 |VER 0x2 | DIDO Version
Version of DIDO register used is 0x2.
27-24 | Reserved Reserved
23-16 | CLASS 0x50 | F28M36x
15-0 |REVID Current Rev. ID of the device
1.13.2.2 Device Identification 1 (DID1) Register
Figure 1-29. Device Identification 1 (DID1) Register
31 28 27 24 23 16
\ VER | FAM | PARTNO |
R-0x1 R-0x1 R-X
15 13 12 8 7 5 4 3 2 1 0
] PINCOUNT | Reserved \ TEMP PACKAGE |ROHS|  QuAL |
R-0x5 R-0 R-0 R-0x2 R-0x1 R-0

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset; x= indeterminate

Table 1-40. Device Identification 1 (DID1) Register Field Descriptions

Bit Field Value | Description
31-28 |VER Ox1 DID1 Version
Version of DID1 register used is Ox1.
27-24 | FAM 0x1 | Concerto device family
23-16 | PARTNO Part Number

These 8 bits specify the actual device part number. This register field is replicated on the C28 side
in the PARTID register.

15-13 | PINCOUNT Package Pin Count
0x5 289 pins
12-8 | Reserved Reserved
7-5 TEMP Temperature Range
2 Extended Industrial Temperature Range (-40°C to 105°C).
4-3 PACKAGE Package Type
0x2 BGA
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Table 1-40. Device Identification 1 (DID1) Register Field Descriptions (continued)

Bit Field Value | Description

2 ROHS ROHS Compliance

Package is not ROHS compliant.

Package is ROHS compliant. Concerto devices are ROHS compliant.

1-0 QUAL Qual Status
This field specifies the qualification status of the device. The QUAL field value is encoded as
follows:

Engineering sample (TMX)

Pilot production (TMP)

Fully qualified (TMS)

All other encodings are reserved.

1.13.2.3 Device Configuration 1 (DC1) Register

Figure 1-30. Device Configuration 1 (DC1) Register

31 29 28 27 16
‘ Reserved | WDT1 ‘ Reserved ‘
R-x R-x R-x
15 5 4 3 2 1 0
\ Reserved | PLL |WDTO| Reserved | JTAG |
R-x R-x R-x R-x R-x

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset; x= indeterminate

Table 1-41. Device Configuration 1 (DC1) Register Field Descriptions

Bit Field Value | Description
31-29 | Reserved Reserved
28 WDT1 Watchdog Timerl

WDTL1 is not present
1 WDTL1 is present
27-5 | Reserved Reserved

4 PLL PLL
PLL is not present

PLL is present
3 WDTO Watchdog Timer0
WDTO is not present
WDTO is present
2-1 Reserved Reserved
0 JTAG JTAG Debugger Interface
JTAG debugger interface is not present
JTAG debugger interface is present
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1.13.2.4 Device Configuration 2 (DC2) Register

Figure 1-31. Device Configuration 2 (DC2) Register

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-42. Device Configuration 2 (DC2) Register Field Descriptions

31 30 29 24
’ Reserved EPI ‘ Reserved ‘
R-x R-x R-x R-x
23 20 19 18 17 16
‘ Reserved ‘ TIMER3 TIMER2 TIMER1 TIMERO
R-x R-x R-x R-x R-x
15 14 13 12 11 10 9 8
‘ Reserved | 12C1 ‘ Reserved | 12C0 ‘ Reserved
R-x R-x R-x R-x R-x
7 6 5 4 3 2 1 0
| ss83 | ssi2 | ssii | ssio | UART3 UART2 UART1 UARTO
R-x R-x R-x R-x R-x R-x R-x R-x

Bit

Field

Value

Description

31

Reserved

Reserved

30

EPI

EPI
Whether EPI is present or not depends on the device configuration.

EPI is not present
EPI is present

29-20

Reserved

Reserved

19

TIMER3

GPT Timer3
Whether GPT3 is present or not depends on the device configuration.

GPT3 is not present
GPT3 is present

18

TIMER2

GPT Timer2
Whether GPT2 is present or not depends on the device configuration.

GPT2 is not present
GPT2 is present

17

TIMER1

GPT Timerl
Whether GPTL1 is present or not depends on the device configuration.

GPT1 is not present
GPT1 is present

16

TIMERO

GPT Timer0
Whether GPTO is present or not depends on the device configuration.

GPTO is not present
GPTO is present

15

Reserved

Reserved

14

12C1

12C1
Whether 12C1 is present or not depends on the device configuration.

I12C1 is not present
I12C1 is present

13

Reserved

Reserved

12

12C0

112C0
Whether 12C0 is present or not depends on the device configuration.

12C0 is not present
12C0 is present
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Table 1-42. Device Configuration 2 (DC2) Register Field Descriptions (continued)

Bit Field Value | Description
11-8 | Reserved Reserved
7 SSI3 SSI3

Whether SSI3 is present or not depends on the device configuration.
SSI3 is not present
SSI3 is present

6 SSI2 SSI2
Whether SSI2 is present or not depends on the device configuration.

SSI2 is not present
1 SSI2 is present

5 SSi1 SSi1
Whether SSI1 is present or not depends on the device configuration.

SSI1 is not present
SSI1 is present

4 SSI0 SSI0
Whether SSIO is present or not depends on the device configuration.

SSIO0 is not present
1 SSIO0 is present

3 UART3 UART3
Whether UART3 is present or not depends on the device configuration.

UARTS3 is not present
UARTS3 is present.

2 UART2 UART2
Whether UART?2 is present or not depends on the device configuration.

UART2 is not present
1 UART2 is present.

1 UART1 UART1
Whether UART1 is present or not depends on the device configuration.

UARTL is not present
UARTL1 is present.

0 UARTO UARTO
Whether UARTO is present or not depends on the device configuration.

UARTO is not present
1 UARTO is present.
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1.13.2.5 Device Configuration 4 (DC4) Register

Figure 1-32. Device Configuration 4 (DC4) Register

31 30 29 28 27 26 25 24
’ Reserved | EMACO ‘ Reserved E1588 ‘
R-x R-x R-x R-x
23 16
‘ Reserved ‘
R-x
15 14 13 12 11 10 9 8
‘ Reserved ‘ UDMA | ROM ‘ Reserved | GPIOJ ‘
R-x R-x
7 6 5 4 3 2 1 0
| GPIOH GPIoG | cePioF | cGPioE | cepiob | epPioc | GPioB | GPIOA |

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-43. Device Configuration 4 (DC4) Register Field Descriptions

Bit

Field

Value

Description

31-29

Reserved

Reserved

28

EMACO

Ethernet MAC Layer 0
Whether EMACO is present or not depends on the device configuration.

EMACO is not present
EMACO is present

27-25

Reserved

Reserved

24

E1588

1588-Capable EMAC 0
Whether 1588-capable EMACO is present or not depends on the device configuration.

EMACO is not 1588 capable
EMACO is 1588 capable

23-14

Reserved

Reserved

13

HDMA

UDMA
Whether phDMA is present or not depends on the device configuration.

UDMA is not present
uUDMA is present

12

ROM

On-Chip M3 Code ROM
M3 code ROM is not present
M3 code ROM is present

11-9

Reserved

Reserved

GPIOJ

GPIO PortJ
Whether GPIOJ is present or not depends on the device configuration.

GPIO PortJ is not present
GPIO PortJ is present

GPIOH

GPIO PortH
Whether GPIOH is present or not depends on the device configuration.

GPIO PortH is not present
GPIO PortH is present

GPIOG

GPIO PortG
Whether GPIOG is present or not depends on the device configuration.

GPIO PortG is not present
GPIO PortG is present
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Table 1-43. Device Configuration 4 (DC4) Register Field Descriptions (continued)

Bit

Field

Value

Description

GPIOF

GPIO PortF

Whether GPIOF is present or not depends on the device configuration.

GPIO PortF is not present
GPIO PortF is present

GPIOE

GPIO PortE

Whether GPIOE is present or not depends on the device configuration.

GPIO PortE is not present
GPIO PortE is present

GPIOD

GPIO PortD

Whether GPIOD is present or not depends on the device configuration.

GPIO PortD is not present
GPIO PortD is present

GPIOC

GPIO PortC

Whether GPIOC is present or not depends on the device configuration.

GPIO PortC is not present
GPIO PortC is present

GPIOB

GPIO PortB

Whether GPIOB is present or not depends on the device configuration.

GPIO PortB is not present
GPIO PortB is present

GPIOA

GPIO PortA

Whether GPIOA is present or not depends on the device configuration.

GPIO PortA is not present
GPIO PortA is present
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1.13.2.6 Device Configuration 6 (DC6) Register
Figure 1-33. Device Configuration 6 (DC6) Register
31 16
’ Reserved ‘
R-x
15 5 4 3 2 1 0
\ Reserved USBPHYO0 Reserved USBO \
R-x R-x R-x R-x
LEGEND: R/W = Read/Write; R = Read only; -n = value after reset; x= indeterminate
Table 1-44. Device Configuration 6 (DC6) Register Field Descriptions
Bit Field Value | Description
31-5 | Reserved Reserved
4 USBPHYO USBO PHY
Whether USBPHYO is present or not depends on the device configuration.
USBO PHY is not present
USBO PHY is present
3-2 Reserved Reserved
1-0 USBO USBO Controller Functionality
USB functionality allowed in the device, depends on device configuration.
0x00 | No USB functionality
0x01 | Device Only
0x10 | Device or Host
0x11 |OTG
1.13.2.7 Device Configuration 10 (DC10) Register
Figure 1-34. Device Configuration 10 (DC10) Register
31 26 25 24 23 16
‘ Reserved | CAN1 ‘ CANO | Reserved ‘
R-x R-x R-x R-x
15 1 0
‘ Reserved UART4 ‘
R-x R-x

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset; x= indeterminate

Table 1-45. Device Configuration 10 (DC10) Register Field Descriptions

Bit Field Value | Description
31-26 | Reserved Reserved
25 CAN1 CAN1

Whether CANL1 is present or not depends on the device configuration.
CANL1 is not present
CANL1 is present

24 CANO CANO
Whether CANO is present or not depends on the device configuration.

CANO is not present
CANO is present
23-1 | Reserved Reserved
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Table 1-45. Device Configuration 10 (DC10) Register Field Descriptions (continued)

Bit Field Value | Description

0 UART4 UART4
Whether UART4 is present or not depends on the device configuration.

UART4 is not present
UART4 is present

1.13.2.8 Device Configuration 7 (DC7) Register

This register can be used to verify uDMA channel features. A "1" indicates that the channel is available on
this device. In this device all the 32 channels of uDMA are available in all device configurations.

Figure 1-35. Device Configuration 7 (DC7) Register
31 0
DMACH
R-OxFFFFFFFF
LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-46. Device Configuration 7 (DC7) Register Field Descriptions

Bit Field Value | Description

31-0 |DMACH DMA Channel Present
All the DMA channels [31:0] of the uDMA are available in this device.

1.13.2.9 General Purpose Input/Output Peripheral Present (PPGPIO) Register

The General Purpose Input/Output Peripheral Present (PPGPIO) register provides information regarding
the availability of general-purpose input/output modules. This register is predefined by the part and can be
used to verify features. If any bit is ‘zero” in this register, the module is not present and the corresponding
bit in the RCGCGPIO, SCGCGPIO, DCGCGPIO, SRCRGPIO registers cannot be set.

Figure 1-36. General Purpose Input/Output Peripheral Present (PPGPIO) Register

31 24

‘ Reserved ‘

R-0

23 17 16

‘ Reserved | GPIOS ‘
R-0 R-x
15 14 13 12 11 10 9 8

| GPioR | cepPloQ | GPoP | GPON | ePioMm | GPioL | GPIOK | GPloJ |
R-x R-x R-x R-x R-x R-x R-x R-x
7 6 5 4 3 2 1 0

| cPloH | cPioc | cePloF | cGPIoE | epPiob | GPioc | GPioB | GPIOA |
R-x R-x R-x R-x R-x R-x R-x R-x

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-47. General Purpose Input/Output Peripheral Present (PPGPIO) Register Field Descriptions

Bit Field Value | Description
31-17 | Reserved Reserved
16 GPIOS GPIO Port S is present. When set indicates GPIO Port S is present. Whether GPIOS is present or

not depends on the device configuration in OTP flash.
GPIO Port S is not present
GPIO Port S is present
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Table 1-47. General Purpose Input/Output Peripheral Present (PPGPIO) Register Field

Descriptions (continued)

Bit

Field

Value

Description

15

GPIOR

GPIO Port R is present. When set indicates GPIO Port R is present. Whether GPIOR is present or
not depends on the device configuration in OTP flash.

GPIO Port R is not present
GPIO Port R is present

14

GPIOQ

GPIO Port Q is present. When set indicates GPIO Port Q is present. Whether GPIOQ is present or
not depends on the device configuration in OTP flash.

GPIO Port Q is not present
GPIO Port Q is present

13

GPIOP

GPIO Port P is present. When set indicates GPIO Port P is present. Whether GPIOP is present or
not depends on the device configuration in OTP flash.

GPIO Port P is not present
GPIO Port P is present

12

GPION

GPIO Port N is present. When set indicates GPIO Port N is present. Whether GPION is present or
not depends on the device configuration in OTP flash

GPIO Port N is not present
GPIO Port N is present

11

GPIOM

GPIO Port M is present. When set indicates GPIO Port M is present. Whether GPIOM is present or
not depends on the device configuration in OTP flash.

GPIO Port M is not present
GPIO Port M is present

10

GPIOL

GPIO Port L is present. When set indicates GPIO Port L is present. Whether GPIOL is present or
not depends on the device configuration in OTP flash.

GPIO Port L is not present
GPIO Port L is present

GPIOK

GPIO Port K is present. When set indicates GPIO Port K is present. Whether GPIOK is present or
not depends on the device configuration in OTP flash.

GPIO Port K is not present
GPIO Port K is present

GPIOJ

GPIO Port J is present. When set indicates GPIO Port J is present. Whether GPIOJ is present or
not depends on the device configuration in OTP flash.

GPIO Port J is not present
GPIO Port J is present

GPIOH

GPIO Port H is present. When set indicates GPIO Port H is present. Whether GPIOH is present or
not depends on the device configuration in OTP flash.

GPIO Port H is not present
GPIO Port H is present

GPIOG

GPIO Port G is present. When set indicates GPIO Port G is present. Whether GPIOG is present or
not depends on the device configuration in OTP flash.

GPIO Port G is not present
GPIO Port G is present

GPIOF

GPIO Port F is present. When set indicates GPIO Port F is present. Whether GPIOF is present or
not depends on the device configuration in OTP flash.

GPIO Port F is not present
GPIO Port F is present

GPIOE

GPIO Port E is present. When set indicates GPIO Port E is present. Whether GPIOE is present or
not depends on the device configuration in OTP flash.

GPIO Port E is not present
GPIO Port E is present
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Table 1-47. General Purpose Input/Output Peripheral Present (PPGPIO) Register Field
Descriptions (continued)

Bit Field Value | Description

3 GPIOD GPIO Port D is present. When set indicates GPIO Port D is present. Whether GPIOD is present or
not depends on the device configuration in OTP flash.

GPIO Port D is not present
GPIO Port D is present

2 GPIOC GPIO Port C is present. When set indicates GPIO Port C is present. Whether GPIOC is present or
not depends on the device configuration in OTP flash.

GPIO Port C is not present
GPIO Port C is present

1 GPIOB GPIO Port B is present. When set indicates GPIO Port B is present. Whether GPIOB is present or
not depends on the device configuration in OTP flash.

GPIO Port B is not present
GPIO Port B is present

0 GPIOA GPIO Port A is present. When set indicates GPIO Port A is present. Whether GPIOA is present or
not depends on the device configuration in OTP flash.

GPIO Port A is not present
GPIO Port A is present

1.13.2.10 Master Subsystem Configuration (MCNF) Register
The Master Subsystem Configuration (MCNF) register is shown and described in the figure and table

below.
Figure 1-37. Master Subsystem Configuration (MCNF) Register

31 16

‘ Reserved ‘
R-0

15 9 8 7 3 2 0

\ Reserved | MCRC \ Reserved FLASH \
R-0 R-x R-0 R-x

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset; x= indeterminate

Table 1-48. Master Subsystem Configuration (MCNF) Register Field Descriptions

Bit Field Value | Description
31-9 | Reserved Reserved
8 UCRC UCRC Configuration

UCRC is disabled
UCRC is present

7-3 Reserved Reserved
2-0 FLASH M3 Flash Size Configuration
111 | 512KB
110 | 256KB
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1.13.2.11 Serial Port Loop Back Control (SERPLOOP) Register
Figure 1-38. Serial Port Loop Back Control (SERPLOOP) Register
31 16
Reserved
R-0
15 9 8 7 2 1 0
Reserved 'IEJS\SR(-:I—ILlA Reserved SSI3TOSPIA
R-0 R/W-0 R-0 R/W-0:0

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-49. Serial Port Loop Back Control (SERPLOOP) Register Field Descriptions

Bit Field Value | Description
31-9 | Reserved Reserved
8 UART4TOSCIA UARTA4-to-SCIA Loopback

UART4 to SCIA connection logic control
Not connected (default on reset)
UART4 connected to SCIA

7-2 Reserved Reserved

1-0 SSI3TOSPIA SSI3-to-SPIA Loopback
SSI3 to SPIA internal connection logic control

0 x Not Connected (default on reset)
10 SSI3 Connected to SPI-A (SPI-A is in Slave Mode)
11 SSI3 Connected to SPI-A (SPI-A is in Master Mode)

1.13.2.12 Master Subsystem: ACIB Status (MCIBSTATUS) Register

Figure 1-39. Master Subystem: ACIB Status (MCIBSTATUS) Register

15 8
\ CIBBUSCLKCNT |
R-0:0
7 3 2 1 0
] Reserved INTS READY APGOODSTS |
R-0:0 R-x R-x R-x

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset; x= indeterminate

Table 1-50. Master Subsystem: ACIB Status (MCIBSTATUS) Register Field Descriptions

Bit Field Value | Description

15-8 | CIBBUSCLKCNT 8-bit CIBBUSCLK Counter
This free running 8-bit counter is incremented by the CIBBUSCLK. If the counter overflows, it will
rewind to zero and continue counting. This counter is used to indicate if CIBBUSCLK is present.

7-3 Reserved Reserved
2 INTS INTS signal state
Reading this bit will give the current state of the INTS CIB signal at the input.
1 READY READY signal state
Reading this bit will give the current state of the READY CIB signal at the input.
0 APGOODSTS Analog System Power Good Status

Reading this bit gives the power state of the Analog Subsystem.

Analog subsystem power not present

Analog subsystem power present
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1.13.2.13 C28 Device Part ID (PARTID) Register

Figure 1-40. C28 Device Part ID (PARTID) Register
15 8 7
PARTTYPE ‘ PARTNO
R-0x0 R
LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-51. C28 Device Part ID (PARTID) Register Field Descriptions

Bit Field Value | Description

15-8 | PARTTYPE Device Part Type
These 8-bits are hard wired and indicate the device memory type

0x00 | Flash Device
OxFF | ROM Device

7-0 PARTNO Device Part Number
These 8-bits specify the actual device part number. These bits are configured via OTP. On reset,

the M3 boot software will read the part number from the OTP and load it into the PARTNO field of
the DID1 register. This register field is a replica on the C28 side of the PARTNO bits of the DID1

register.

1.13.2.14 C28 Revision ID (REVID) Register

Figure 1-41. C28 Revision ID (REVID) Register

15 0
REVID
R-0x0 (first silicon rev)
LEGEND: R/W = Read/Write; R = Read only; -n = value after reset
Table 1-52. C28 Revision ID (REVID) Register Field Descriptions
Bit Field Value | Description
15-0 |REVID Silicon Revision Number
These 16-bits specify the silicon revision number for the particular part.
1.13.2.15 C28 Device ID (CDID) Register
Figure 1-42. C28 Device ID (CDID) Register
15 8 7 0
FAM \ CLASS
R-0x1 R-0x50
LEGEND: R/W = Read/Write; R = Read only; -n = value after reset
Table 1-53. C28 Device ID (CDID) Register Field Descriptions
Bit Field Value | Description
15-8 | CLASS Device class. Concerto class device.
7-0 FAM Device family. Concerto family of microcontrollers.
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1.13.2.16 Control Subsystem Device Configuration (DEVICECNF) Register (EALLOW Protected)

Figure 1-43. Control Subsystem Device Configuration (DEVICECNF) Register

31 24

’ Reserved ‘

R-0

23 20 19 18 16

\ Reserved ENPROT Reserved |

R-0 R/W-1 R-1,1,1

15 8

‘ Reserved | Reserved ‘
R/W-0 R-0:0
7 6 5 4 3 2 1 0

\ Reserved | Reserved XRS Reserved VMAPS Reserved Reserved \
R/W-0 R-1 R-0/1 R-0 R-0/1 R-0 R/W-1,1

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-54. Control Subsystem Device Configuration (DEVICECNF) Register Field Descriptions

Bit Field Value | Description
31-20 | Reserved Reserved
19 ENPROT Enable Write-Read Protection
Enable write-read protection mode bit.
18-6 | Reserved Reserved
5 XRSn Input XRSn Status
Reset input signal status.
Reserved Reserved
3 VMAPS VMAP Status

VMAP configure status.

2-0 Reserved Reserved

1.13.2.17 Control Subsystem Peripheral Configuration 0 (CCNFO0) Register

Figure 1-44. Control Subsystem Peripheral Configuration 0 (CCNFO0) Register

31 16
‘ Reserved ‘
R-0:0
15 13 12 11 10 9 8
’ Reserved | MCBSP ‘ Reserved SClI Reserved | SPI ‘
R-0:0 R-x R-0 R-x R-0:0 R-x
7 5 4 3 1 0
‘ Reserved | 12C ‘ Reserved | HRPWM ‘
R-0:0 R-x R-0:0 R-x

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset
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Table 1-55. Control Subsystem Peripheral Configuration 0 (CCNFO0) Register Field Descriptions

Bit Field Value | Description
31-13 | Reserved Reserved
12 MCBSP McBSP Module Configuration

When set, this enables the control subsystem McBSP module.
McBSP module is disabled

McBSP module is enabled

11 Reserved Reserved

10 SCI SCI Module Configuration
When set, this enables the control subsystem SCI module.

SCI module is disabled
SCI module is enabled

Reserved Reserved

SPI SPI Module Configuration
When set, this enables the control subsystem SPI module.

SPI module is disabled
SPI module is enabled

7-5 Reserved Reserved

4 12C 12C Module Configuration
When set, this enables the control subsystem 12C module.

12C module is disabled
12C module is enabled

3-1 Reserved Reserved

0 HRPWM HRPWM Module Configuration
When set, this enables the HRPWM module.

HRPWM module is disabled
HRPWM module is enabled

1.13.2.18 Control Subsystem Peripheral Configuration 1 (CCNF1) Register

Figure 1-45. Control Subsystem Peripheral Configuration 1 (CCNF1) Register
31 16
‘ Reserved ‘
R-0:0

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
| EQEP2 | EQEP1 | ECAP6 | ECAPS5 | ECAP4 | ECAP3 | ECAP2 | ECAP1 | EPWM8 | EPWM?7 | EPWM6 | EPWMS | EPWM4 | EPWM3 [ EPWM2 | EPWML |
R-x R-x R-x R-x R-x R-x R-x R-x R-x R-x R-x R-x R-x R-x R-x R-x
LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-56. Control Subsystem Peripheral Configuration 1 (CCNF1) Register Field Descriptions

Bit Field Value | Description
31-16 | Reserved Reserved
15-14 | EQEP2-1 eQEP2-1 Configuration

When set, this enables the respective eQEP module.
Respective eQEP module is disabled
Respective eQEP module is enabled

13-8 | ECAP6-1 eCAP6-1 Configuration
When set, this enables the respective eCAP module.

Respective eCAP module is disabled
Respective eCAP module is enabled
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Table 1-56. Control Subsystem Peripheral Configuration 1 (CCNF1) Register Field
Descriptions (continued)

Bit Field Value | Description

7-0 EPWMS8-1 ePWM8-1 Configuration
When set, this enables the respective ePWM module.

Respective ePWM module is disabled

Respective ePWM module is enabled

1.13.2.19 Control Subsystem Peripheral Configuration 2 (CCNF2) Register

Figure 1-46. Control Subsystem Peripheral Configuration 2 (CCNF2) Register

31 16
‘ Reserved ‘
R-0
15 9 8
‘ Reserved | EQEP3 ‘
R-x
7 6 5 4 3 2 1 0
] Reserved EPWM12 EPWM11 EPWM10 | EPWM9 |
R-0 R-x R-x R-x R-x

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-57. Control Subsystem Peripheral Configuration 2 (CCNF2) Register Field Descriptions

Bit Field Value | Description
31-9 | Reserved Reserved
8 EQEP3 eQEP3 Configuration. When set, this enables the eQEP3 module.

eQEP3 module is disabled
eQEP3 module is enabled
7-4 Reserved Reserved
3 EPWM12 EPWM12 Configuration. When set, this enables the EPWM12 module
EPWM12 module is disabled
1 EPWM12 module is enabled
2 EPWM11 EPWM11 Configuration. When set, this enables the EPWM11 module
EPWM11 module is disabled
1 EPWM11 module is enabled
1 EPWM10 EPWM10 Configuration. When set, this enables the EPWM10 module
EPWM10 module is disabled
1 EPWM10 module is enabled
0 EPWM9 ePWM?9 Configuration. When set, this enables the ePWM9 module.
ePWM9 module is disabled
1 ePWM9 module is enabled
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1.13.2.20 Control Subsystem Peripheral Configuration 3 (CCNF3) Register

Figure 1-47. Control Subsystem Peripheral Configuration 3 (CCNF3) Register

31 12 11 10
Reserved ’ C28DMA ‘ Reserved
R-0 R-x R-0

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-58. Control Subsystem Peripheral Configuration 3 (CCNF3) Register Field Descriptions

Bit Field Value | Description
31-12 | Reserved Reserved
11 C28DMA C28DMA Configuration
When set, this enables the C28 DMA module.
C28 DMA module is disabled
C28DMA module is enabled
10-0 | Reserved Reserved
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1.13.2.21 Control Subsystem Peripheral Configuration 4 (CCNF4) Register

Figure 1-48. Control Subsystem Peripheral Configuration 4 (CCNF4) Register

31

16

’ Reserved

R-x

15

‘ Reserved

FLASH |

R-x
LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-59. Control Subsystem Peripheral Configuration 4 (CCNF4) Register Field Descriptions

Bit Field Value | Description

31-3 | Reserved Reserved

2-0 FLASH C28 Flash Size Configuration
111 512KB
110 256KB

1.13.2.22 Master Subsystem Memory Configuration (MEMCNF) Register

NOTE: This register is read only from the control subsystem.

Figure 1-49. Master Subsystem Memory Configuration (MEMCNF) Register

31 16
‘ Reserved ‘
R-0
15 8 7 6 5 3 2 1 0
Reserved | s7 | s6 | s5 | s4a | s3 | s2 [ st | so |
R-0 RO RO RO RO RO RO RO

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-60. Master Subsystem Memory Configuration (MEMCNF) Register Field Descriptions

Bit Field Value | Description
31-8 | Reserved Reserved
7-0 S7-0 S7-0 Shared Memory Configuration

S7-0 Shared RAM configuration.
S7-0 RAM is disabled
S7-0 RAM is enabled

190 System Control and Interrupts

Copyright © 2012-2019, Texas Instruments Incorporated

SPRUHEBE—October 2012—-Revised November 2019

Submit Documentation Feedback


http://www.ti.com
http://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUHE8E

13 TEXAS
INSTRUMENTS

www.ti.com System Control Registers

1.13.3 Reset Control and Status Registers
1.13.3.1 Subsystem Reset Configuration/Control (CRESCNF) Register

Figure 1-50. Subsystem Reset Configuration/Control (CRESCNF) Register

31 18 17 16
‘ Reserved ‘ ACIBRESET | M3RSnIN ‘
R-0:0 R/W-0 R/W-0
15 1 0
\ Reserved | Reserved \
R-0 R-1

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-61. Subsystem Reset Configuration/Control (CRESCNF) Register Field Descriptions

Bit Field Value | Description
31-18 | Reserved Reserved
17 ACIBRESET M3 Reset to ACIB

ACIBRESET to ACIB is low, causing a ACIB reset (holds Analog Subsystem in reset).
ACIBRESET to ACIB is high, enabling ACIB operation (allowing Analog Subsystem to run).
16 M3RSnIN M3 Reset to C28 CPU

RSn to C28 CPU is low, causing a C28 CPU and C28 subsystem reset.

RSn to C28 CPU is high, bringing out the C28 CPU and subsystem out of reset.

15-0 | Reserved Reserved

1.13.3.2 Control Subsystem Reset Status (CRESSTS) Register

Figure 1-51. Control Subsystem Reset Status (CRESSTS) Register

31 19 18 17 16
Reserved | CHWBISTRST | CNMIWDRST |
R-0 RIW-1 RIW-1
15 1 0
Reserved | CRES
R0 RIW-0

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-62. Control Subsystem Reset Status (CRESSTS) Register Field Descriptions

Bit Field Value | Description
31-19 | Reserved Reserved
18-17 | CHWBISTRST C28 Reset Cause Flag — set by hardware when C28 HWBIST controller fired a reset to the C28
CPU; this flag does not indicate fail conditions — fail conditions cause an NMI to the M3 and C28
CPUs

00 C28 CPU was not reset due to C28 HW BIST reset
11 C28 CPU was reset due to C28 HW BIST reset
This status bit is a latched flag This flag can be cleared by the M3 CPU by writing a “1”

Note: This flag is 2 bits to take care of any error conditions that may cause inadvertent setting of a
single bit flag;

SPRUHES8E —October 2012—-Revised November 2019 System Control and Interrupts 191

Submit Documentation Feedback
Copyright © 2012-2019, Texas Instruments Incorporated


http://www.ti.com
http://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUHE8E

System Control Registers

13 TEXAS
INSTRUMENTS

www.ti.com

Table 1-62. Control Subsystem Reset Status (CRESSTS) Register Field Descriptions (continued)

Bit Field Value | Description
16 CNMIWDRST C28 Reset Cause Flag — set by hardware when C28 NMIWD fired a reset to the C28 CPU and
subsystem
C28 CPU was not reset by the C28 NMIWD
C28 CPU was reset due to C28 NMIWD reset
This status bit is a latched flag
This flag can be cleared by the M3 CPU by writing a “1”
15-1 | Reserved Reserved
0 CRES C28 Reset Status Bit
C28 CPU is in reset
C28 CPU is out of reset
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1.13.3.3 Master Reset Cause (MRESC) Register

Figure 1-52. Master Reset Cause (MRESC) Register

31 30 29 28 27 26 25 24
ACIBERRNMI | C28NMIWDRS | M3BISTERRN | C28BISTERRN C28PIENMI HWBIST EXTGPIO
T Ml Ml
R-0 R/W-0 R/w-0 R/w-0 R/W-0 R/w-0 R/W-0
23 17 16
\ Reserved MCLKNMI
R-0 R/W-0
15 8
Reserved
R-0:0
7 6 5 4 3 2 1 0
‘ Reserved WDT1 SwW WDTO Reserved POR XRS
R-0:0 R/W-0 R/W-0 R/W-0 R-0:0 R/W-1 R/W-1

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-63. Master Reset Cause (MRESC) Register Field Descriptions

Bit

Field Value

Description

31

ACIBERRNMI

ACIB Error NMI Unserviced

No M3 NMIWD device reset since the previous POR.
Writing a "0" to this bit clears it.

CIB access signals stuck condition caused an NMI which was not serviced by the CPU and that
caused an NMIWD reset.

30

C28NMIWDRST

C28 NMIWD Reset NMI Unserviced

No M3 NMIWD device reset since the previous POR.
Writing a "0" to this bit clears it.

C28 NMIWD errored or timed out and triggered a M3 NMI and this triggered the M3 NMIWD. M3
did not respond to the NMI and the M3 NMIWD fired a reset.

29

M3BISTERRNMI

M3 BIST Error NMI Unserviced

M3 did not respond to the NMI and the NMIWD fired a reset. If ‘0’ then there was NMIWD event
that caused a device reset since the previous POR
Writing a ‘0’ to this bit clears this bit

If set, indicates that M3 hardware BIST errored or timed out and triggered a M3 NMI and this
triggered the M3 NMIWD

28

C28BISTERRNMI

C28 BIST Error NMI Unserviced

M3 did not respond to the NMI and the NMIWD fired a reset. If ‘0’ then there was NMIWD event
that caused a device reset since the previous POR
Writing a ‘0’ to this bit clears this bit

If set, indicates that C28 hardware BIST errored or timed out and triggered a M3 NMI and this
triggered the M3 NMIWD.

27

C28PIENMI

C28 PIE NMI Error Unserviced

No M3 NMIWD event that caused a device reset since the previous POR.
Writing a "0" to this bit clears it.

C28 PIE NMI vector fetch error triggered a M3 NMI and this triggered the M3 NMIWD. M3 did not
respond to the NMI and the NMIWD fired a reset.

26-25

HWBIST

HWBIST Unserviced. Can be used by the boot ROM to decide to jump to appropriate code

If ‘00’ then there was no M3 HWBIST reset issued to the M3 CPU.
Writing a ‘00’ to these bits clears these bits

If set to 11, indicates that M3 CPU HWBIST has run to completion and issued a reset to the M3
CPU.
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Table 1-63. Master Reset Cause (MRESC) Register Field Descriptions (continued)

Bit Field Value | Description
24 EXTGPIO External GPIO NMI Unserviced
0 NMIWD event caused a device reset since the previous POR.

Writing a "0" to this bit clears it.

1 External NMI input triggered a M3 NMI and this triggered the M3 NMIWD. M3 did not respond to
the NMI and the NMIWD fired a reset.

23-17 | Reserved Reserved
16 MCLKNMI Missing Clock Condition NMI Unserviced
0 No NMIWD event that caused a device reset since the previous POR.

Writing a "0" to this bit clears it.

1 Missing clock detection triggered a M3 NMI and this triggered the M3 NMIWD. M3 did not respond
to the NMI and the NMIWD fired a reset.

15-6 | Reserved Reserved
5 WDT1 Watchdog Timer 1 Reset

0 No WDT1 time out reset causing device reset since the previous POR.
Writing a "0" to this bit clears it.

1 M3 WDT1 timed out and caused a device reset.
4 SwW Software NVIC Reset

0 No NVIC software reset request that caused a device reset since the previous POR.
Writing a "0" to this bit clears it.

1 SW reset request from the NVIC SYSRESETREQ register caused a device reset.
3 WDTO Watchdog Timer O Reset

0 No WDTO time out reset fired since the previous POR.
Writing a "0" to this bit clears it.

1 M3 WDTO timed out and caused a device reset.
Reserved Reserved
POR POR Reset

0 No POR reset fired indicating a POR condition.
Writing a "0" to this bit clears it.

1 Power-on reset caused a device reset.
0 XRS External Reset Input
0 No external reset input since the previous POR.

Writing a "0" to this bit clears it.
1 External reset input pin caused a device reset.

1.13.3.4 C28 Reset Cause Register (CRESC) Register

Figure 1-53. C28 Reset Cause Register (CRESC) Register

15 5 4 3 2 1 0
Reserved | C28_NMIRSN | POR \ XRS Reserved
R-0 RIW-0 RIW-0 RIW-0 R-0

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-64. C28 Reset Cause Register (CRESC) Register Field Descriptions

Bit Field Value | Description
15-5 | Reserved 1 Reserved
4 C28_NMIRSN C28 NMI WDOG reset. If set, indicates that C28 NMI WDOG caused the reset.

If ‘0’ then there was no C28 NMI WDOG reset since the previous POR
Clears this bit.

No effect
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Table 1-64. C28 Reset Cause Register (CRESC) Register Field Descriptions (continued)

Bit Field Value | Description

3 POR POR reset. If set, indicates that a power-on reset caused a device reset.
If ‘0’ then POR reset fired indicating a POR condition.

Clears this bit
No effect

2 XRS External Reset Input.
A ‘1" indicates that an external reset input pin caused a device reset. If ‘0’ then there was no
external reset input since the previous POR.

Clears this bit
No effect

1-0 Reserved Reserved

1.13.3.5 Software Reset Control 0 (SRCRO) Register

NOTE: Writes to this register are masked by the DC1 register.

Putting the module into reset and bringing it out of reset is done by software. When a
particular bit is set, the module goes into reset and to bring the module out of reset, software
has to again write a '0' explicitly to the register.

Figure 1-54. Software Reset Control 0 (SRCRO) Register

31 29 28 27 16
‘ Reserved | WDT1 ‘ Reserved ‘
R-0:0 R/W-0 R-0:0
15 4 3 2 0
Reserved ‘ WDTO ‘ Reserved
R-0:0 R/W-0 R-0:0

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-65. Software Reset Control 0 (SRCRO) Register Field Descriptions

Bit Field Value | Description
31-29 | Reserved Reserved
28 WDT1 WDT1 S/W Reset Control

When this bit is set, Watchdog Timer module 1 is reset. All internal data is lost and the registers are
returned to their reset states. This bit must be manually cleared after being set.

27-4 | Reserved Reserved

3 WDTO WDTO S/W Reset Control
When this bit is set, Watchdog Timer module 0 is reset. All internal data is lost and the registers are
returned to their reset states. This bit must be manually cleared after being set.

2-0 Reserved Reserved
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1.13.3.6 Software Reset Control 1 (SRCR1) Register

NOTE: Writes to this register are masked by the DC2 register.

Putting the module into reset and bringing it out of reset is done by software. When a
particular bit is set, the module goes into reset and to bring the module out of reset, software
has to again write a '0' explicitly to the register.

Figure 1-55. Software Reset Control 1 (SRCR1) Register

31 30 29 24

‘ Reserved EPI ‘ Reserved ‘
R0 RIW-0 R-0
23 22 21 20 19 18 17 16

\ Reserved | TIMER3 TIMER2 TIMER1 TIMERO |

R-0 R/W-0 R/W-0:0 R/W-0 R/W-0

15 14 13 12 11 10 9 8

‘ Reserved | 12C1 ‘ Reserved 12C0 ‘ Reserved ‘
R0 RIW-0 R0 RIW-0 R-0
7 6 5 4 3 2 1 0

| ssi3 | ssi2 | ssii | ssio | UART3 UART2 UARTL UARTO |
R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 RIW-0 R/W-0

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-66. Software Reset Control 1 (SRCR1) Register Field Descriptions
Bit Field Value | Description
31 Reserved Reserved
30 EPI EPI S/W Reset Control
When this bit is set, EPI module is reset. All internal data is lost and the registers are returned to
their reset states. This bit must be manually cleared after being set.
29-20 | Reserved Reserved
19 TIMER3 TIMER3 S/W Reset Control
When this bit is set, GPT3 is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.
18 TIMER2 TIMER2 S/W Reset Control
When this bit is set, GPT2 is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.
17 TIMER1 TIMER1 S/W Reset Control
When this bit is set, GPTL1 is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.
16 TIMERO TIMERO S/W Reset Control
When this bit is set, GPTO is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.
15 Reserved Reserved
14 12C1 12C1 S/W Reset Control
When this bit is set, 12C1 is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.
13 Reserved Reserved
12 12C0 12C0 S/W Reset Control
When this bit is set, 12CO0 is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.
11-8 | Reserved Reserved
7 SSI3 SSI3 S/W Reset Control
When this bit is set, SSI3 is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.
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Table 1-66. Software Reset Control 1 (SRCR1) Register Field Descriptions (continued)

Bit Field Value | Description

6 SSI2 SSI2 S/W Reset Control
When this bit is set, SSI2 is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

5 SSi1 SSI1 S/W Reset Control
When this bit is set, SSI1 is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

4 SSI0 SSI0 S/W Reset Control
When this bit is set, SSIO is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

3 UART3 UART3 S/W Reset Control
When this bit is set, UART3 is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

2 UART2 UART2 S/W Reset Control
When this bit is set, UART2 is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

1 UART1 UART1 S/W Reset Control
When this bit is set, UART1 is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

0 UARTO UARTO S/W Reset Control
When this bit is set, UARTO is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

1.13.3.7 Software Reset Control 2 (SRCR2) Register

NOTE: Writes to this register are masked by the DC4 register.

Putting the module into reset and bringing it out of reset is done by software. When a
particular bit is set, the module goes into reset and to bring the module out of reset, software
has to again write a '0' explicitly to the register.

Figure 1-56. Software Reset Control 2 (SRCR2) Register

31 29 28 27 24
‘ Reserved | EMACO ‘ Reserved ‘
R-0 RIW-0 R-0
23 17 16
’ Reserved | USB ‘
R-0 RIW-0
15 14 13 12 9 8
‘ Reserved ‘ UDMA | Reserved | GPIOJ ‘
R-0 RIW-0 R-0 RIW-0
7 6 5 4 3 2 1 0
| GPIOH GPIOG | GPIOF |  GPIOE GPIOD GPIOC GPIOB | GPIOA |
RIW-0 RIW-0 RIW-0 RIW-0 RIW-0 RIW-0 RIW-0 RIW-0

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-67. Software Reset Control 2 (SRCR2) Register Field Descriptions

Bit Field Value | Description
31-29 | Reserved Reserved
28 EMACO EMACO S/W Reset Control

When this bit is set, EMAC is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

27-17 | Reserved Reserved
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Table 1-67. Software Reset Control 2 (SRCR2) Register Field Descriptions (continued)

Bit Field Value | Description

16 usB USB S/W Reset Control
When this bit is set, USB is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

15-14 | Reserved Reserved

13 UDMA UDMA S/W Reset Control
When this bit is set, u(DMA is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

12-9 | Reserved Reserved

8 GPIOJ GPIOJ SW Reset Control
When this bit is set, GPIOJ is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

7 GPIOH GPIOH SW Reset Control
When this bit is set, GPIOH is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

6 GPIOG GPIOG SW Reset Control
When this bit is set, GPIOG is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

5 GPIOF GPIOF SW Reset Control
When this bit is set, GPIOF is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

4 GPIOE GPIOE SW Reset Control
When this bit is set, GPIOE is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

3 GPIOD GPIOF SW Reset Control
When this bit is set, GPIOD is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

2 GPIOC GPIOC SW Reset Control
When this bit is set, GPIOC is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

1 GPIOB GPIOB SW Reset Control
When this bit is set, GPIOB is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

0 GPIOA GPIOA SW Reset Control
When this bit is set, GPIOA is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

1.13.3.8 Software Reset Control 3 (SRCR3) Register

NOTE: Writes to this register are masked by the DC10 register.

Putting the module into reset and bringing it out of reset is done by software. When a
particular bit is set, the module goes into reset and to bring the module out of reset, software
has to again write a '0" explicitly to the register.

Figure 1-57. Software Reset Control 3 (SRCR3) Register

31 26 25 24 23 16
‘ Reserved | CANO | CAN1 ‘ Reserved ‘
R-0:0 R/W-0 R/W-0 R-0:0
15 1 0
’ Reserved UART4 ‘
R-0:0 R-0

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset
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Table 1-68. Software Reset Control 3 (SRCR3) Register Field Descriptions
Bit Field Value | Description
31-26 | Reserved Reserved
25 CANO CANO S/W Reset Control
When this bit is set, CANO1 module is reset. All internal data is lost and the registers are returned
to their reset states. This bit must be manually cleared after being set.
24 CAN1 CAN1 S/W Reset Control
When this bit is set, CAN10 module is reset. All internal data is lost and the registers are returned
to their reset states. This bit must be manually cleared after being set.
23:1 | Reserved Reserved
0 UART4 UART4 S/W Reset Control
When this bit is set, UART4 module is reset. All internal data is lost and the registers are returned
to their reset states. This bit must be manually cleared after being set.

1.13.3.9 General-Purpose Input/Output Software Reset Control (SRGPIO) Register

Figure 1-58. General-Purpose Input/Output Software Reset Control (SRGPIO) Register

31 24

‘ Reserved ‘

R-0

23 17 16
Reserved | GPIOS
R-0 RIW-0
15 14 13 12 11 10 9 8

| ePoR | epPioQq | ePiop | cGPIoN [ cepioMm | ePioL | GPIoK | GPOJ |
RIW-0 RIW-0 RIW-0 RIW-0 RIW-0 RIW-0 RIW-0 RIW-0
7 6 5 4 3 2 1 0

| cePioH | cepioc | GPloF | GPIOE | cePiob | cepPioc | GPIOB | GPIOA |
RIW-0 RIW-0 RIW-0 RIW-0 RIW-0 RIW-0 RIW-0 RIW-0

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-69. General-Purpose Input/Output Software Reset Control (SRGPIO) Register Field

Descriptions

Bit Field Value | Description
31-17 | Reserved Reserved

16 GPIOS GPIOS SW Reset Control
When this bit is set, GPIOS is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

15 GPIOR GPIOR SW Reset Control
When this bit is set, GPIOR is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

14 GPIOQ GPIOQ SW Reset Control
When this bit is set, GPIOQ is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

13 GPIOP GPIOP SW Reset Control
When this bit is set, GPIOP is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

12 GPION GPION SW Reset Control
When this bit is set, GPION is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

11 GPIOM GPIOM SW Reset Control
When this bit is set, GPIOM is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.
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Table 1-69. General-Purpose Input/Output Software Reset Control (SRGPIO) Register Field
Descriptions (continued)

Bit Field Value | Description

10 GPIOL GPIOL SW Reset Control
When this bit is set, GPIOL is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

9 GPIOK GPIOK SW Reset Control
When this bit is set, GPIOK is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

8 GPIOJ GPIOJ SW Reset Control
When this bit is set, GPIOJ is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

7 GPIOH GPIOH SW Reset Control
When this bit is set, GPIOH is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

6 GPIOG GPIOG SW Reset Control
When this bit is set, GPIOG is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

5 GPIOF GPIOF SW Reset Control
When this bit is set, GPIOF is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

4 GPIOE GPIOE SW Reset Control
When this bit is set, GPIOE is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

3 GPIOD GPIOD SW Reset Control
When this bit is set, GPIOD is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

2 GPIOC GPIOC SW Reset Control
When this bit is set, GPIOC is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

1 GPIOB GPIOB SW Reset Control
When this bit is set, GPIOB is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.

0 GPIOA GPIOA SW Reset Control
When this bit is set, GPIOA is reset. All internal data is lost and the registers are returned to their
reset states. This bit must be manually cleared after being set.
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1.13.4 WIRMODE Registers

1.13.4.1 Master Subystem Wait-In-Reset (MWIR) Register

Figure 1-59. Master Subsystem Wait-In-Reset (MWIR) Register

31 3 2 1 0
Reserved | SAMPLE | EMU1 | EMUO |
R/W-0:0 RW-0  RMW- RMW-

pin pin
state  state

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-70. Master Subsystem Wait-In-Reset (MWIR) Register Field Descriptions

Bit Field Value | Description
31-3 | Reserved Reserved
2 SAMPLE Re-sample EMUO and EMU1 Pins
Has no effect
Forces a re-sample of the EMUO and EMUL1 pins and the values will be latched in the EMUO/EMU1
bits.
1 EMU1 Latched State of EMU1 Pin
The state of EMUL1 pin is latched on reset (XRS AND POR) or when the SAMPLE bit is triggered.
Reading this bit will give the state of the EMU1 pin on reset or when sampled.
Has no effect
Forces the bit to "1"
0 EMUO Latched State of EMUO Pin
The state of EMUO pin is latched on reset (XRS AND POR) or when the SAMPLE bit is triggered.
Reading this bit will give the state of the EMUO pin on reset or when sampled.
Has no effect
Forces the bit to "1"

1.13.4.2 C28 Wait-In-Reset (CWIR) Register

Figure 1-60. C28 Wait-In-Reset (CWIR) Register

15 3 2 1 0
Reserved SAMPLE | EMU1 | EMUO |
R/W-0:0 RW-0  RM- R/MW-
pin pin

state state

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-71. C28 Wait-In-Reset (CWIR) Register Field Descriptions

Bit Field Value | Description
15-3 | Reserved Reserved
2 SAMPLE Re-sample EMUO and EMU1 Pins
Has no effect
E_orces a r-sample of the EMUO and EMUL pins and the values will be latched in the EMUO/EMU1
its.
1 EMU1 Latched State of EMU1 Pin o
The state of EMUL1 pin is latched on reset (XRS AND POR) or when the SAMPLE bit is triggered.
Reading this bit will give the state of the EMU1 pin on reset or when sampled.
Has no effect
1 Forces the bit to "1"
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Table 1-71. C28 Wait-In-Reset (CWIR) Register Field Descriptions (continued)
Bit Field Value | Description
0 EMUO Latched State of EMUO Pin

The state of EMUO pin is latched on reset (XRS AND POR) or when the SAMPLE bit is triggered.
Reading this bit will give the state of the EMUO pin on reset or when sampled.

Has no effect
Forces the bit to "1"

1.13.5 Exception and Interrupts

1.13.5.12 M3NMI Configuration (MNMICFG) Register

NOTE:

Clearing all latched NMI error flag conditions will stop the NMI watchdog counter and reset it.
Any new error condition that is latched will restart the counter.

The user should clear the NMI interrupt flag and clear all flags together to generate a new
interrupt if a new error event occurs.

Figure 1-61. M3NMI Configuration (MNMICFG) Register

31 16
Reserved
R-0
15 10 9 8 1 0
] Reserved ACIBERRE Reserved | NMIE |
R-0 RIW-0 R-0 R

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-72. M3NMI Configuration (MNMICFG) Register Field Descriptions

Bit Field Value | Description
31-10 | Reserved Reserved
9 ACIBERRE ACIBERR NMI Enable
This bit enables the ACIBERR NMI condition to generate an NMI interrupt to the M3 CPU. Once
enabled, the bit cannot be cleared by the user. Only a device reset causing M3 reset will clear the
bit. Writes of 0 are ignored. Reading the bit will indicate if the ACIBERR NMI is enabled or disabled.
Note: The ACIBERR NMI condition needs to be disabled at reset.
ACIBERR NMI disabled
ACIBERR NMI enabled
8-1 Reserved Reserved
0 NMIE NMI Enable
This bit when set to '1", meaning any condition, will generate an NMI interrupt to the M3 CPU and
kick off the NMI watchdog counter. As part of the boot sequence, this bit will be set to '1' by the
boot ROM. This is a write once bit, once set it cannot be cleared until a system reset.
NMI disabled
NMI enabled
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1.13.5.2 M3NMI Flag (MNMIFLG) Register

Figure 1-62. M3NMI Flag (MNMIFLG) Register

31 16
’ Reserved ‘
R-0:0

15 10 9 8

\ Reserved | ACIBERR | C28NMIWDRST |
R-0 R-0 R-0
7 6 5 4 3 2 1 0

| C28PIENMIERR EXTGPIO C28BISTERR M3BISTERR Reserved | CLOCKFAIL | NMINT ]
R-0 R-0 R/W-1 R/W-1 R-0:0 R-0 R-0

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-73. M3NMI Flag (MNMIFLG) Register Field Descriptions

Bit Field Value | Description
31-10 | Reserved Reserved
9 ACIBERR CIB Error NMI Flag

NMIFLGCLR register or by an XRS reset.
No CIB INTS or READY stuck error condition pending
CIB INTS or READY stuck error condition generated

This bit indicates if there is a stuck condition on the CIB INTS or CIB READY signals causing an
NMI condition. This bit can only be cleared by the user writing to the corresponding clear bit in the

8 C28NMIWDRST C28 NMI WD Reset Flag

No C28 NMI WD RST condition pending
C28 NMI WD RST condition generated

This bit indicates that a reset was issued by the C28 NMIWD since the C28 did not service its NMI
interrupt. Once enabled, the flag cannot be cleared by the user. This bit can only be cleared by the
user writing to the corresponding clear bit in the NMIFLGCLR register or by an XRS reset.

7 C28PIENMIERR C28 PIE NMIERR NMI Flag

No C28 PIE NMIERR condition pending
C28 PIE NMIERR condition generated

This bit indicates that an error condition was generated during NMI vector fetch from C28 PIE.
Once enabled, the flag cannot be cleared by the user. This bit can only be cleared by the user
writing to the corresponding clear bit in the NMIFLGCLR register or by an XRS reset.

6 EXTGPIO External GPIO NMI Flag

No external GPIO NMI pending
External GPIO NMI condition pending

This bit indicates if the external GPIO pin generated an NMI interrupt. The bit can only be cleared
by the user writing to the respective bit in the NMIFLGCLR register or by an XRS reset.

the corresponding clear bit in the NMIFLGCLR register or by an XRSn reset.
No C28 HWBIST error condition pending
C28 BIST error condition generated

5 C28BISTERR HW BIST Error NMI Flag: This bit indicates if the time out error or a signature mismatch error
condition during hardware BIST of M3 occurred. This bit can only be cleared by the user writing to

the corresponding clear bit in the NMIFLGCLR register or by an XRSn reset.
No M3 HWBIST error condition pending
M3 BIST error condition generated

4 M3BISTERR HW BIST Error NMI Flag: This bit indicates if the time out error or a signature mismatch error
condition during hardware BIST of M3 occurred. This bit can only be cleared by the user writing to

1 CLOCKFAIL Clock Fail NMI Flag

writing to the respective bit in the NMIFLGCLR register or by an XRS reset.
No CLOCKFAIL condition pending
CLOCKFAIL condition generated

This bit indicates if the CLOCKFAIL condition is latched. These bits can only be cleared by the user
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Table 1-73. M3NMI Flag (MNMIFLG) Register Field Descriptions (continued)

Bit Field

Value | Description

0 NMIINT

NMI Interrupt Flag

This bit indicates if an M3 NMI interrupt was generated. This bit can only be cleared by the user
writing to the respective bit in the NMIFLGCLR register or by an XRS reset.

No further NMI interrupts pulses are generated until this flag is cleared by the user.

No NMI interrupt generated

NMI interrupt generated

1.13.5.3 M3NMI Flag Clear (MNMIFLGCLR) Register

NOTE: If hardware is trying to set a bit to "1" while software is trying to clear a bit to "0" on the same
cycle, hardware has priority.
Users should clear the pending FAIL flag first and then clear the NMIINT flag.
Figure 1-63. M3NMI Flag Clear (MNMIFLGCLR) Register
31 16
‘ Reserved ‘
R-0:0
15 10 9 8
\ Reserved | ACIBERR | C28NMIWDRST |
R-0 R/W-0 R/W-0
7 6 5 4 3 2 1 0
| C28PIENMIERR EXTGPIO C28BISTERR M3BISTERR Reserved | CcLOCKFALL | NMIINT |
R/W-0 R/W-0 R/W-0 R/W-0 R-0:0 R/W-0 R/W-0

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-74. M3NMI Flag Clear (MNMIFLGCLR) Register Field Descriptions

Bit Field

Value | Description

31-10 | Reserved

Reserved

9 ACIBERR

CIB Error NMI Flag Clear
Ignored; always reads back 0.
Clears the corresponding flag bit in the NMIFLG register.

8 C28NMIWDRST C28 NMI WD Reset Flag Clear

Ignored; always reads back 0.
Clears the corresponding flag bit in the NMIFLG register.

7 C28PIENMIERR C28 PIE NMIERR NMI Flag Clear

Ignored; always reads back 0.
Clears the corresponding flag bit in the NMIFLG register.

6 EXTGPIO

External GPIO NMI Flag Clear
Ignored; always reads back 0.
Clears the corresponding flag bit in the NMIFLG register.

5 C28BISTERR C28 BIST Error Flag

Writes of 0 are ignored. Always reads back 0.

Writing a 1 to the respective bit clears the corresponding flag bit in the NMIFLG and NMISHDFLG
registers.

Note 1: If hardware is trying to set a bit to 1 while software is trying to clear a bit to 0 on the same
cycle, hardware has priority.
Note 2: Users should clear the pending FAIL flag first and then clear the NMIINT flag.
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Table 1-74. M3NMI Flag Clear (MNMIFLGCLR) Register Field Descriptions (continued)

Bit Field Value | Description
4 M3BISTERR M3 BIST Error Flag
Writes of 0 are ignored. Always reads back 0.

Writing a 1 to the respective bit clears the corresponding flag bit in the NMIFLG and NMISHDFLG
registers.

Note 1: If hardware is trying to set a bit to 1 while software is trying to clear a bit to 0 on the same
cycle, hardware has priority.
Note 2: Users should clear the pending FAIL flag first and then clear the NMIINT flag.

3-2 Reserved Reserved
1 CLOCKFAIL Clock Fail NMI Flag Clear
Ignored; always reads back 0.

Clears the corresponding flag bit in the NMIFLG register.
0 NMIINT NMI Interrupt Flag Clear
Ignored; always reads back 0.

Clears the corresponding flag bit in the NMIFLG register.

1.13.5.4 M3NMI Flag Force (MNMIFLGFRC) Register

Figure 1-64. M3NMI Flag Force (MNMIFLGFRC) Register

31 16
‘ Reserved ‘
R-0:0
15 10 9 8
\ Reserved | ACIBERR | C28NMIWDRST |
R-0 R/W-0 R/W-0
7 6 5 4 3 2 1 0
| C28PIENMIERR EXTGPIO C28BISTERR M3BISTERR Reserved | CLOCKFAIL |  Reserved |
R/W-0 R/W-0 R/W-0 R/W-0 R-0:0 R/W-0 R-0

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-75. M3NMI Flag Force (MNMIFLGFRC) Register Field Descriptions

Bit Field Value | Description
31-10 | Reserved Reserved
9 ACIBERR CIB Error NMI Flag Force

Ignored; always reads back 0. This can be used as a means to test the NMI mechanisms.
Sets the corresponding flag bit in the NMIFLG register.

8 C28NMIWDRST C28 NMI WD Reset Flag Force

Ignored; always reads back 0. This can be used as a means to test the NMI mechanisms.

Sets the corresponding flag bit in the NMIFLG register.
7 C28PIENMIERR C28 PIE NMIERR NMI Flag Force
Ignored; always reads back 0. This can be used as a means to test the NMI mechanisms.

Sets the corresponding flag bit in the NMIFLG register.
6 EXTGPIO External GPIO NMI Flag Force
Ignored; always reads back 0. This can be used as a means to test the NMI mechanisms.

Sets the corresponding flag bit in the NMIFLG register.
5 C28BISTERR C28 BIST Error Flag

0 Writes of 0 are ignored. Always reads back 0. This can be used as a means to test the NMI
mechanisms.

1 Writing a 1 to these bits will set the respective FAIL flag in the NMIFLG and NMISHDFLG registers.
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Table 1-75. M3NMI Flag Force (MNMIFLGFRC) Register Field Descriptions (continued)

Bit Field Value | Description
4 M3BISTERR M3 BIST Error Flag.
0 Writes of 0 are ignored. Always reads back 0. This can be used as a means to test the NMI
mechanisms.

1 Writing a 1 to these bits will set the respective FAIL flag in the NMIFLG and NMISHDFLG registers.

3-2 Reserved Reserved
1 CLOCKFAIL Clock Fail NMI Flag Force
Ignored; always reads back 0. This can be used as a means to test the NMI mechanisms.

Sets the corresponding flag bit in the NMIFLG register.

0 Reserved Reserved

1.13.5.5 M3NMI Watchdog Counter (MNMIWDCNT) Register

Figure 1-65. M3NMI Watchdog Counter (MNMIWDCNT) Register
31 16 15 0
Reserved \ NMIWDCNT
R-0:0 R-0:0
LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-76. M3ANMI Watchdog Counter (MNMIWDCNT) Register Field Descriptions

Bit Field Value | Description
31-16 | Reserved Reserved
15-0 | NMIWDCNT NMI Watchdog Counter

This 16-bit incremental counter will start incrementing whenever any one of the enabled "NMI" flags
are set. If the counter reaches the period value, an NMIRS signal is fired which will then reset the
full device. See Section 1.3 for more details on the reset behavior. The counter will reset to zero
when it reaches the period value and will then restart counting if any of the enabled "NMI" flags are
set.

Normally, the software would respond to the NMI interrupt generated and clear the offending
FLAG(s) before the NMI watchdog triggers a reset. In some situations, the software may decide to
allow the watchdog to reset the device anyway.

If no enabled "NMI" flag is set, then the counter will reset to zero and remain at zero until an
enabled "NMI" flag is set. The counter is clocked at the M3 SSCLK rate.

1.13.5.6 M3NMI Watchdog Period (MNMIWDPRD) Register

Figure 1-66. M3ANMI Watchdog Period (MNMIWDPRD) Register
31 16 15 0
Reserved \ NMIWDPRD
R-0:0 R/W-OxFFFF
LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-77. M3NMI Watchdog Period (MNMIWDPRD) Register Field Descriptions

Bit Field Value | Description
31-16 | Reserved Reserved
15-0 | NMIWDPRD M3 NMI Watchdog Period

This 16-bit value contains the period value at which a reset is generated when the watchdog
counter matches. At reset, this value is set at the maximum. The software can decrease the period
value at initialization time.

Writing a PERIOD value that is smaller then the current counter value will automatically force an
NMIRS to the M3 and hence reset the watchdog counter.
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1.13.5.7 C28 NMI Configuration (CNMICFG) Register

NOTE: Clearing all latched NMI error flag conditions will stop the NMI watchdog counter and reset
it. Any new error condition that is latched will restart the counter.

The user should clear the NMI interrupt flag and clear all flags together to generate a new
interrupt if a new error event occurs.

Figure 1-67. C28 NMI Configuration (CNMICFG) Register

15 7 6 5 4 3 1 0
Reserved | ACIBERRE | C28BISTERR | MS3BISTERR | Reserved CNMIE
R-0:0 RIW-0 RIW-1 RIW-1 R-0 RIW-x

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-78. C28 NMI Configuration (CNMICFG) Register Field Descriptions

Bit Field Value | Description
15-7 | Reserved Reserved
6 ACIBERRE ACIBERR NMI Enable

This enables the ACIBERR NMI condition to generate an NMI interrupt to the C28 CPU. Once
enabled, the bit cannot be cleared by the user. Only a device reset causing C28 SYSRSh reset will
clear the bit. Writes of 0 are ignored. Reading the bit will indicate if the ACIBERR NMI is enabled or
disabled.

Note: The ACIBERR NMI condition needs to be disabled at reset.

ACIBERR NMI disabled
1 ACIBERR NMI enabled

5 C28BISTERR HW BIST Error NMI Flag: This bit indicates if the time out error or a signature mismatch error
condition during hardware BIST of C28 occurred. This bit can only be cleared by the user writing to
the corresponding clear bit in the NMIFLGCLR register or by an XRSn reset:

No C28 HWBIST error condition pending
1 C28 BIST error condition generated

4 M3BISTERR HW BIST Error NMI Flag: This bit indicates if the time out error or a signature mismatch error
condition during hardware BIST of M3 occurred. This bit can only be cleared by the user writing to
the corresponding clear bit in the NMIFLGCLR register or by an XRSn reset:

No M3 HWBIST error condition pending
1 M3 BIST error condition generated

3-1 Reserved Reserved

0 CNMIE NMI Enable

This bit when set to '1', meaning any condition, will generate an NMI interrupt to the C28x CPU and
kick off the NMI watchdog counter. As part of the boot sequence, this bit will be set to '1' by the
boot ROM. This is a write once bit, once set it cannot be cleared until system reset.

NMI disabled
NMI enabled

1.13.5.8 C28 NMI Flag (CNMIFLG) Register

NOTE: The C28NMIFLG register is only reset by the XRS signal and not the C28 SYSRS signal.
This is so the cause of the particular reset condition can be identified.

SPRUHES8E —October 2012—-Revised November 2019 System Control and Interrupts 207

Submit Documentation Feedback
Copyright © 2012-2019, Texas Instruments Incorporated


http://www.ti.com
http://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUHE8E

System Control Registers

13 TEXAS
INSTRUMENTS

www.ti.com

Figure 1-68. C28 NMI Flag (CNMIFLG) Register

15 8
‘ Reserved ‘
R-0:0
7 6 4 3 2 1 0
\ Reserved ACIBERR C28BISTERR M3BISTERR C28FLUNCERR |C28RAMUNCERR| CLOCKFAIL NMIINT \
R-0:0 R-0 R/W-0 R/W-0 R-0 R-0 R-0 R-0

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-79. C28 NMI Flag (CNMIFLG) Register Field Descriptions

Bit

Field

Value

Description

15-7

Reserved

Reserved

ACIBERR

CIB Error NMI Flag

This bit indicates if there is a stuck condition on the CIB INTS or CIB READY signals causing
an NMI condition. This bit can only be cleared by the user writing to the corresponding clear
bit in the NMIFLGCLR register or by an XRS reset.

No CIB INTS or READY stuck error condition pending
CIB INTS or READY stuck error condition generated

C28BISTERR

C28 BIST Error Flag
Writes of O are ignored. Always reads back 0.

Writing a 1 to the respective bit clears the corresponding flag bit in the NMIFLG and
NMISHDFLG registers.

Note 1: If hardware is trying to set a bit to 1 while software is trying to clear a bit to 0 on the
same cycle, hardware has priority.
Note 2: Users should clear the pending FAIL flag first and then clear the NMIINT flag.

M3BISTERR

M3 BIST Error Flag
Writes of O are ignored. Always reads back 0.

Writing a 1 to the respective bit clears the corresponding flag bit in the NMIFLG and
NMISHDFLG registers.

Note 1: If hardware is trying to set a bit to 1 while software is trying to clear a bit to 0 on the
same cycle, hardware has priority.
Note 2: Users should clear the pending FAIL flag first and then clear the NMIINT flag.

C28FLUNCERR

C28 Flash Uncorrectable Error NMI Flag

This bit indicates if the C28 flash uncorrectable error condition is latched. This bit can only be
cleared by the user writing to the corresponding clear bit in the NMIFLGCLR register or by an
XRS reset.

No C28 Flash uncorrectable error condition pending
C28 Flash uncorrectable error condition generated

C28RAMUNCERR

C28 RAM Uncaorrectable Error NMI Flag

This bit indicates if an uncorrectable error occurred on a C28 RAM access and that condition
is latched. This bit can only be cleared by the user writing to the corresponding clear bit in the
NMIFLGCLR register or by an XRS reset.

No C28 RAM uncorrectable error condition pending
C28 RAM uncorrectable error condition generated

CLOCKFAIL

Clock Fail NMI Flag
This bit indicates if the CLOCKFAIL condition is latched. These bits can only be cleared by the
user writing to the respective bit in the NMIFLGCLR register or by an XRS reset.

No CLOCKFAIL condition pending
CLOCKFAIL condition generated

NMIINT

NMI Interrupt Flag

his bit indicates if an NMI interrupt was generated. This bit can only be cleared by the user
writing to the respective bit in the NMIFLGCLR register or by an XRS reset.

No further NMI interrupts pulses are generated until this flag is cleared by the user.

No NMI interrupt generated

NMI interrupt generated

208 System Control and Interrupts

SPRUHEBE—October 2012—-Revised November 2019

Submit Documentation Feedback
Copyright © 2012-2019, Texas Instruments Incorporated


http://www.ti.com
http://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUHE8E

13 TEXAS
INSTRUMENTS

www.ti.com System Control Registers

1.13.5.9 C28 NMI Flag Clear (CNMIFLGCLR) Register

NOTE: If hardware is trying to set a bit to "1" while software is trying to clear a bit to "0" on the same
cycle, hardware has priority.

Users should clear the pending FAIL flag first and then clear the NMIINT flag.

Figure 1-69. C28 NMI Flag Clear (CNMIFLGCLR) Register

15 8
‘ Reserved ‘
R-0:0
7 6 5 4 3 2 1 0
\ Reserved ACIBERR C28BISTERR M3BISTERR C28FLUNCERR |C28RAMUNCERR| CLOCKFAIL NMIINT \
R-0:0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0 R/W-0

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-80. C28 NMI Flag Clear (CNMIFLGCLR) Register Field Descriptions

Bit Field Value |Description
15-7 | Reserved Reserved
6 ACIBERR CIB Error NMI Flag Clear
0 Ignored; always reads back 0.

Clears the corresponding flag bit in the NMIFLG register.
5 C28BISTERR C28 BIST Error Flag

0 Writes of 0 are ignored. Always reads back 0. This can be used as a means to test the NMI
mechanisms.

1 Writing a 1 to these bits will set the respective FAIL flag in the NMIFLG and NMISHDFLG
registers.

4 M3BISTERR M3 BIST Error Flag

0 Writes of 0 are ignored. Always reads back 0. This can be used as a means to test the NMI
mechanisms.

1 Writing a 1 to these bits will set the respective FAIL flag in the NMIFLG and NMISHDFLG
registers.

3 C28FLUNCERR C28 Flash Uncorrectable Error NMI Flag Clear
0 Ignored; always reads back 0.

Clears the corresponding flag bit in the NMIFLG register.
2 C28RAMUNCERR C28 RAM Uncorrectable Error NMI Flag Clear
0 Ignored; always reads back 0.

Clears the corresponding flag bit in the NMIFLG register.
1 CLOCKFAIL Clock Fail NMI Flag Clear
0 Ignored; always reads back 0.

Clears the corresponding flag bit in the NMIFLG register.
0 NMIINT NMI Interrupt Flag Clear
0 Ignored; always reads back 0.

Clears the corresponding flag bit in the NMIFLG register.
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1.13.5.10 C28 NMI Flag Force (CNMIFLGFRC) Register

Figure 1-70. C28 NMI Flag Force (CNMIFLGFRC) Register

15 8
‘ Reserved ‘
R-0:0
7 6 5 3 2 1 0
Reserved ACIBERR Reserved C28RAMUNCERR CLOCKFAIL Reserved
R-0:0 R/W-0 R-0 R/W-0 R/W-0 R-0:0

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-81. C28 NMI Flag Force (CNMIFLGFRC) Register Field Descriptions

Bit Field Value | Description
15-7 | Reserved Reserved
6 ACIBERR CIB Error NMI Flag Force

Clears the corresponding flag bit in the NMIFLG register.

Ignored; always reads back 0. This can be used as a means to test the NMI mechanisms.

5-3 Reserved Reserved

2 C28RAMUNCER C28 RAM Uncorrectable Error NMI Flag Force
R

1 Clears the corresponding flag bit in the NMIFLG register.

Ignored; always reads back 0. This can be used as a means to test the NMI mechanisms.

1 CLOCKFAIL Clock Fail NMI Flag Force

1 Clears the corresponding flag bit in the NMIFLG register.

Ignored; always reads back 0. This can be used as a means to test the NMI mechanisms.

0 Reserved Reserved

1.13.5.11 C28 NMI Watchdog Counter (CNMIWDCNT) Register

Figure 1-71. C28 NMI Watchdog Counter (CNMIWDCNT) Register
15

NMIWDCNT

R-0:0
LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-82. C28 NMI Watchdog Counter (CNMIWDCNT) Register Field Descriptions

Bit Field Value | Description

15-0 | NMIWDCNT NMI Watchdog Counter

enabled "NMI" flags are set.

enabled "NMI" flag is set.

This 16-bit incremental counter will start incrementing whenever any one of the enabled "FAIL"
flags are set. If the counter reaches the period value, an NMIRS signal is fired which will then reset
the C28 CPU and sub-system. See Section 1.3 for more details on the reseT behavior. The counter
will reset to zero when it reaches the period value and will then restart counting if any of the

If no enabled "NMI" flag is set, then the counter will reset to zero and remain at zero until an

210 System Control and Interrupts SPRUHES8E—-October 2012 —Revised November 2019
Submit Documentation Feedback

Copyright © 2012-2019, Texas Instruments Incorporated


http://www.ti.com
http://www.ti.com/feedbackform/techdocfeedback?litnum=SPRUHE8E

13 TEXAS
INSTRUMENTS

www.ti.com System Control Registers

1.13.5.12 C28 NMI Watchdog Period (CNMIWDPRD) Register

Figure 1-72. C28 NMI Watchdog Period (CNMIWDPRD) Register
15 0
NMIWDPRD
R/W-0xFFFF
LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-83. C28 NMI Watchdog Period (CNMIWDPRD) Register Field Descriptions

Bit Field Value | Description

15-0 | NMIWDPRD NMI Watchdog Period

This 16-bit value contains the period value at which a reset is generated when the watchdog
counter matches. At reset this value is set at the maximum. The software can decrease the period
value at initialization time.

Writing a PERIOD value that is smaller then the current counter value will automatically force an
NMIRS to the C28 and hence reset the watchdog counter.

1.13.5.13 PIE Interrupt Registers

1.13.5.13.1 PIE, Control (PIECTRL) Register

Figure 1-73. PIE, Control (PIECTRL) Register

15 1 0
PIEVECT ENPIE
R-0 R/W-0

LEGEND: R/W = Read/Write; R = Read only; -n = value after reset

Table 1-84. PIE, Control (PIECTRL) Register Field Descriptions

Bits | Field Value | Description

15-1 | PIEVECT These bits indicate the address within the PIE vector table from which the vector was fetched. The
least significant bit of the address is ignored and only bits 1 to 15 of the address is shown. You can
read the vector value to determine which interrupt generated the vector fetch.

For Example: If PIECTRL = 0x0D27 then the vector from address 0x0D26 (illegal operation) was
fetched.

0 ENPIE Enable vector fetching from PIE vector table.

Note: The reset vector is never fetched from the PIE, even when it is enabled. This vector is always
fetched from boot ROM.

0 If this bit is set to 0, the PIE block is disabled and vectors are fetched from the CPU vector table in
boot ROM. All PIE block registers (PIEACK, PIEIFR, PIEIER) can be accessed even when the PIE
block is disabled.

1 When ENPIE is set to 1, all vectors, except for reset, are fetched from the PIE vector table. The
reset vector is always fetched from the boot ROM.

1.13.5.13.2 PIE, Acknowledge (PIEACK) Register

Figure 1-74. PIE, Acknowledge (PIEACK) Register
15 12 11 0
Reserved \ PIEACK
R-0 R/W1C-1
LEGEND: R/W1C = Read/Write 1 to clear; R = Read only; -n = value after reset
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Table 1-85. PIE, Acknowledge (PIEACK) Register Field Descriptions
Bits | Field Value Description
15-12 | Reserved Reserved
11-0 |PIEACK Each bit in PIEACK refers to a specific PIE group. Bit O refers to interrupts in PIE group 1 that
are MUXed into INT1 up to Bit 11, which refers to PIE group 12 which is MUXed into CPU
INT12.
bit x =0 @ | If a bit reads as a 0, it indicates that the PIE can send an interrupt from the respective group to
the CPU.

Writes of O are ignored.

bitx=1 | Reading a 1 indicates if an interrupt from the respective group has been sent to the CPU and all
other interrupts from the group are currently blocked.

Writing a 1 to the respective interrupt bit clears the bit and enables the PIE block to drive a
pulse into the CPU interrupt input if an interrupt is pending for that group.

@ bit x = PIEACK bit 0 - PIEACK bit 11. Bit 0 refers to CPU INT1 up to Bit 11, which refers to CPU INT12

1.13.5.13